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public class ExClient
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Ao LD, LIELIEIL VY M A—RIBIRD I BB T — 95 ST DT VAT LISy H—DIEMICINE
T 7=V RT—avid, A—H—HDHMBIERGERIN HAREBICE TS "AL—T" IV ELTHES
ICEUERINSTREMEEHYET, INSDEBICEY., 7—IRT—2av DI RMAEBATEI & AR
L—=—FAV T VO RTLADBAVAN=IL 2 BTN T —YZEHISDOEDEFEISI—F—%5FVUE
ER

% http://www.sans.org/resources/errors.php




B/1E X1 T1OHE

1.2.4.1. EWXRDJ—R
BWARRT—REIREEN VAT LANDT I ZRAEEZRDOICREEELFEDTIDOTY /NRAT—K%E{E
K D& —RREVASE & LN R T 2 555 DEEM IS sttt =S RUTREIW,

1.2.4.2. BRI SAT N T T )r—ay

EEEINRRICEF AT TRy FEY T Y —N—ICLTWBILEREDLS T VE—N 12— —HTHIERT
BEXRIEFATTHEEERYFBA LEAE H—N=D T w o Ry I—% ET Telnet ¥ FTP #—
ERERHMLTWDE HBEIEXDI—HY—ZERRT—RHBERYNT—I EEFNTVWED T, Fhdk
WMBZENTEFET ZLTCIE— M - —DT—IRF—2avIlTIERTBOICTHI Y MEREME
FALZxY,

SSH 045X a7A47 OV EFERALTWSEETIZA VE—N 2= 9547V T )5—
DAvEBRHLTWARAWE BHEDOKHEBISHLTHB THEINELNFEFR A 72X v.1 SSH 7517V ME
EEZDHD SSH H—N—D50 X SEHBICH L THRTE T, — B —/N\—IlE KT 5E WEBE XXV M
D= ETOSAT U MIEBF—ADPIYIVRBEEVOTMNIERIENTEET, COBREIL v.2 SSH 7O
JLVTEBEINFELE LILA——E. EDT7 TV r—2ar 2L REHE LS. BRI I2HELH
ZOMERBELIEITRVEWNTER A

HEHH T 1F B IR E S R— LA —— POV a1 —9—-T— U RF—2av Dt A %R 3
BEDICEARRAT Y S HEBZRENELYFMICERBALTWET,

1.3. FEBHEDTEAAV N

B VY —ABLVEFR—avaS26N5E 779 H—IRIFEAETRTDY AT ALITEATEEY,
ER.REMNRUTERATRTOEX1YT1DFIEEEMIZ. HOPEZVRATLDNRADLTZELICEETHD
CEERIETBCEIETEFHAIN—AI—IFA Y=Y DERERT —NITADIFITRYFES , 7717
DA—IUIERY NI =IO DEFROIFICARYET VPN EBESIEINAAN) —AILBWTRZRIT—9%E1A
ITFET RBRARMIRATALAITIEEDHZFHEZEELET . LHL. CNSDEMDENRTHOMINIE LT
EEUEZDEEBERICKEFLET,

« BIiTDORE.ERSLCHFFICEEDHERYYIDER,
« Y—EREA—RIVICRED DRI/ FELUEFHT 25E
« RYNT—U ED—ELICEREZHTIE2EEDHBADEE

SRATLEFMDT—IDIAFIVvIRIREILTDE. BED)Y—RAEFaTICTEIEIIBOTEH LA
UFET, LIELIEY AT ADTARTUCHTBEMARD Y —RAERDIFBZEIFHLWTT, EREF1)T1D

ZLDEBICEIT2EVWRILOMBARF OEEAF DOIENTEZHE. VLU LOEBEEIHICHEELTWS
Ay IR TRIEFEELVWTT . INEBEIC FHREF 1 T OB EEERE—EDFREEFZ W

BEIEINLTYIBEREFITAIEBENREFETIEIHYFEEA.

1.3.1. D LORE R

HRIDEERXRYNT—VDEBETHHEIRELET . TDLOIRRYNT—VE—BII. FRL—T 17
VRTLTINT—oay =N Xy NT—J - EZH BARMIRATLENSERINET . SHOY L
DITERVNT—IBRBOBRIAEZ5NDE, TIVRATAMYNENTIIBAREDLRHYET , XY NT—0 2
ERENRNYFETYTTF—MNCEFIRDIER BERVRATLAER DRELRRYRNT—VICBVW TR N EWME
ETHBIENDOHILYET,

BROBHEBEREFOFERZHASHOEIT . ELTC BRIV T VI REEL VAT LNMRES
N T—IDNIEIN, H—EADRITINDI LT R RTT,

X)) TARMEBRIELT O RT L RYNT =) BELOT Y% RETIRIEET DD, HARTEIFY
A—DEIICEZ BIIINTBFIvI%ETEIEILIY AT LAOEF ) TAZRELRFNRIEWFEE A,
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TEAAVNETRANDES

BEDYRATLERYRTI—0- Y =R TEFHHRERET ERAAV ME VTZvhH—D T IR 7O/ MT
DENIC AN TESBENLRBBZRESMMILET,

ST EAXAYMIBHRIDRYNT—IBLVOYRT LD X1 TADRNEREE T, (HHHtH I
IERBINTVWAEIID) XY= DB, T2 MBS LU0 AL IF TR TT, — RIS IS
MTEAAVMI TRV AT ALAILETZEERT Y 5EDBEABLTCREIZ—AHNSHBEHET.
DIT—RF VAT LEFIT—XIIDRDVET, ZTNICE > TR ERMICT R TOEER DTS 4%
FrvIINFT  ERIT—XFRET—RAGELET T HRELAEDIIEREDHTIVICHFES
N GROEF21)T1%2ELIEZ (FLIEBBED) RV EERBRIE2) FENERINET,

HRI-OBBORBUETEAAY R NERITLTWSRALIE, BEDODRT7HAFHOSNTELIDNISNTVNEHED
AR TBEDI. TNTNORTEFIVITEITLL)  ERICTRTOBIZRICHF>TEY, EELLE
PN TWEIEEF VI LET  CORALCLIBEEES AT L XY NT—IBLUVEFT—HIERL

FI.BEDOHBA—H—IHRI-DT—YDRBESLICDRWIKIEETY  V—IL, S LOEHEIE

BLET. 2795 BOMESDITENRELRIGTEET,

1.3.2. FTEAXAVRNETRANDES
MESSIE T ERAAY MI2TESBIC D R TI X T tHHH LU HHHHH,

ADSHERBET/ET ERAAV N RTTEEEMUNSL IR T LERBIRICIST I EARAAET . 1T
DHUTHZBZENE. BRIV ZYD—DEREEEZFT Vv H—DRZEDERET — QIIL—hk
AIHETR IP PRL A DMZ ICH BV AT I, 77AT IA—ILDAEAVH 71— BLPZEDM, DMZ (%
"demilitarized zone" #=KLE Y, T . BETF1R—FM LAN OLOREFBINLARLRYNT—0.6
SONRTVIRAVI—2yhDEDIREFBINBVWAERY NI —IDBIIH D, AV E1—F—FFIE/NER
YITRYNT—=DIC—LET, — KR DMZ [ D7 (HTTP) H—/3— FTP % —/X—_SMTP (e-mail)
Y—N—B LV DNS —R—D L5 A VY=Y ND RS TV DT IV ARBERT NNA R EEHET,

PNOHERBHETUET ALY MeRTTREE HATUIATICVWTOREANMERINDEFEIND
O AKSDDBAMLHYET, CNF—EVRTAICOTF Y LeH BRI RBEORKTT ., TV M- —
NR= 7= N—= FT=IR—2ABLVMHDYV Y -2 &R LT,

INO2FBEDEIFET EAAVMDELWRRAHYET . RLOREICWD LT EDOAEBELIVE LR
INFHERESZONTT, Z<OEBICB VTS TE, EF2)TAEBAZEEBOER T EWDI HETERI
NTWET, EBFRART7ATI4r—Ib, 2—F—-L_JL- 7o 2HIE, RER) Y — R T BERAFIERED
IO HBOREEEFITICLTWBI LI EREICENTT, — RIS LDV AT LADNSHDORERICH
BOTCT HIOHAERBZEZLYZLDYY—ADHYET, —EHR-BE 2L DAEREERET D7
BIEBAINAWREESZO5NET, HARHSAIBIICFIBETEERY AT LE) Y —RIE—RIIICIEEIC
HIRINFT,

MESMET7 E RAY NE#HDIBWEREILE T RATAMDE—SHELTHEBUET ERAAV NEEZET,
FEAAVIDOIREINBERIZTANDIEDITFERINET, 7ERAY M ER—IL OB EN RIS
WITBFIvIaTBHDIITHNBDICHLT. BATAMIFRR LZEDAEERBICTIRTO/MNLIEL
E3 8

KYNT—D AV TSANSVFvETERAAVNTBZEF  YM4FIv 02 TOERTT . 252 54 (IEREW
BE)IFSM1FTIVITT BEICRINB T EAAVNERTTEIEE 74— IR RIFATETA—IL R
FHTFATHIENBAEEIHYET,

X TAEEZIL FALTWSY—ILERELTVWSRAEAR CKOWHRBESLWTT L IRE. 2<DF
RBROTEAAVNY—ILHFAFTRETT . ZNOE YV AT AICK LTETLT. ZLT. KEW DA D T4—
WA RATATDHBIEHRIALET, 7OV SLDEEVWH I—HF—DBRYNMNIELS T BRIEALTT,
Y=L RBICEELRVWEEM AR DIIENMELNELTA (T4—ILRA - RITAT) B LI ISICEBNZ &
ICVY—ILHRBICEETHRBUEER DIFRVWHELNEEA (TA—ILA -2 HT17),

INTHBETEAXAVMNBATAMNDEVWVDNERZINLD T, HREDHLWRAN-TS971 -7
O—FD—EELTRATANETIRIC. PEAXAV  DO#EHRAHR LT OEEEKLE2—LET,




B/1E X1 T1OHE

e
/.

AFNY—RIBIDHMEHEMEETIVRTOMNT DAL, VAT LERYRNT—IDEEEPHRICER
BEE 22T REELHYET,

3

UTO—BIIRBUET EAXY MRS DDICW O DB RMEERETLET,
s BREFLVTATOTITATRIA—HRAEH TS

« VIYA—ICRDILNBENSEENARIIRTO/MNER DT

« DRTLERTNNYFHNETONREBELST

s BRERGYIDBFRIIZILDELORET S

« RBEWBREXATATREREBST

1.3.2.1. AEmOMEL

M7 EAXAVNADY—ILERIRTEZIEDOLOIC BT EAX N B ERERIITHIEEBIT
ICRYET , AFICE IRIEDEIAERIICEREINA B LI T EMICEERAIN L AERIEIHYEEA LD
Lah's, — R HI B LUORAN - TSI9F1 AN+ D RHIRELTRBZEWET,

HHHHHEHHH T S CND D
BREICHTEIEAL EDY—IVEBIRTBEN T TR EDY N ZEDLIRFETERITINERDS
BhFIC7 DT . EETY,

FIEMmOMEILICEAT5FMIE. LT T A SR TSIV
* http://www.isecom.org/osstmm/ The Open Source Security Testing Methodology Manual (OSSTMM)

 http://www.owasp.org/ The Open Web Application Security Project

1.3.3.YV—JL DL
TEIAAVMIW DD DR DIERINEY —IICKUYIRDONET, RYNT—IREKETEAAV N BE
X BHELTCWBRAMNER DIFZ7=DIC FTLATIRN Ty T LET, — BB ROONDE, TNENE

WEMBIER EHEEEZRDIIZEIDREEZRFIENELNLEE A,

HEEROHLWZIGEDLIC. ALHEEEZRTITIHNLDELDY—IHHYET, COMISMETE
TERAVMNERITTRIEICERARICH TUEFEYET  ARL—TFT AV IV RT LT U r—ay ZFLTRY
RO—2ICSZA (ERINZ7ONIVICEDEEY) BNV —ILHEBHYET, LWOHLDY—ILIETY—T
T MDEDIZEITIEIHYFEA WK ODDY—IILERKNTENPLTWTY, — A MDY — ISR AT #E
THY., +DICXEILINFEAD DY —ILITIE RV ZFBET,

ELWY—ILERDIFBZEIF. SN EWVEETHEINELNF A RRBICITRRIEEICARYET, ATRE
BoIE. ERIREEYRNTY T LT ZNThOBAETHTEB LT TEBRYZLDY—ILEREBRLET,
YV—JLICKE D README 77/ E 3w =aT7 Il - R—VUALE2—LF T, ISILY—ILICRT55E5E. R
F9T - IN - RATFYTDHAR, FFIZ A=) T ) ARD LS, FMICBELTI V9 —RyMIBA2RITET,

LUFCEHRBINGY—ILIE BICR B RERY—ILONIRY VY TILTT,
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YV — )L D

1.3.3.1. Nmap ZFHW/RAND AT+~

Nmap &Ry T—=IDLATINERETZ7HDICHAINS Fedora ICEENE—RERY—ILT

. Nmap IFRFICHIYFIATIRETHY . BZOKBEREREDIESICRELLKEDONEY—ILTT, ZDF
ToavEFEREOFMASRBAARETE RTESLWY AT I R—IUDPEFNFT BEEIT. KA R
FTLEFTNLD VAT LICEWTHAWTWAR— &R DIF2HICR%YRI7—2ICHEWT Nmap 2FHTEE
ER

Nmap IEEBHETEAXVMIBIFE+2RE—HTT . XYNT—IDHRICHEZREANTRTERRLET,
ZLT.Nmap MEFEDRANTCRITLTWBARL—F AT -V RTLERETIHAITH TEL LTSS
ToavEETIEETEET Nmap X, EFa7 R —ERDFERERBERY—ERDE LD A %ML
THODFRBESLWEETT,

1.3.3.1.17. Nmap D{EH
Nmap (& nmap AY Y R%E, AF vV TBIIVDRANEF/2IE IP PRLRERADICDIFIT ANTRIEICEL
Yoo)b-TAVv TS RITTEIENTEET,

nmap foo.example.com

BEARBRRAF+Y (RANDABPHDRY N T =V FHITEKFELTHL2 DI MET) DFRIFLUTOLIICR
A5TLLD,

Starting Nmap 4.68 ( http://nmap.org )
Interesting ports on foo.example. com:
Not shown: 1710 filtered ports

PORT STATE SERVICE

22/tcp open  ssh

53/tcp open domain

70/tcp closed gopher

80/tcp open http

113/tcp closed auth

Nmap (&, H—EZDN Yy RV LTWBF LI EFE> TV, RE—RIARYNT—5- 33225 —> 3>V - R—h
ETFANLET . COREIE AHEFAERFERAOY—EREFLCWEER>TWABEEDMIFICTSZE
NTEET,

Nmap OFEFEEICEET2MIE. LLTD URL ICHBRARF—LR—UESRBLTLEIN,

http://www.insecure.org/

1.3.3.2. Nessus

Nessus lEZBEHBY—ER - EF21YF 1 AF¥F—TFNessus DTS5 (V- T—FF I Fv—lda1—H—
DYRTLRRYNT—IDI=DICHRINAXTEDLSIIILET, HHHBRF+F—ERULIIT, Nessus
WBRETDV TR Fv— - T—INR—ADHERMULLLWEIFTERES LWTT, FEICE, Nessus IFZ3EEICTY
TF—REN BE2RLR—MRAN AF vV BLOCYTIVIMLDMEBHERBRDMEEEFSF T, Nessus
DENTNRTIIVTHEBICEFINDY—ILTIZ, TA—IN A RIFTATRITF—IL R - X HTATHH B HE
MR HBIEEZEZATEWNWTLREIL,
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F1E X1 T1OBE

. -

Nessus YIRNIT T DIS5AT b —/NE Fedora YIRS MICEFNETHN FHETEZ=HDY TR
)T aVvhBICRYFT  CODARDHZ TS )r—a Ve FRTEIEICEHKSAHZI—H —D
7=ODSERFRELT.ZORFaAXVNMIEEFNET,

Nessus ICBT 25 MIZ. LLTD URL ICHBARITTHAMESRLTEIW,

http://www.nessus.org/

1.3.3.3. Nikto

Nikto IZfEh 7= CGl (common gateway interface) %) 7k AF¥++—TF, Nikto I& CGl DIEFFMHEIC
W BFTvIRIF TR BARMY AT L% OLET 27 OICBBRR A A TRITLEYS, 7OV S LERT
TRIEIN > TERRLEI—INBIREZTLRRFAAV I DVWTWET, VT H—/—5 CGl R

ThEERYF->TWBRSIE Nikto I EZNEDY—N—DEFa)F15FvIT5-HDENK)Y—RIC
RBTL&LD,

Nikto DEEMICDOWTIE, LT D URL SRR LT /EXLN:

http.//www.cirt.net/code/nikto.shtml

1.3.3.4. VLAD the Scanner
VLAD [ Bindview #£t M RAZOR F—AICKYRARIN/-MBER T+ F—TF, Thid. — &AL+l
T8 (SNMP ORI, 771 B DRIEAE) D SANS Top Ten YAMIW I BFTv %2 LET,

e

VLAD (Z Fedora IC&FN T HR—MINFHA CO—ROBRT TV r—2avaFRAT 2T EICERK
BHBZA—H—DEDHICSEEELTIDORFIAVMIEHTWET,

VLAD DatffIE. LLFD URL 1242 RAZOR F—ADYUTTHANTRDIIONFT:

http://www.bindview.com/Support/Razor/Ultilities/

1.3.3.5. 4k =—XDF Al

=Ty RV —ZAKEL T R EAERZLDY—ILEHYF T EIERY N T—2, Novell RyhDJ—

7. Windows ¥ AT A, Linux Y AT ALAREIITTEY—ILHHYET , TEAXAVMNERITTEIEDMODE
BRBMNIPWEEFL)TAABEEE FLFEF/PBX RYNT—IDTEAAV ML E21—F 2%
EDEINMELNEEA BRIV T —VDIESBHED/-HICEEDOYEBEDERBFERT TV TEHIES
& war walking D& LWEERIE B BISLTTZ EAAY MIBEAHAAAEETEEWOHhDEFL L
Do TETCVWAETY AR EBHIIREBEDT EAAV METEBLVEBOMFIRINET,

12


http://www.nessus.org/
http://www.cirt.net/code/nikto.shtml
http://www.bindview.com/Support/Razor/Utilities/

— AT IR T O N ERE

1.4. — QIR ITHORTO( MEINE
#H1. 1A S BB O R Y N D=0 B RICT VAT R/HOILBABICLYERINS, LWDDD
ROE—BMARTIRTOM TN — RAV M LGERBALES . CNSD— MR TIZTOMNDE R
. ZNODEDLIIIERITINDIDN, BLC. EEENZOSLIBRHEBICH L TEDEDITRY NT—0 %E])

ICIRETEDLDHBICHYET,

R1.1 —EMALTo27O04K

IHR7O4k

ARER

ZEHELIET 74 | BEE/RRAT—RHIEHDEFICAR>TL | routers, firewalls, VPN LT network
NOAW AN DI FLIFEBARUYICLYEREINT | attached storage (NAS) 7 SSA4T7 VR
FTIFINDIRZAT—REFRALTWEBZ | DLOIRRYNT—T-N—RoT7E—f%
ETE NI —I—PT71T701+—IL | IICEEDITSNET,
DEIBRN—=RIT7IZBWVWT. HMaY— | (UNIX* Windows D&LH7R) %<DH
BB TY L Linux ICBWTERITINTWS | WARL—F AV TV RT L, ELIT/INVR
WO DY—ERIF EHEDEE/NR | IR —ERICBEVWT—RITT,
D—R&EEHZBIENTEET, EBREIEXEIRAVTHEELI—Y—T7
AV NEER LT XA —R%EZHICL
F=EFICLET . ZNIE. T HI U N ERER
LTWBREEDHDI—H—IE>T5E
BTN - RAVMNEEVYET,

TIFIWNDHER | EFaT7RY—ERIEIES FHREY | BRTIEARIVMCERIREINL
BT RNEMOEOICT IAILNDE | EFaT7AY—NR—-FF)5— 37|
Fa)F48E\vr—IJLTVWET. N | BV TEL—KRNTT,
SOEATRINT ICHE-O>TWT AV
Y—XYMDABRIEICEHNNTLDE,

BLCT 74V MDA Dt —H —
M HEEROERSLIVZENIIEEFND
MBRIERTRTUT IV ERATEET,

IPRF=74>7 | VE—MIIVIE XYNTI—VERLED | RRIRATLANDEREIEFIITTI
HEASZ/-HIC. O—HI -y NT—9 | RZBDIC.KHEEN TCP/IP >—4 Y
ICBIB/—RELTEMEL. H—NNILHD | ABBEFRTRIEASUDT AT —
MESgtEAE B DI /Ny IRT-TATSLE | 74T RVELWTT, LA L, LK
EhOMDKREESV AM—=ILLET, DHODY—IVITHEBEDNZDLDRHETS

MAERITIDIEEZETHIENTRET
ER
HIHHHHD R TV =V R FRTD
X A=Y AT LDEITLTWS
H#—E X (rsh, telnet, FTP L UMD
HEDDEOR) ITEKEFELE T, Z1UE. PKIL
HLUssh SSL/TLS IcsW\WTEHLNS
ES{EINREDMOFHR ELLET S
EXHEINFEA,

S 220/—ROBDIARIYavIlBVWT | COEROKREII KK, Telnet, FTP, &

BEETHIEICLY, RYNT—UIIHITS
2DODT I T4718/— N & B BTET—4
EINELET,

SO HTTPHBEDLIBRTL—V-FTFR
RDZEETOMIINEEDICHBELE T,
DE—FDHEEIZ. TOLORKEAE
T927=BIC LAN IZBWTHERICISX
NIV AT LANET IV EATERITRIEN
FTFEEAITYH—IXEE.LAN ([ZBW
T AT LEBRICISTHOICREM
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B/1E X1 T1OHE

THR7O46

BRWE(IP AT =747 ERE
DEIR) EHFERLET,

BRI 2R 1, /SR — R R EE &[5 < 72
DI FE SRR R, TV 9 LR R
J—R, FLEESEINAEREEAW
Y—EREEHET EnEH. BAVESH
BRIINET,

H—E2DMETEM

WEE I Y-y N ETEITEIND
H—ERCBWVWTRIEPIRITNER DT
F9.COMHMEEBLT. HEEITIR
FLARFERFEINDET—YEBIRICY
S5L.BZLRYNT—=DICHBMDI R
FLEBRICISTTLLD,

CGl D&HR HTTP R—ADHY—E R
IEVE—=N ATV RETELIVY
SOTATRITIVL-TIERRIEEET
THTTP H—E A "nobody" D LH7%4:
FERFEL - —ELTRITINTNDE
ECIZ BET7AILPRYNT—IHERK
DEOIRBERIFTAHESDATEEMED HY
FI. T HNBEI VAT LERER
HIEAY D1 - —HFIBEAARE
ICLEYS 2 —E R EREARAL
x9,

P—ERFEEESHAFEET ANDEAME
RICKD DRV ESS M A Dl RetE
PHYUET, (HBEN. 7T)r—ay
DAEY—- Ny I751BDHEEEDES
FRLTY—ERAISyo 138, E
FIEEDIAYVRERTTEIV8957
FATRARVR-TAV T NES 25, ##
HIHHHHHHD LD TR) NS DMEEEMEIC
SJYREZIRLALEFEIV M-I E
Bb5%9,

BHEEFH—E 2D root A—H—&L
TEAINTVWARWIEEBEICLET,
F7-. V4% CERT ¥ CVE O &H%4+
Fal) T HBDS, TSV —avicst
FTENRYFPISYY - Ty TTF—NEEID
BWEFEFTWET,

FI)r—avm
ffz 5514

WEBEHITRINYTPT—IRTF—3
VDT IV =23V (BFA—=INIZ4T
VDL ICRIEER DIFTAERD
O—RZRTLETGFEKDERADEDIC
FEADAREEEALET . ELLIEVRT
LEISYAIEET BAINALT—S
ATF—=2avh Ry NI—=IDRKRYIZEW
TEEFEEE OALIE. I5RBTIR
TOAMDRIDAREMEDLHYET,

D—HORTF—2avET RN T EE
EDBAEHWEYRMLIZYTZEFH
COREBRAREAAWD, TR T O/ M
SUZRFBERICHAYET BRI INRWN
YINITT AV AN—ILT B, F7-I3FE
ATWERWEFA=ILDRA 7711 %
BIKEZIC EBNBY RV DERIZDOWT
SHBAYT B EIEARERTY,
T—TH—RIZ. EF A=Y I NILT
PR EBEBNICREWYERITLEY
LWL EVWDEDICEBAIhE T, INX
T.Red Hat Network oD AT LE
BH—E25BLTI—IRAT—23 VD
VINIITEBEEHTHIEICLY. T
WFo—bDEF21)FT1-T7O1DE
BARRTEET,
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£F1YF1-PyITF—b

THRFTOAk

H—ERIFE
(DoS: Denial of
Service) IEE

Bk

REELPHEZEDTIN—TF. 57
h-RZMBLIE == =5 —,
T—YRAT—2aV) NEBE IR/
Ty eEBIEICKYIBBDRY T =0
Y —N—D)Y—RIHLTHESh
Y NIV —REEHLI—H—(C
FIFARATREIC DL D58 EI LE T,

EREIR

TA)ATHREREIN K DoS WEIE
2000F(ICHBIVELZ. WD HDDE
NST1v O DERABLICHFOY A
hzombies £I=lFVF (LI INiT
A—R¥v AN /—RELTEMES BE
BEHKEZF OV OIDEIRICIhIh
Y 2T LERWT ABINE ping 7

ZYyRREBICKYFIAARATREICARYZEL
7=o
Y=y NMIBRE . BHEDALD
V—2EFABETEONHLLALDLD. 4
B (FFBE7O0—FRF+ AN IR TVE
ER

iptables WAV LR -T14)L

% (IETF rfc2267) B3B8 HB L
U snort D&% Network Intrusion
Detection Systems | EEE A DELX
N7z DoS WEABLWNMNITHSDEX
ELEY,

1.5. 2FaYF1-7y7F—h

XA TAEBENRRINIEZ . HEEZIFDYINIITIIHOEWBEERNR) AV %HIRT B/HIC
B INRITNIEWNTERA VI T7HREYR—IAINTWS Fedora T4 AN )Ea— 3> D HIC
HBNVT—ID—ERRSIE, TEERYBLEHEMEABIETZ/N\vr—2% ) —R9$52E5IVMLET,
LIKUIE IREINZ X)) T - TR TAMYMIBT 70V RUENy F (XL IEBEEBIETEY—R
O—R)&#>TWET, ZLT. ZD/8yFIE Fedora /v r—JICBEAIN, T AN, Py TF—hELTY
)—RINFET LOLADS. TFIV AN\ FEEHEFFADT AREITETTEBEAEETEYIMNIT
DAVTF—EEELET BEMNMEEINGE, vy —J I FRAMNIN, TS5vd - Py TF—heELTY)—R
INZE,

SRATLICBWTHERINTWAY IR ITICNTBISVE -7y T T— M) ) —RSN bl Y AT A
HEERNICHIS THEFEZR/NRICTS7H, TEBRYBHEEZRIIH/N\vT—V%ZBH 5 &0 E<
HEINEY,

1.5.1. Xy —IJ DERH

VATALICBIIBYINI I T EEHTAEE EREINY—ADNSTY ST NSO O—RTBIEHNE
BTy . HEBEHII BEEBETEZEROLNIZEODIIICALNSN—YavESEB/HEEFITN . BREEX1Y
T ITYVRATOAMNER O\ —V 5B BEICBRBETE AVY—XYMIV)—RATEET , D RIDBE,
FUTFILD RPM IIT T B 77V DRIED LI tEF 1T {3 EEAWTE, TVRATOMY MR R TE
FHAZDEIIC, (Fedora DELHIR) EFEINZY—ANSDH RPM 24 O—KR L, ZD M AMREE
TROINNYT—V DER AR THIEIIIERICEETY,

‘ =

Fedora VAT AL T BTV TTF— D HBEE OHYPTWTS—IMRERIINZEFAR/SRIL-TA
aVH Fedora ICEFENET,
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1.5.2. BRINT/\wI—I OIREE

Fedora M/\y4s—2 |39 RT Fedora GPG ¥—%ZFHWTEHZHINTWET,GPG (& GNU Privacy Guard
F7clE GnuPG 2B 5. BER 771V O EEMZREICT B7OICERINSETY— VI Iz T D8y
T—ITY ez IE AR/ r—2%Ov I BRUTREES 2 T, 754 R— N (R 8) 13/3vr—
TxHOvYLE Y, Fedora ICLYUERHINZAFEED RPM REIEFICHFRERE—BLATNIE Rvr—Tid
BWIAINTUWEHLELNT  ZTD/HERTEIEE A,

Fedora ®HIC#HB RPM 2—F 1) F41&. RPM R —I DAV AM—)LETICEEBIC GPG ELAMRET
L&HELFT ,Fedora GPG F—H A1V Ah—IL I TWiaWisiE, Fedora 1 A h—JL CD-ROM ZF 7=l
DVD D& 5%, BED DB RGNS ETNES 2 AM—ILLET,

TARYH /mnt/cdrom [ICX VYV RMINTWBERETSE LLTDIAYY RERWT keyring (2 AT ALICE W
TEEINF—DT—IR—R) ODFIIMVR—ITBIENTEET:

rpm —-import /mnt/cdrom/RPM-GPG-KEY

RPM MREED/=DICA VY A= EINFIT R TDF—%—BERRTDLDICRDIT Y REERTLET:
rpm —qa gpg-pubkey*

HAORUTOEICRASTLELD:
gpg-pubkey-db42a60e-37ea5438

BEOXF—ICEAT3HMARTIEZLOIC. ZOFDIIIC GIDIATY ROBAICLEA ST rpm —qi ATV
ReEERLEY:

rpm —-qi gpg-pubkey-db42a60e-37ea5438

RPM 774 EAV AN=ILE BRI T —I DAY F IV -V —ADSHIAINTWERWT EEHEERICT
DI FNDEZERIITEIEIIMBOHTEETYT VU VA—R LI\ wr—I%—EITREET 57912,
DLTFOav Y RERTLET:

rpm -K /tmp/updates/*. rpm

By —IIC LT GPG F—AELMREESN D&, O RIE gpg 0K AR LET ., ZHThRiFhiX, avF
DY —RENREET BT TR IEELW Fedora 2R EFRALTWAIEEHEICLET,GPG REI%=&
BLED TN =V EEFBICLYBRITAINTOEHNELNBVDT AV AN —ILTRETIIHYFEE
Ao

GPG ¥—%WREILT. TS5v4 - LIR—NMIBEETZIRTO/N\vr—Y&dovO0—KLizt. vziL-7arv’
MIBWTroot LT —V B AV AMN—=ILLET,

1.5.3. BRAXIN=N\vF—I DAV A=)
ZL DT —=JITH T BA VY AN=ILIE, (B—FI -9 —S%&BRWT, ) LFOATURICEY, BEICE
T95IENTEEY:

rpm -Uvh /tmp/updates/*. rpm

A= - —=DICR L TR AT O REFERLET:

rpm —ivh /tmp/updates/<kernel-package>
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EEDEA

AIDHIICHS <kernel-package> #H—xIJL RPM DEZRITEIHAET,

IVVHFHLWA—RILEAWTLZRICEBRZBEINDE, FVWA—RILIZUTOaAY Y REBEWTHIRR T3
ENTEFET:

rpm -e <old-kernel-package>

BIDBICH S <old-kernel-package> W H—FJ)L RPM CEX#AZET,

AWHA—RIVEHIRTEIEIEMHETEHYETA. T 7HI DT —hO—4 GRUB &, EHDH—F
WAV AR=IVINBZEEFALET EL T T FICAZ 21— D HBIRINZE T,

N 82

HoWBEXa)T1-ToVIEAVAN—ILT BRI ToYY - LIR—MIEFEFNDZTRTOERAIETR
EHERICHEH TS TENSARITLET . ISVY -7y T T—MI&YIThbh /- EBA4EH T3
CICEAT 32— IERIE sty ASBLTEI,

1.5.4. ZEDEMH
XA T ISV ET YT TF— S0 O0—RLTAV AN =L L. HWYIRNIZ T OFERAEEIEL,
HLWYINIZPOFEREZRBLES. CNDAEDIIIICERITININMNE. BFIN VI 7 DREEICE
YFETUTO—EIZ.VINIZT7DO—BARATTVE—BIL. v —I DTy T L—REBICEHIN
Ten\—=UavaFERT57-00mBA%IREELET,
")
EEC

—MRIC VAT LAEBREEITAIEIF.VINIZT - Ry —VDRHN—JaVvaBEIFERTEHD
ROEEAAETT, LHALADS COBIRKIEHTLEMDBEEINEFRA . FLIIVRATLEEED
FIRABETIEHYEE A,

TT)r—ay
A—YEET V=23V VAT LADA——|LLYBIRTEZH5ZTOT S LTT, — K,
FDELOIBRT I r—avid, a—— RVYTNELRBREINY R - 2—FT 1) FTahEhbE
EHLT. RV BB, RVEEZICOAFEDNET,

ZFDLSIBRA—Y—BE TSIV —avhBERINDE VAT ALILHZ T TV —2av DAV ARIV R
EIRTEELTEHRLAN—avA2FRET0ICB0 7O S L% BELET,

h—=xIL
H—FIVIE Fedora AR L—F 427 - AT LDV IR 7 - AVR—XVNTT AEY. 70O
Ty BL VORI EANDT I EREEB BT TR ITRTDYRIERTY1a—IILLET,
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ZORDOMRZREID/ZD, A—RIVEAVE 21— % ILD BB BREETHIEIITEF A ZD
D A—RIDEFRINLNR—IaV iV RATFLADNBREIAINZETHEIZENTEE A,

H£ES1T3Y

HESATS5)IFE. glibc DI, ZLDT TV —2avpH—ERICIVEAINSG, I—ROEAT
T HESATSVEFEALTWET S r—2avid, — RIS ) r—2ar B e Ih s & EICH
BI1—REO0—-KRLET,ZDD. B INISATSVAEFRALTVWETRTOFT ) r—avidizit
LTBEEFHLATNIEWNTEE A,

EIFLTWB7T I —2av B BEDSATIVICI VI LTWEHNEIDERDBOIC. LLTFOHFIICH
3L lsof AV RAERALET:

lsof /Llib/libwrap. so*

ZDATVRIE KANDT I REIER D TCP Wrappers 2FB LTV, 27RO 7OV S LETAR
TRLEY,

SysV —EX

SysV Y —E R IFT—MRICEEIINZKEMNLRTOT S LTT, SysV H—EZDHIIL, sshd, vsftpd, $
U xinetd aE5HF T,

BEINLDTOTIALIEEII DT =ML TWBRVIIXAEVICKRETEDT. TNTHOEHRIN
SysV H—E R/ r—U A EHINLRIELELTERELRFNIEWNTIFEA NI Y —E R
EY—ILERWSD, root>T)L- AV IMIOTAV LT UL TFORICH B LDIC /sbin/service A<V
REFTIBIEICLYERITINET,

/shin/service <service-name> restart

BIDBICH T, <service-name> % sshd LI Y —EADZR TEXHZIFT,

xinetd —EX

xinetd 2—/X—-H—ERICLYBEBINTWSI Y —ERRF . TI/TATRERNHDEZDARTINE
Foxinetd [CLYEBEINZ T —EZXDHIL Telnet, IMAP, 8L POP3 228 #F 7,

INSDY—ERDHFLWAVRAIVRUE FHILWI I T A ZITES NS /TN xinetd ICEYEEIIH
ZOT, BIHBICRELERIIEHRINAYIMNIZPICLIYERYIRDNET, LA LSS, xinetd I

BEEINAY—EZRDNEHRINEZITITATRERDHZALIE, ZThLIEHWWAA—U3VDY T
DIV ICEYT—ERINXT,

xinetd NBIELTWAEEDY —ERDHWAVRY VA EIEH T H—E RN TB/vr—J 5B
TEEHDICRERTHROTACRAEITARTUZIELET, TOERDNRITHTHEINEII ERD DD

IS ps AV VRAEFRALET, ZLCIREDY —ERDAIVRIV A& IEDHBT=HOIC ki Ll F=id killall
AR VRAEFERLEY,

feEZ W, imap Sy =Y DEFa) T4 TSYIN ) RSN Nyr—JrFHRLAARSIE . VoL -T
OY7hOHETroot ELTUTOAYYREADLET:

ps -aux | grep imap

ZOARVRIETRTDOTITATIRIMAP £v2avaRLET &y avIidLTOIY Y NEHRKTT
BIEICELYZIETELY:

kill <PID>

Ity avaEEIETEDICKBLAES KDUICUUTOOVY Y RAFALET:
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kill -9 <PID>

BIDFICHWNT,<PID> % IMAP £y avIiin 270 A#AES (s AV RD2BEHDHTRED
FonET)ICEIHEZFT,

TARTDTITATIRIMAP Y2 avm bt HB/HOIC ATOIAT Y RERITLET:

killall imapd
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EXBIEAIN

Every computer system should be hardened against threats found both over the network as well
as those found physically at the computer. The system changes are necessary based on default
settings usually being set to allow software to work over the software being secure. As with any
change to a system these changes could cause unintended results. Changes should be evaluated
for appropriateness on your system before implementing.

2.1. EXR[EFEA

FYRNTI—VRBATEEINDIITRTDT Y5 SILLET RIEER (/XA —RARE) 2B ST &
ELICEETY,

eSSt A RIMETBDIC AV AMN—ILBLVRTINTVWBY IR 7DOEEFMELET,
FATREREEZIIEFI) T8I INY IR THE LY —IL (FIZIE, SELinux ¥ IPTables) #f# /AL
9,

BEXYNT—=IH—ERETEBRYBIADY—N—ICBWTEITLET, ChICLY. HBP—EZRDEFY)
TAREILLVBDEDADIZEICDRADY RV E=H/IMELET,

A—H—THIV MR LET, BUOWSRT—RRY Y —%ER LT ZDEREBREILETFHRALTLAW
A—HF—TFHIVNEYIBRLET,

EBEEELTURT LAY ET Y r—avn s LEd . O/ sEdhn /o —N"—(IEELET . Ch
&Y BABLIO—DILOTERIATEIEICLY . HBEICRANINABAVWEIICTEZIEEBIET,
BB BEREZLIANE, EfFE root ELTATIV LEHA BEEIX REAREZICroot ELTIVYRERE
79 %7=5HIC sudo ZFAITRETY sudo ZFEHTBEENDHZT7HV ME /etc/sudoers ITIEEINZE
. ZNIE visudo I—FT 1) T4=AVWTIREINE T BETHO7IIERET /var/log/secure [TEZRAFE
nxd,

2.2. ¥t xal) T4

Physical security of the system is of utmost importance. Many of the suggestions given here won't
protect your system if the attacker has physical access to the system. Physical access doesn't
necessarily mean that the battle is lost, however. Strengthening your BIOS and boot software can
help defend your system against certain types of attacks.

Configuring the BIOS to disable booting from CDs/DVDs, floppies, and external devices, can
prevent bypassing the boot partition and the boot loader where other protections are in place. It
is important to password-protect your BIOS settings so that an attacker cannot just change these,
and other, settings. Next, set a password for the GRUB bootloader. Use the grub2-mkpasswd-
pbkdf2 to create your password hash. This prevents users from entering single user mode or
changing settings at boot time.

2.3. CNIERBRETEELRDOTLEON?

KEEAHIY —ZANST—MNTBIEICLY S RAT AN RGN EEEZIENATEEFT A —R (&2
I£ live Linux CD) 5T —h 322 &1IC&Y . ZLDEF 1 TR EHNOREINT T, INEEIE GRUB D
EEEBRTIIENTELRSIE, VAT LAANDEEET VAN TREICARZ Y VT I A——FE—RTT—h
TBHIENTEET,

Additional explaination and hardening can be found in #BIOS #it###HHH##HH## of this guide.

2.4. 2y NT—5
AVE1—9—DRYNT—VEHIZ Y AT LAAND AYOTY, 77008 L0770y Y —BER T, b DIR &1
BEAEREIhTORITNIE, XY T—EHRBETYRTAICERICER L. TRTO ACFIAETEETY,
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AT LEIDVMA—ILLEREICLTEBEERAEZD—DIF. HEBENRUWDIFATUATLICT IR
TERWEDICLTHLZETT,

2.4.1. iptables

iptables (&5 B Linux Y AT AILBWTESEEELFERAINTWE I7MT7I4—IVYITNIZT T . DT
A7 Z A Ry NT—VFGEREATAVE1—9—ICZR B LNy M ERY LET . ELCGIBESN L —
IZEDWTENLETAILI—LET,

2.4.2. IPv6

IPV6 [ ERFT DAV —Fy ORI TET  FRLAR B AR T B %=BIEL IPv4 DERMTY Fi.
FLWTOMIVICEELABEENAEX) T R2IEHYFEE A COF LW AT BT 2R1IIIRFT
BZEANDOAIBHYET,

ZLDYVATLEEBEIL IPVA ITENTWET, ZL T IEELL IPV4 2EIEIH D 7-DICINZ SN/ E E XL
IKDWTIBN TWET , CNSDEERM UMD —DIERy NT—0F7 KL RAZH# NAT TY . NAT IZIEEHIC,
A—AINTYTRINT—D%EBETEZEXMEERZ/NNTYYI IP PTRLADE = R/NRICTZHICE
BINTWET , INSDRYNT—IICHBVRATLIZNNT)Y Y IP PRLRAEDREELFRAF.EELT
RLRAZEBAZCNSDFMAERETEIEILYETINTEE T NAT ICLZEIERELTUW D DEF2YFTo
HEEDNHYET 2B RIRLEDIE, R—IM I —9—%B A TEEINZWRY, AZLDBIEERYRT—
JDHEBICANTRNIETT L IPV6 IET7 KL ARBBERT DT, HI1EP NAT 2FEHTIHNE¥nEHYE
HFATRTDEDL/RT) Y IP PRLRAERFTET IOICHEIRT B EICEY. TR TDEDH YIS £
UHEBMNIERINTWSEE A VY= N EF DY NRT )y 2L —RNATBETIEHYFE R AL

DETEREEI—DDOIEIF. EF2Y TV INIZTHAIOFHLWTORINEEDLIITILIBSTEZNT
Foiptables I& IPv6 #5RHE LB LELA. ZTDED. NSOy NEBBRLET, DFY, Ry bhT—
5% IPv6 ZFIA L. ipbtables #B%1EL TOWRIFNIE, Y AT LEHBRAICEAIFTTRIZR>TWAIEICA
YEd,

SRATFLADYIRNITTHNZDFHLWRYNI—I ORI AFRTELEW) . TESAEIELCGEELTW
ZRRY.IPV6 AT B EIEBRTIIDYTEA,

2.5. VY INIT T DRI HEE

VINIITIEBEN\YFEHTONET . INOSDEHRDO W DONME FHAREICLYE SN AZEF2) 74/
BEBELEFT. NSOy FHAFATREICAR /X TEBRYBRV AT AICERTRIENEETY,
VAT LADEHFABETIEELBEARTED— DI yum AFRETEIETY . /N IEEEMEEILIRA &
BLTC EX2)TAEHFHOIEAVAN—ILTEDBIIITB BN TSTAVNFATRETT . ZDTS5T4
UNSHYUM ####HIC B WTEYEFELRBALTWET,

2.6. H—EX

Linux ICBF2H—ERIE Ny I TSOVRICBWTT—EVELTETINSG SOV SATT T30 E
DHZDEINERDZLHDI. NSO T OV S LEEHNICEETEIENEETT . Z<DTF—EVIEM
CHLEYY RV T BEDICRYNT—IDR— b eBHEET  ABELRR—PEEVTEZEILLY VAT A
2EROEF LT EBRICSSTHEEL’HYET . HBYVIMNIZTOERANDEF1T(REICLY, HE

BN AT LDOHICAIERIBHTRATESLDICRZABEELSHYET,

2.7. NTP
Network Time Protocol (NTP) I&> 27 LD & EFEIREE T, EIE X1 T 1D/ ZXILDIEEIC
BEERE—RATHY, TEBRYERICHRTIRETT BRI QT 771 91 LRIV THELVBESICH
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NTP

WTHASNE T, HDY 2T LBV TRIBREEHETE 245, BADBRALYHLITZIEN
TEET,
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XYND—0DEFXa71t

3. 7—VRTFT—3avdteFal)74

Linux BEEA X2 7ICT BT EIT—IRT—2avh oo FET EADYY VY EOYITEINTES AT A
EEXaATICTENEEOMIELST Be2htXxa)T1-RYS—DNMEXDIAVEL—9DSIARFYET . O
VELA—4 -y D=0 EREBF N/ —RERBULHWEITORZEELLIHYEE A,

3.1.1. 79— O R5F—3>DtEFa ) 14D
Fedora 7—J AT —avDtxa 545 HHd5EE U TEEERBLET:

o BIOS #HHHHHHH#HH — SR INAWI—H =BT VI 72 AL T /RRAT—RE LTV
TN A—H—F—RFLIFLRAF1—F—RICTT— TEZTH?

o HHHHHHI — <O D= — - T ADVRDINRAT—REEDLLWEF 2T TTH?

o I — DNV AT AICTAO VN EREETN ZLTEDSVWOEEBEN OV MO—ILEFBET
e

o B — EDQY —EXDRRYRT—IDSDI VT RN E/HEZIFTVETH FLETNHIE
FRTRITINETTH?

o HHEEE — B LHNUE. EDYITDI7AT 74— IV DB BEINETH?

o HHHHEHEHEHRHETE — EDOY— LT — O AT —avEOBEICERAIN. ENRITONDERET
L&HDHV?

3.1.2.BIOS &7 —hA—4%DEFal)74

BIOS &7 —hO—4IC0 T B/ RT—RDIREIL, AT AICHENICT IV ERATEZEATIN AW —H—
D L—NT I ATFAT7HRFEALTT =LY, T IIA—H—F—RT root FHEEBLYT B EERR
FET, ZTDEIRKEBITH T DIREEBDDICEDIREEF 1 TF4WEKIT. T—IRAT—avilBI1dE
WOWBEMETS VY DIEFTICIKELET,

T2 AR BREINIARDAD T I EATERZRERIBMICBW IR Y UNMERIN, V2 -9 KRS
BESFRVALIK, ZOIIRKEEFHSEE BB TIEAL I ELNEEA LOLADYSL, KDY

D= T BT SAR—IRESIEINTWARWL SSH F—42F OREEDSY TN THABREICEFEIN
FICFEOTVWBRLIE, S EARIIHITE2DIREF OFTEALFA)T1EEIDRASBTLLD,

3.1.2.1. BIOS /A7 —R
AVEa1—4® BIOS /327 —RTIRETZHEAR2DDEHITRDESYTT

1. BIOS ####t — BAED BIOS ADT7 I EREEEDALSIE, T4X7% CD-ROM o T—hg 3
SR ETEFT . INICLY, VAT AICBWTEED IO RABRBLAYER T —49A2IE— LY T
ELLININCTB LAFA—F—RPI VT INA—H—FE—RICABIEDNTEBLDIARYZET,

2. #itaHHa — W DHD BIOS 13T —M- O AD/NRRAT—RREEHFTLET . AMWEINT=E
X IMBEIL BIOS KT —bO—9 & RETBRII/ART—REAANTEIENBHINET,

' Y27 4 BIOS IEBEEBTREALZDT, W OMNEEBLDIM1TDIRRT—RREEL Y R—LAVAELRE R A.— . DED
B1DODIAT Y R—PIBHNELNEREAD ISICBDEDIZTITRVIELAFEA.
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BI3E XYy NI DEF2T L

BIOS /XRAT—R%RET D HEE AV E1—4ELEERBTREAS O, FEMARSHRAIEIVE2—49DY=aT
IVESRBLTLEIL,

£L BIOS /SRAT—RAEGEN=ALIE, P —R—RICHBZ Vv /R—EAWNTYEYILE T, /21X CMOS
NyFY)—ENLFET, DO, AREASIEOVE1—9Dr—RAOvI 35T & TYR-TS5SUF4RTT,
LA L.CMOS Ny F)—%HZ5EFTHRNCAVE =9 F LI —R—ROYZa7ILASBLTKES
L,

3.1.2.1.1. 3 x86 7oy I7x—LDEFaT71t

HOT—FFTIFvwIIELRILDIYRYT (x86 Y AT ALICHITS BIOS DENSHEIFIZFRE) #ERTTBHLHIC
BR300 FEALET, 2&AIE, Intel® Itanium™ O Ea1—4(3 Extensible Firmware Interface
(EFl) )L &FERLEY,

DT —FFIFvICEI1F3D BIOS DLHRTOVSLENRAT—RIZEETHIEDRBAIL, ShEEDHBAEA
SHRLTLEIN,

3.1.2.2. 7—hO—F D/INZT—R
Linux 7—hA—4%/ 20— R CRETZEELRBEEIUTOELEYTY:

1. B R Y — B E DN VTN A ——F—RTCORTFLET — RN TEDRS
£, root XRAT—REBEHINBIELKBEMIC root ELTATAVINET,

2. GRUB #it##s — <N T —hO—4& LT GRUB #FHLTWSE, B HE (L cat O
SURERWC REEZZERELAYIEREEDYTDHIC. GRUB IREANVITI—RAEFATEIET,

3. B S — BT 2T — MDY RATFATHNIX . B HIX. 77X
HIEET7AI - IR—3waVvEBER LT T—MNEHIARL—FT AV TV AT L (& 21K, DOS) &23EIRT
REX N

Fedora ships with the GRUB boot loader on the x86 platform. For a detailed look at GRUB, refer
to the Fedora Installation Guide.

3.1.2.2.1. GRUB D/XRT—NR{R#
You can configure GRUB to address the first two issues listed in ####H#H#H#HH#HH## by adding a
password directive to its configuration file.

VAT LDREIFEETEEZ,GRUB A =2—2" p IIHEIFT GRUB XAV —REZFFANTEIET. TTF19F
FlEaAR YR AVITI—RICT I ERT DDA EET,

3.1.3. \AT7—KDtxal)74

INZAT—RIE Fedora BN A—H—DT7 ATV TAT1ERIATDHDIFERINDZE—DHETT i /N
A=K X)) T4 21— — T—IRFT—2a3 BLUORYNT— IV DREDI-DIFEEICEETHDE
HTY,

X2 T BHOLOHIL AV A=) TOT S LIS AT LD Message-Digest Algorithm (MD5) &
shadow /SR T7—REFATELIRELEFT . CNSDREALTHLARWIEABWHRINET,

MD5 /XA —RH AV ZAR—LARIGRIRERRIN TWSE, &1\ Data Encryption Standard (DES) F6=\H°
FAINET, COFRIFNNRT—RERZHFEXFICHIRL. PEDS6EY M LRV OE S ARHLE
ER

shadow /SZAT—RHDBA YV ZAR—JLARISGRIRBIRINTVWEE, TRTD/NNRAT—RALI—H—HFHHIAD
3 /etc/passwd Z7MILIC—ARNY 2L TREINE T TN VAT LEFTSAV - INAT—KR -9
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INRAT—ROEFa) T4

SYIHBICHLTHEBICLET  BAZEIPBEDI—H —ELTIVIADTIEREEFONDE, /ete/
passwd 77 ILEBSBEDYIVICAE—L T ZNICT LT IRT—R 9590 - TATSLEWNSTER
TCEFET, 771 EF 2T TIRBWVWARRT—RDH2BE NAT—R- IS5y H—DNENERK B TIDIXHER-
DEETY,

shadow /Y27 —NRI{Z, root T—HF'—DIA D FHIAD S, /etc/shadow T7AJLIZ/ISRAT—R -\ 1%RTF
THIEICLY, COBEOHEARYMREET,

INIE. IIVICHIFS SSH R FTP DEHIRRYRNI—7-H—ERICOTAVTHIEICLY, BIENLARESE
NIRRT —=R- IS99 %) E— N CHADIEEBFILET, COBDTIL—hI7+—AKE (T, LUELL HEBE
DOATAVERBDEID Y AT LIFAIICEESAFNEZD T BASH RN EE LI T . E55A. V5 v H—
DHEWRRT—RERF OVRATALAILEDHRCAHICH B Z OB E. V7V h—IFRBAIFRICT 7 2 AEERF T,
B ET /=OICO7 771 L ARELTVWAIELNEE A

FRAEFREFEICEAITZZERERICNAT. AVTVYOREIHYES , A—F =D/ RAT—R- U5y I MEIIR/L
TEPDTHIVNRETEI-OICTES . HREEERIEDTI DI BWIRT—REERKTEIETT,

3.1.3.1. WS R —RD1ERK
BRI AT—REFERTBEE, INODHARSAVIHDIZERFRBS LW TFATAT7TY:

» Do Not Use Only Letters or Numbers — Using only letters or numbers does not make for a
complex password.

WODDEETIFRWBIILL T ZEAHET:
+ 8675309

* juan

* hackme

o i — BEA R HEDBE TR TLESHEC/NROODEEXZ  TOLOIREE TR
BICEEAEDITELTERITBRETY,

WDOBDEETIFBRWIIILL T 22 A#ET:
* johnl

« DS-9

* mentat123

o B — N2 —R - 05y 0 TOVS A ULIELIESKDEEZEDHE AR T DEE XM
HEFIvILET . EF1TRNRNRAT—RDDICHEEIIKET R EX. EFaT7TEHYEEA,

WO DERETIRHBWEIIEL T Z2EA#ET:
+ cheguevara
+ bienvenido1
* TdumbKopf

o HitHH — Ny H—FEE (1337 (LEET) speak EHEEbNET) 2EARATHDT. HAALHT)—h
THBDEEZTWBELIE NRAT—RIZBWTEEZBLTLEIW, Z<DEFE) AME LEET speak 25
HET,

WODNDERETIHBWIIFLL T 28 HET:
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+ H4XOR
+ 1337

o i — N 2D —RICHLWIBANRREEHT OO ZRITET . WBEDHRIDT ATV T4
TAEH>TWBALIE, RRT—REHEAT DRI LUBRICAYET A TIZ/RRT—NEERT5E X
BB EROBEDO—BTY:

WODDRETIFAWEIIL T ZEAET:
o HIRT-DEFI

« RyhDEAD

« RIEDER]

* Any birth or anniversary dates

c BREESVEREES

o W — RO —R - F oy h— X BIC— R BEAWIBICLET, ZD7H, BULWIR
T—RAEWEICTBIEIFE >/ EFaTICLEE A,

WODDERETIABWIIIEU TAEHEY:
+ ROX4H
* nauj
+ 9-DS
o HHHHHHA — N2 —RERICRTFLRV BRI DI EIRLYT 2L LT,

o HUHHHHHHA R — B VIR L TRIA DN RT— R 2 FBZEIREETY . 2D LIS,
HBYRATLDBRRICISINTVWBRLIF TRTOTIUABELICYRVICIHINDIEEHYFHEA,

UTDHARZAVIEIEBNANRT—RZENT DT ICRYET:

» Make the Password at Least Twelve Characters Long — The longer the password, the better. If
using MD5 passwords, it should be 15 characters or longer.

* Mix Upper and Lower Case Letters — Fedora uses case sensitive passwords, so mix cases to
enhance the strength of the password.

o fp — X227 —RICHEEBMT 32, EIC(BICRAFELIZREB TIIR) EARIEMTS
EXNAT—RDRE%E EXIHBIENTEET,

o HEHEHE — &, S, BELV > DEIBEFRIRXFIZ/IRAT—RDBEAIEFIC_EIFET (DES /3R
J—REFHRALTWSE. CNIETIERA),

o HHHHHEHEHR — DI NR AT —REBZ 5N RIThIE R TRERWIRT—RIFIFEAERLH
UEHA/XRT—RERREITZEFICTE/-OICENFE It RBEEAFRALET,

» Use a Password Generator — Using a random password generator, along with secure password
storage software, can make it very difficult for an attacker to discover your password.
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INSDIN—IITRTERAVWT. EVWEODEHZRITZ—AT. REBESLWIRT—ROEEDTRTITE
BITBNRRAT—RAEERTBIEIFELWOHDELNFERA.FBEICEH. BADIENEEN DX 2T/ T—
RELEMTDIEDICEDIEDNTIBWODDFIENHYET,

3.1.3.1.10. EXa7R/NR\A7—RDER A E
AEZDEEF1TRNRNRAT—REERTZOIEIFEN N DEHYET . ZFE—RILFEDIDITEXFE
EEHDBIETY & AK:

c UTOLIRBERETEAPTVWIL—XEEZFT:

"over the river and through the woods, to grandmother's house we go."
« RICC(BFERZEOHTC)EXFICLET,

otrattw, tghwg.

c EXFIHINFEHFERBICBEIMADIEICIYERIZEMLET  E2E t 271 aZT Yk
Y—U585 ) ICEXHMAFT:

07r@77w, 7ghwg.

c HDOEDIT D AKEB TN FERLFICT DI ETIOICEMMEEBMLET,
07r@77w, 7gHwg.

o HHHHHHHH B AR

CTXa2TRNRRAT—REERTBIENTARTHD—AH. TNOEBIICBEEBTZIEEEETT, &<IC,
KELEBORDIRATLBEEICES>TEEITT  UTD IV aviE o diIcs\wWTa——- /IR
D—REERBLUVBIETEIIEDT YR - TSOTA RAFEMICERIALET,

3.1.3.2. iR TOI—— - /R RAT—RDVERK

O ZLLDA—H—5F>TWBLESIE, VAT LABEZIIEWART—ROERZ®BEIT5-HOICF BT
BB RN AT arh2oHhYUFET, I —HF—D7OIT/NRAT—REEHRTEZT . HLUL /SRT—RA
ZIFANONEZETHEIEARIELTWEE, I ——B BN /NRT—RAEERKTEELIICLET,

A—Y—DDITNRT—REEHRTHIEF RNRT—RARVWEDTHBIEEHEICLETH BN K
IKBBIONTRDEWMERICAYE Y, - —DEFD/NRRAT—REEZEDHBIVRIEERLET,

INSDERICLY, SOV RTLERBEIZ, A—F—BENNNAT—REERTEIEEFHETH /AR
J—RARWED THBIZEAERICHERLF T, W OIDBETIK /NRAT—R- IV 7A@ LTa—
Y- EHMIC/INRAT—REER T2 E4REILET,

3.1.3.2.1. &L/ N R — R D&l

BADLORYNT =% RETDLDIC. VAT LEEBENMEBOPTHEOND/NAT—RIEBVNEDTHS
ZEEREES B ERRESLWTIATATTY  A— =D NRRT—REERFLRBEELALVWEE QTR
SAV T TYr—ay passwd EFRATEEY, INid, Pluggable Authentication Manager (PAM) (25t ity
LTWTC ZDH/NRRT—RHETELY, IERTNE Iy LT W o 7Y T 20 &R T 57201
FrvILET, ZDF v pam_cracklib. so PAM EV 21— )L &FERT3ZEICLYRTINE T, PAM (E
NG <A XATBEAR DT, pam_passwdac (http://www.openwall.com/passwdqe/ HMSFIFETRTEE) DL H%A/IR
J—RReMFTvh—%BMTAIENTRETYT . FLEFHLVWED 12—V EAELIEN T TY FI A ATEE
2 PAM £V 2—I)LDV AMD =8I, http://www.kernel.org/pub/linux/libs/pam/modules.html =28 LT
72XV, PAM DEEMIL #Pluggable Authentication Modules (PAM)# %S BR LTI,
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NRT—RF I ERINZEEICEITINARRT—RICHLTRRT—R 9590 - TAV S LERTT
DEOIRIICBNART—REFRK B TEEHA,

ZLDNRRAT—R 0599 -TOATS LI ARL—FT4 VTV RF AICABINTWARWIEREH ST, Fedora
TERITTRBEOHIFATRETT, UL TIERE—RNL/NNRT—R-55v5 - TOTSLOW DO DEERLY
ANTT:

+ John The Ripper — L TEBRIZ/INAT—R 0590 - TOAT S L ERDEEY ANEFERATE, TIL—h
TA—R-INRAT—R- IS99 &TEET, http://www.openwall.com/john/ IZBEWTA >S4V THIAREET
ED

« Crack — BEZLTREHLHONT/NRT—R-UFv0 -V TRITT,Crack IFFEEITTEWTT A John
The Ripper [ZEFEI DA EETIEHY A, http://www.crypticide.com/alecm/security/crack/c50-
faq.html \ZBWTA Y SAV THATRETT,

+ Slurpie — Slurpie I& John The Ripper & Crack EITWET A, DRV IRT—R -5y I
ZERL T MITLTERDOIVE1—F—TRITTELIFRFINTWET, http://www.ussrback.com/
distributed. htm IZEWTHA Y ZAV T HE< DD DB EF 1) T45HEY —ILEEBICR DTN FE
ER

Wege
|

A T/IRRT—R 205y 0953 T2ROBRIICE ICEE Ca T 25 TSI,

I

3.1.3.2.2. X 27L—X

NRRIL—RENRRT—RIZSHDOV AT LDEZLIIEWTEFXF ) TADOEBE T, AEITE /N A XN IR
PRERPIAEDIIBFTMIEL ZLDVRTLILBWTERICE > TETCVWERANRT—RDI VAT LEE
FaTICTBOIFEDONDLIIICAR>TLBE N RTL—XDFEAIREFTINDIAREITY, /AR T7L—XIF,
HEPEBSDLIBEENTIIAVWLFEEEITEAINGEEZ NIRAT—RLYERL ART—RLYERL
REERBELET,

3.1.3.23. X _RJ—R- =I5

INAT—R-I=V VT X O TEWNWIRT—RERETEEHIC AT LAEREICLVFERINGED
12DFTIZYITTNRAT—R-I—=IUVJ I IBEINHE GBE90H) £38%. 21— —IF#LLV/IR
J—REERTEEOTOV TN HINEZZEEBKRLET, COEAICHZIERIE. I—H—HEHIT/SR
D—RAELEBETEIEEBREIINZLSIK, 75y 73N/ ATD—RA RSN EEHBOMAMEABEICE>TEHR
THD. EWVIEDTT LHILAENS NRRAT—R-T—I VO AEIF, 22— =D/ RT—RELYEX
EDBENELNABWNIETT,

Fedora C/RRAT—R-IT—Y VI %AIBETDOIFERINZEELR IOV LHN2DHYET  chage ATV
RERZTSTahI 21— —EE (system—config-users) 7/ Ur—3v,

chage AV RD -M AT avid RAT—RHIEPN THEIRRAMEIEELE T /& AE. 22— =D/
7—RAZ9OH CHARRYINICER ET 20O L TOaT Y REFEALET:

chage -M 90 <username>

tDav Y RT.<username> #1—H—DEZB CEEIBRAFET, N AT—ROHRYINE=EMIITE/-D
ICGIEBIIC -M AT av D512 99999 DIE (273FE &V LERILTY) 2FALET,
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INRAT—ROEFa) T4

BEDONAT—R TV T AV NDEMEE R STE/DIA9F59T 147 - E—RIZEWT chage O
TUREFRTEZEETEFET A VYSIT47 E—RICABE=HOICLTOOY Y RAFRALET:

chage <username>

PR CDAR Y RERW AV IS 0T 17 Rty avDHy o FILTT:

[root@myServer ~1# chage davido

Changing the aging information for davido

Enter the new value, or press ENTER for the default
Minimum Password Age [0]: 10

Maximum Password Age [99999]: 90

Last Password Change (YYYY-MM-DD) [2006-08-18]:
Password Expiration Warning [7]:

Password Inactive [-1]:

Account Expiration Date (YYYY-MM-DD) [1969-12-311]:
[root@myServer ~1#

FARgERA T ar DFMIE chage DY =TI -R—IUESRBLTIEIN,

IRAT—R-T=IV 7 RO —%ER T30 VS T14 AN RA—— 32—V v— T ) r—av &
FRATZCEETEET I COFIEAERITTIAHICEREBRIENDEICRVET,

1.

A—H— IR—Ir—ERRT SO RRILH BV AT LAZ1—5S )y LT EBERIV M
A=W —T%0)voLFET RADYIL S T)b-TOVTMIBWT system—config-users 3
vUREAALEY,

1__53_’97\'%9 U ‘ya lJT\ 1_-|j=‘_o) U Z I\L:BL\—CL\Z\E@J_-US_%%TR l/ig-o

A—H—-FAnFADYAT7AT Ry RERRT DDV —INA—ICEWTTANRT &I )T LE
F(FE I7AINAZ2a—DTONT 4% FIRLET),

NRAT—RIERIT 20y LT/ RT—ROBEMEREEMICT 27DICF Ty IRy I AR IRLE
ED

EENADEICRZFTOAB T —ILNIBLERMEZANLT OKEY) I LET,
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A User Properties - X
User Data Account Info| Password Info | Groups |
User last changed password on: Fri 09 Jan 2009 12:00:00 AM EST
[¥] Enable password expiration

Days before change allowed: !0

Days before change required: %99999

|
|
Days warning before change: |7 |
|

Days before account inactive: !—1

|°gancel || <fok |

3.1 1RRAT—R-T—IV 7 DA ToavnigE

3.1.4. v bo—JL

BEDOY I VEBEEBLTWAEE root I—H—& LT, 7 sudo ¥ su DELIA setuid 7OV S L%iE

L THRMA root FFHEEZES T 5 EICEY A—HF—EWKOD DY RV ERTLARITNIEWNTEE
Aosetuid 7OV Z ALK, 7OV S LEERITLTWSI—HY—TldR TAVSLOMEEDI—H— ID
(UID) TEITINDEDTT . ZDIHIRTATSAIZ. UTOHUCHZ LI AVI BRI RANDFREEZY
2avIl s ICKYRIRINET:

-rwsr-xr-x 1 root root 47324 May 1 08:09 /bin/su

. -_

S IAXFELRINIXENELNEFREA AKXFTRRINDELIE, EFEERDB/—Iviay-Evh
DEYRINTWRWIEERBKRLET,

LA S MDY AT ABEE IS LT EBORD I -2 UAEDLVWDOEBNT /A%
B30 DBIRA LAITNIEWNTER A.pam console. so EIEIENSZ PAM EVa—)La@BLT Y T—hk
PYLA=NTI - AFAT DRIV DL EE root I—H—ICHLTOAEEIN/ZWLDDDT VT4
EFqiE. MBIV =04V LIeRADI—F = LTEFRIINE T, (pam_console.so €EVa—I)L
DEEMI #Pluggable Authentication Modules (PAM)# B BR LTIV, ) L LAD S, Ry NT—U5RE
DEBR . FLWIIADERERRYRNT—T - FNAADI IV DL 2 MDY AT LEEBIY AV T E IR
ERLUTIIARAETT  BRELT.VRATLABEEIIRY NI —=2IIBITBEDLSWDI—H =TI RE
ERITWB I ERORITRIEWNTERE A,
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3.1.4.1. root 7V ADEFH

HBAROI—Y—DMEFEIN, AVE1—9—)TFSIhHBR5IE root PV EREFHFAI 5 IFRER
WhELNFEHA, I—H—IZLD root PV REAF R TR EIE. T/NAZADEBMEIERYNT—D1Y
HIT—ADREDLIBEMFEMNMEZDI—HICLYRYIEbNEEE2BEKRLET . VAT LEEES

RYNT—=0- X2 T4BLCMDER LB ZRYEI I ENSRBLET,

fth A BeD1—H—Il root PO ERMEEZS X B &G LT OREIC DN BRI ML HYET:

o HHEHHHH — root VOB RAMEER DA —H—IX . YO VDR EERY, BRI DICTKIBENE
ETBAREUAHYFET, ISICENZEIL. BFETICEF) T - R—ILa2RAIFErELNhFE A,

o HIHHHEHEHEHRHE — root 7O AR DA —Y— X EBENICI— —RE/RRT—REYZAVITES
T.FTP % Telnet D&Y EF 2T TIERWH—NR—%TI I VICEWTEITTINELNFEFA.CNSD
Y—ERIZDERERYNT—I L TCEXTEELET,

« root ##t# email ###H — B LW ETT A, Linux ICEE T3 email DML ADEELT T, LA LAY
5. ZNONBETHEIM—DEXE, FNOHD root I—HF—ELTEITINZEXTT,

3.1.4.2. root 77 EADAEFT]
BEEIOI—H—ICroot ELTAVTAVTEDIIICTBIENTHEEIFNIL, root /XRT—RIZFBERICL
THRETT, F L SUILRIVIDP UV TN A——FE—RADTIERIFT—hO—4 — /R RAT—R{RE%

BLTEMIINERETY, (COFEBE DM HHHHHTHHIH &

=08

=z nn

LTLEEEIW,)

#3.1#root #iHHH#HHH 1X, BIEED root AT AV EEMICINTWBIEEISICHERICTEIENTES
HEICDWTERBALTWETY:

3.1 root 7V R EERLTD

Bk 5EH BERL
root 1 | /etc/passwd J7AILEIRE | root VIIADTIERER | FTP 95AT VM A=V 95
IWOEE | LT.oxz)b% /bin/bash B | E,ZDEIBRHATEITANRT | AT7VMNBELVELD setuid
5 /shin/nologin ICZEEL | 528%9 %, TAaTSLDEI R VT E
9, UFoFaySAaldroot 7 | REBELAWTOAYS A,

AIVRADTOERERD | LTOTOY S ALK root 7

hxd: AOVMADT IR EHEH

- login Hit:

- gdm - sudo

- kdm -FTP 547> b

- xdm - Email 7547 h

- su

- ssh

- scp

-sftp
IARTOI | 22D /etc/securetty T74A | AV —ILEERvyhT—2 |root ELTAT AV LW
V=L | UE AV —FICERIN | BB T root FHATYRIAT Y | B setuid PHEDAH=X A
TINAR | EITRTDTNARICroot | ERTEDEHBEETUT | ZBLTEBHRIRIER
(tty) BH | QA T2D%EHELT, D7OTZ L& root THYY | 179570754,
M root 7 MIT7OERTZDEBEE | UTOFAOY S A root 7
A I0) EE AOVRADT IR %EREH
il d - login HH:

- gdm . su

- kdm . sudo

- xdm . ssh

- scp
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- tty RO RY T —2 -
H—ER

B/ 988
FEIRL

-sftp

root SSH | /etc/ssh/sshd_config OpenSSH R{1—kDY—JL | 21k OpenSSH XA —kD
O74>v® | 771V & REL BHICED root 779ERA% | Y—ILDHAE root 71z
manik T.PermitRootLogin /X5 BEFT UTOTOVSL | REBEET,
A—=%%no ICEYyrLET, & root PAOVNMITIER
IT5D%
- ssh
-'scp
-sftp
H—ER | /etc/pam.d/ TA4LY PAM IZHRISS DRy bT7— | PAM ICRIELARWI DTS
A®D root | NIICHBERRY—E Y —ERAD root 7Vt | LBLUVH—EZR,
TR | ADT77IIVERELE 2%ERFEE T,
ZHIBRS | Iopam_Llistfile.so AEREE | LF DY —E RI& root 77
37D | DIDIIHETHDIEEE | VM DT IR EREE
PAM OOff | EICLET.' ER
H -FTP 3472~
- Email 72547
- login
- gdm
- kdm
- xdm
- ssh
-scp
-sftp

- FARTD PAM 77
r—av

VSHIMIEHPAM i root i E SR T

I,

3.1.4.2.1. root )LD EZNL
dA—H—H root ELTEEOTIVTEIEERCLDIC. VAT LEEEIL /etc/passwd 771ILIZEWNT
root 7ADUV MDY T)V% /shin/nologin IZERETEZE T, CNITLY ., su* ssh ATV RDEIR P TiL%E
BERTZIAVVREFELTC root PTATVMITIERTBIEAFEET,

N €2 |

email 75472 sudo AV Y RDEHR, VT IADTIEREVEELARWTOT S A, £7 root
FHOVNMITIERTEHIENTEFT,

3.1.4.2.2. root AT 1> DEMAL

root 7AUYVMADT IR %=ILICHIBRT 2701, BEEE L /etc/securetty 77V ARET I &L
Y, AvV—ViZ root AT AV B EEEMICTEL Y ZDT7MIVIE root A—H—H'OT (V%A Ih
TWBETRTDTNAR%E) ANLET, 771D o 7K FELARITNIE, root —H—(d, OV —ILIRE
PO—- YRI5 FRAZMCES T, YRTF L HETATOAII= S —>ay - FRAREBLTOYA
VTCEET RYNT—D EICEXXT/RRAT—R%E5£X 9 5, Telnet R T root ELTIIVICOJAVTES
DT, INIEBIRTY . T 74/LMT, Fedora @ /etc/securetty 77 LIk, root T—H—H < U ICHER
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ICEHIN=OVY—ILDOIMMOTA Y TEZ T  root NATAVTEOEBELS O LLTOATVREANDT
BZEICEYZDTFAILORBEEIRLET:

echo <username)> /etc/securetty
1OX

22D /etc/securetty 77 IVIE, VYV —ILARREEINBRETHANRVDT, root T—H—2A"
OpenSSH Z4—hDY—ILERWTYE—NOT AT 2D % B E #itH,

i

H
[ ]

I

3.1.4.2.3. root SSH OZ' 1~ D EMIL

SSH 7ORJJLIRAD root OV 1 I Fedora IC8WTT 74 )L N TERIEINTWET , LHL. ZDAT
2avhBEMEINTWSARLIE . SSH T—EVDERET7AJ)L (/etc/ssh/sshd config) ZiRETHI&ICE
VBUEMWMETEET . ZNHRHAATITEERLET:

PermitRootLogin yes
UTFDESICTHEAAD DI
PermitRootLogin no

INBDEENMLOHIC,SSH T—EVIBEEINQFNIEWFERA NI TOIYYRNEBLT
RITTEEY,

kill -HUP “cat /var/run/sshd.pid’

3.1.4.2.4. PAM ZR\ = root DML

/lib/security/pam listfile.so EVa—I)L&@BLTPAM IRFEDTHIUVNERTHEEIIKIAE
MMEAFLET . BEEEIOTA VDT INAVI—H—DY R NSRRI ZLDICIDEY2—ILAEFER
TEFILUTIK.EYVa—ILD /etc/pam. d/vsftpd PAM BRET7AILIZEWT vsftpd FTP H—/X—D 7%
DICEDIIIFERAINZIDHITY , (ULTDFITHRINDITDREZICHZ ¥ XFIE. TALIT14TH1TIC
HDIROT B HHH) -

auth required /lib/security/pam listfile.so item=user ¥
sense=deny file=/etc/vsftpd. ftpusers onerr=succeed

Zhix PAM I /etc/vsftpd. ftpusers 77/ ILESRB LT YAMNINAI——9RTEYF—EZIADT Y
TREERTALIERLET . BEBEZIIZDI7MILVDLE LR CEE T - EROY—EZIADT I
2EEBTEHDITET—ERTHLTRADY AN R DIEE 1 DDEFLAESIAEAFRTEIEE
TEZEY,

BEENEHDY—EZANDTIEREEBLIZWASIE RORLLIAITH PAM BRETZ7MILISEINS
NFEFTA=ILIZATVMITFLTIE /etc/pam. d/pop LV /etc/pam. d/imap, SSH 7547V MILT /
etc/pam. d/ssh T9,

PAM DEE#AIE #Pluggable Authentication Modules (PAM)# &S BR L TLIEX W,
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3.1.4.3. root 77 ADHIR
BEE(L root I—H—ADT7IERAERLIIEERTSLY., su P sudo DLHAR, setuid 7OV S LRHT
DHTIEREHITLIEWEEZDINELNEE A,

3.1.4.3.1.su A<k
A—H—H su ATV RERITTEEE root /SRT—RIIRTZ AV T INFE T, 525E%. root Tl
TavyMEZLNET,

—E su vV RBHTOVMYT5E, A—H—Id root —H—###, VAT LAANDIMET R EIR Tt AE
EEBET, 2 XS0 —Ea1—Y—N root IZRBE RRAT—RETOV I ININBIERLV AT LILH B
DETRTOA—H—IIEFTE0IC su IRV REFRTEZEY,

ZDTOTSAIZIERICENTHD=0 BEBORICWAEIREZIXOT VR IERAEEZF OELFHIRLE
wWEES»rELnEtA.

INAERTIDREEELFED] DX wheel EIEIENBRERLEERS I —FII2—Y—%BINTHIET
T, IN&ETBDIC root ELTUTDAY Y REAALET:

usermod -G wheel <username>

BIDOOT Y RICBWT. <username> % wheel 7 I)L—FICEBMLIWI—f—EZTCEIHRZIFT,

TI—TAYN—%EBTEOIC U TOLIIC I —BBAFRTRIEETEETER COFIEE
RITI2HICEBREERELEELTY,

1. A—H—IR—Iv—ERFTBEOILARINCHEYRTLAZ2—50)yI LT EEERIV I
T A= N—TEDVyILET KDYIL. 2oL - TOVTMIBWT system—config-users O
YUREAALEY,

2 l_ﬂs_&j‘%au ‘ya L/—C\ :L_-ljé‘_o)I)Xl\t:}’sb\—c%\gtﬁl_*f—%ﬁya L/ij_o

3. A—4—-FAanF1DI17aT - Ry I RAERTTBEOHIY—ILAN—=IZEWTTaNT1% )y LE
FT(FLE 77N AZ2a—OTONRTEEIRLET),

4. TN—=T 9T%D)vI LT wheel TIV—TDF v IRy I R%REIRLT.OK 20w I LET . #
3.2t "Wheel" R A SR TSIV,

5. sullxtdd PAM SRET7MIL (/etc/pam. d/su) EFFARIT4Y—TCHRE. UTOIHNSAAVN %
HIRLE S

auth required /lib/security/$ISA/pam wheel.so use uid

COZEBEIZ. BBV I —T wheel DAVN—FEIFNRZOTOVSLAFRATELIEAEEBKRLET,

2 ZDF7 7 AHEIE SELinux AEMASIE, TRICLYBSNBHIREAZ L ZITET,
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fa User Properties

W%ﬁ.{ or yﬁg| Groups

Select the groups that the user will be a member of:

‘stapdev

stapusr
sys
topdump
“torrent
tty

‘users
“utempter
utmp
uucp
vesa

video

Donoooooooonono

~whpriv

" wheel k=

Primary Group: [5c0tt| | v |

3.2 2—4%—% "wheel" 7)L—FITBMLET,
¢
JE5C

root 1—H'—(3F74JLNT wheel ZIL—TD—EF T,

3.1.4.3.2. sudo OA<Y VK

sudo IR VRIE, A—H—ICBB 7/ RAEES 257D T7 TO—F & R#LET EEIN 1 —
H—HEEIOATYROBIIC sudo A DIFBEE /AT — NI $27aVy T HINE T, ZL TSR
XN OV VRDHFAINDEEZSNDEE, BEOTY VNI root I—HF—THIHDLEIIERITINE
ER

sudo AXYRDEANLRFERIELUTDESYTY:

sudo <command>

EDFNHEWT, <command> (&, mount DL BE root I—H—DDICE>THZHATYVRTEIHZ
S5NET,
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N 82

sudo AV RD1—H—|Z. sudoers B50LARIF/SRT—REBHINZIERL BTV REFERHT
BIENTEDBDT. IIUDSENDFNCISISERRKOY T INGT BRETT, ZDREIERET7A
JU /etc/sudoers IR TCEHCTEXZET,

sudo AWV RIEEWLRILDOFEHRMEEFLE T, /& 2L, /etc/sudoers BRET7AILIC) ANSNfc1—
HF—DIHH sudo AV REFHATEZT T, Tz, AU NIt )L TETIN. root VTV TlEHYFE
Ao TDTENE, #Hroot #tHHH## ICRINDEDIC root YT REICENICTEEZIEEEKLET,

sudo VYV RIZRERERIMEIRMHELI T, TN ZTNDOKIHDEREEIE /var/log/messages ICEREFRINZE
T F I RITINOTVRIIRTLAI——REEEIC /var/log/secure 771 ILICERERINE T,

sudo AV RDOMOFIHIE. BEENAERRZI—H—ICW L TED=—XICEDWTEEDIYURIZT I
AEHATEBIETT,

sudo SRFE 774 (/etc/sudoers) AiRELEWEIEE X, visudo AX VY REFHETAEXTY,

ML REEFEAS257-®HIC visudo Z AN LT A—H—1ERIEEEVVavVICLTDLIRITAE
BIILET:

juan ALL=(ALL) ALL

ZOFIE, 21— — juan TR TDKRRARDD sudo AFHETE, IARTOIAV Y REEITTEET,

LATF DB, sudo ZERE T HE X, AlpE R E Z#SRBALE T :
%users localhost=/sbin/shutdown -h now

OB TATOI—H =LAV Y —ILDLREITINBRY /sbin/shutdown -h now AV RERITTEE
ED

sudoers DY =aF I - R—II. ZDT7AINDA T ay DM ARDHYET,

3.1.5. A g Ry NT—2 - H—E R
BEMIVMNO—IADI—H—-TIOEANEBA T AT LERE IR L CEZRBETHIMH. RV
D=0 - —EZADNBENTHBIEEERTEHIEIE. Linux VAT LABE L CGERTHNMNE>TEED
BEEEIHTY,

Fedora D FTE%LDHY—ERIZRYNT— - H—ERELTEMELET . RYNT— - H—EZRNNTI VU TE
TFEINBE H—N—-TT)5—=3v7 (daemon EMEENZET) N1 DN ENIYZEVWRYINDT—F - R—K%&
Yy RV L TWET , NN —ERIZFNZTNIHEDBEMNREE L TRYKRDLNERETY,

315 1. H—EXADYRY
RYRT—2-H—ER& Linux YRAT LIS LTELDY RV %S /O ARRMEN HYE Y LTI EERRH
FADWOMDYANTT:

o R (DOS: Denial of Service Attacks) — )V T AW TH—ERZBZN IR &ICELY. O
EVIIAMDBEEAT DT Y —ERGEREER S AT LEHATEICTZIENTEXT,
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o HH#HEEHH# (DDOS: Distributed Denial of Service Attack) — ') 7 TANTH—ERZ RN I ERAFR
BEICT 2. U —ERICHALLREEETR T DI BROBAINTI Y (LELIERTF M ENLYS
WHTY) &Y% DoS WEBD—FE,

o HHEHEEET — Y — =D DT Y —N—T—RBICETLTWB LIS == (KT oavEE
T9BDICRII T EFHLTWSRS, 75y hA—IER@EICEINLERY) T NeETEET 2N
S5DRAZY) TNREEMREIE/NY I7—F—N—TO—DEGICES WEBEN Y RTLICHDT7(I AR
TATEDZLSICT B EELHYET,

o BRI — OB DD 1023B X TOR—MIER T —ERIF. BEI1——ELTETLA
FHNIEWFERA T TN T—2ar A TR 7O4y N RER /Ny D7 — F—N\—T7O0—%F DR5IE, WE
EZERIT—EVEEALTWBL—HY—ELTIRTAND TV EAEAFBIENTEZT, T/RATO4Y R
ARERNYT7— F—N\—T7O—HDBFEETEDT. IS5y h—IdRBEEF OV AT LEHBTE/-HICH
IV EFRALET . ZLTC —ET7 IV EREEBDE. VAT ALAANDT JZ AEEMIFTH-0DIC
BEMLIN 7= rootkit ZFEALET,

e

A

JEEC

Ny T7—-F—N—DJO—EF8EDZE B L. Fedora ICHBWLT ExecShield IC&VERINE T . Ih

. x86 EBD V7L -TOy Y —BLOTIF- 7Oy —DH—RIICLYHR—I I BT

ARER AT —DENB LR E DM T, ExecShield I3, (RAEEXEY) —AE{TRRES L UV'EITA AT BE
DETAVMIDEITEBIEICEY Ny T7—-F—N—7O0—DYRIEFBSLET /Ny IT7— - F—/N—
JO—DIJRATAAMDSFEAINABEZEDHZA—RDELIII, RITAREEIT AV NOHABITEITLE
SETBIRTOTAYSL-O—RIF. BITAVTF—2ay - 74— )L EB|ERIL KT LET,

Execshield (&, AMD64 75w k71— AIZH 13D No eXecute (NX) &, Itanium LU Intel®
64 > AT LILHITB eXecute Disable (XD) FAfiCit 2 R—bEEHE T, IS DEATIL. BED
HBA—RAETHEEI—RD 4KB DHEAEFF D IRIEAE) —DRITHREE P TERITINDIDAER
T8Il ExecShield EEEBICAMELT. ATILRABID Ny D7 —-F—/"—7O0—DITH/R7O1v kHS
WED) RV EBSLET,

Ny 82

%yhT—0 EOBBICESENBTEEFIRT B, FEALTUVANT RTOY —EREFIITTHA
ETT,

3.1.5.2. Y¥—ERDHRIEHRE
X2 FT4xBELIEZ0HIC Fedora EEEHICAVAMN—ILEINTZZLDRYNT—7 - H—ERET T4V K
T ICINTUVET, LHALAAS, WODDEEZTREIF[NA DY ET:

+ cupsd — Fedora DT 74 ILhD T k-t —/X,
o lpd —REDTYUh-H—,

« xinetd — gssftp ¥ telnet DLHR BT Z YV —/NDEFHADOIARI IV %HIEHTERA—/N— Y —
INTT,
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- sendmai l — Sendmail Mail Transport Agent (MTA) I&7 74V NTEMICINTWET A, localhost H
SOOARI2avDHEVYRAVLET,

+ sshd — Telnet DEF 217K ETHS OpenSSH H—/3,

INLDY—EREETLAFHICLTEDEIDNZRDDZEE, — ALV REFERTIOLREL

GEBEMBIERERYEFT, LExE TV =D FIATERITNIE, cupsd ZRITLAFFICLTHEE

HA.portmap I LTERLIEN Y TEFYET NFSV3 R a—L%ET IV MLTWRW ELLIE NIS
(ypbind H—ER) ZEALTWRIFHIL, portmap (T RETT,

() Service Configuration -+ X
Program Service Help

@ i Q = 8
Disable  Customize i Stop Restart Help
Name | The sshd service is started once, usually when the system is booted, runs in
@ © rpcsvegssd the background and wakes up when needed.
@® rsync © This service is enabled.
3;@'[: —— =4 This service is running.

Description
lOpenssH server daemon

.;@5: saslauthd

@ = sendmail

@iﬁ%i; setroubleshoot

@ & smartd

.& smolt

.:@iz snmpd

@ &/ snmptrapd

el 4| udev-post

@ & vsftpd

@ & winbind

@ =2| wpa_supplicant
@ &/ ypbind |
= 51

3.3 H—EREEY—I

BEDODH—EZXDEMIENTRIFNIE, U—ERERTE Y —IU b #3. 3t######H## | ERBAIN TV, B
INOEREIRE T ZHRPT—ILREFEET,

RYRT=0 - H—EZNT—IEFICHRIRL TR AR RN EI D ERANBIEF FED—ETY . EDOR—IH'F
WTWT YRV LTV DGR RETY BN wtttitittint ESRUTEIW,

3.1.5.3. EXa7Tldanwir—EX

EBENIC.IRTORYNTI =0 - H—ERFEF1T7TROYEFEA DD FHAL TV RV —EREAT
ICTBZEIFERBICEETT  H—ERIWTEITI/RATOMYME, EERICARB LU/ Sy FBEAIN, T
RTCODRYNT—=0 - H—EREAET DN\ = NIC Ty ST — N2 E I EBICEBICRYET,
SRS s R B IR LTS W,

WODDRYIT—7-TORIVEDOEDLIUEABERICEIY EF 17 TRHBYEEA.INOIEUTDELD
BRHLWBIY—EREEHET:

o BT — Telnet % FTP O 4O AFHWOM I DS LI, Bify 3
VARE{LET., TREAREZIIVW D TEHRITONDIRETT,
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o HEHHHHEHH R — 2<OTOMVIERE S L INABVWRY N T —7 L TTF — 9 %8535 LE
T.ZnoHDFTARIILIE Telnet, FTP, HTTP, & SMTP 25 # %9, NFS ¥ SMB D&HR LD xRy
RDO—2-T74IL- AT LERBSIELINLWVWRY NI —Y ETIEREEELET . oD TOR L EFEH
T3EX A —DVRIMNIZEDOERADT —IDEREINDIHIEHIRLET,
netdump DLIRYE—R-XE)—- V7 -H—ER L BEEILINBVWRYNT—I ETAEY) —DRHNBES
EELET AT —- VTR RAT—R BlIINIET—IR—Z - TN — OB IERE SO AN
rHYET,
finger % rwhod DLHI R MDY —ERIE, P RFLDI—H —ICEATHIEREBESMILET,

B BIEF 27 TIEARWEIE LT rlogin, rsh, telnet, LU vsftpd BHYET,

FTARTOYE—NOATAvEL TN TOT S LI (rlogin, rsh, L telnet) (E, SSH 558A T, BITBRET
T, sshd DEFEHR IS A A S IR L TLE I,

FTP 12 AT LD EFAYTACEALT)E—M T IFERBRNICBRTIEHYEEA LHL.FTP H—
N—FEEER TR DIERRCGEEIN ERINDITNIEWWIERAFTP 4—NN—%tEXa17ICF53
ZEICRET BEMIE #ETP sttt SR LTI,

ARRCEAIN, 7747 04— ILDEBICEDNENEY—ERIZUTTY,
« finger

+ authd (CHILLLEID Fedora Y —RICHEWT identd EMEERTWELT)
e netdump

* netdump-server

* nfs

* rwhod

+ sendmai l

« smb (Samba)

+ yppasswdd

* ypserv

e ypxfrd

FYRNT—=0 - H—ER&EEFaTICT B EICET M s SR L TLIEIW,

RDEIAVIIEERI7AT Ix—IV Yy N7y T5DICFIBARERY—ILICDWTERLET,

3.1.6. X=YFIL-T7ATI4—)L
HHHRYNT— H—E XD R ELZE. I7AT 94— IV B ATEHIEIZEETT,
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A=Y NCHIBRLIMERTERMEDH 5P B XY NI —V IR I Bttt BB —ERZRE
L7747 04— IV EBATANETT,

T7ATIA— IR RNT—0 - IRTY MDY RTFADRYNT—9 AV —T1—RITIERTHEDEFHEF
T NITRAMNDIZAT IA—ILICEY T AV I INToAR—REBTESIE, Ny N EZ IS T, RIRAICER)
EINFET, COEBICEY, FoTOWARWR—MOT7I/ERATAYI 55— A REINH—ERITLY
FONEZR—MDTIERETOVI LRBRWVEICTBDICT7AT Id— IV AR ETIEZIZTETRET
ER

ZL DAY —|ZE>TC IV TN ITFAT IA— I AR ETB-DDHEER WY —ILIL, Fedora ([CREIHR
INTWBTSTAHAINRIFAT IA—ILEREY—IVTY: 77147 04+—ILEEY—)L (system-config-
firewall),2DY—)LiEarhO—IL - NI AV H—T2—RA=AVT—RIBBRID 774 T o+—ILITx
TBIBAL iptables L—ILEERRLET,

BEALI—Y—BIUOY—N—EBEEICHLT, iptables EBVWTI7A T I4—ILAFBTRET DL
& BELKEYBRWA T2 ar T, s Mld#Using Firewalls#aS IR LTI W,

3.1.7. Exa) 57«8t LicaIa=y—>3>v-Y—)l

A=y RDIREE AGHIYERTBICONT. A2y —2avORBOZEBIHYET MEICEDE
V. ZNOEDRRYNT—I ETCEEINDZOT.Y—ILIFESEINAaI 2= —2avDAEDICEFEINTE
FL7=,

Fedora I&. BRI RYNT—0 L TESNDDT, ZNERETHDITHEVLRILOLAFHBESR—AD
BSE7ILT) X LEFRATIEARNDY—ILE2DEMBLTVET,

« OpenSSH — Xy N7—VBEAES{LT 572D SSH 7ORIILD 7)) —FEK,

« Gnu Privacy Guard (GPG) — T—49 %=L 3 27 DEFF T 7" —< 3> PGP (Pretty Good
Privacy) D7) —%%,

OpenSSH [E. YE—RIIIUIZTIERTZLYRLWRFIET, telnet ¥ rsh OLI@ELYFHVESEINR
WH—ERZBE#ZFT,0penSSH (& sshd EWDIRYRT—0 - H—ERBLU3DDATYRS(V- 054
TYNTTIVr—2avaEHET:

« ssh— UYE—F- VY=L DEFaITRTIEVR-IS5AT K

« scp— EFITRYE—NOE—DOTUR

o sftp — AVISITATRI7AINERE LY IV ETREICT S, EXa 7R ftp V5147 h

OpenSSHICBE 3 252 MId#Secure Shell#aSR LTI,
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sshd H—ERIFABEMICEZF 17 THBICEEHS T  H—ER X2 ) T DBREERH T2HIHEIC
BHICLTED TN ISt sEHS #tH i 2SR U TEIW,

GPG 37 A R—b7 email 1I2 =47 —2avERRICT 21 DOHETY /ATy -2y b7 =0 ETH
BT —%% email $57DP N—RTARIICHEMET — 5 RETH/LOHODEELICHBAINITT,

3.2. —n\DEF*al) 74
SRTLDIINT )Y -2y NI —=IIBVWTH—NELTHERAINGEE. RBOFRICRYET , ZD7H. ¥
AT LEBEELTCH—EREZOVII IV TEIEIE VAT LABEBEIE>TRVEERIEICRYET,

REDBBEZEY TIFTEAZHNS =D EF1 ) T1%RIET 27D D—REALLTDOEY MIDWT
BELIT:

s XADBEICH L TRETDLDIC.TRNTOY—EREZEFHICREET,
s TEBRYEF27LTOMNIVEZFERLET,

¢ TEBRYTIUHIEVIBEDRY NI =7 —EZADHZERYKRWNET,
« BOLWEBICHLTIRTOY—NZERRERLET,

3.2.1. TCP Wrappers & xinetd ZAWH—EXDEF271t

TCP Wrappers [$IF I F Y —E T/ AFIHER#ELF T, SSH. Telnet BLU FTP DL H7R&RIAD
FYNT—IH—ERD%<KIE TCP Wrappers (A>TLBY VI AN ERINAY—ERXDETREREYAL
F)EFEALEY,

TCP Wrappers ICEYIRHINDFEMIL xinetd GBMOT7 IR . OF VT RAVR VSTALIRELTY
V—ERICETBHIEERETEZA—/R—H—ER) EHRETRESICEMLELET,

[

Y—ERDT I RFEDOFICTRMEAIFE57HIC. TCP Wrappers & xinetd &&%I1C iptables
T7AT A= =V EFRTEIEERESLWT AT 17T, iptables AX VY REBWLT7147
Y — L DEREICRET BEMII#UsIng Firewalls#aSIB LTI,

UTFOHTEI2avid E EvIICETRERNLMHA HDIEEBEL HEDEF2YT1-F T3y
ICERZEDETVIT,

3.2.1.1. TCP Wrappres Wtz a) F1Dig1k
TCP Wrappers (g1 —EZADT I RAEERTHUNESOBBEDNHYET . DI avid, FHixN
FT—EREELBEDRAMOOKEEICES AL, OV BEEARIE T H/DIC EDQLIITESIZENTES

D ESREALE Y, TCP Wrapper #aE & SIS EICRI I 55E#IE. hosts_options man page 8B LTKE
Iy,
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3.2.1.1.1. TCP Wrappers &3Efm/NF—

A—H =AY —ERTERITHEIITEYRNFT AR RTDHIEIE EBEENRRBEEANE VAT LEEEN
KRER->TWAIEEMOERDICERRAETYT . VAT AILEATREDIHIRBERN LI - —~ERR
INBEHIEFIETEIEETEET , H—ERICKR LT TCP Wrappers /N\F—%B A$570HIC, banner 7
avaEFERALET,

ZOPIE vstipd DNF—BEBALTWETJADBITIINFT—T7MIVEERLET . ZNIV AT LADEZT
ERBVWEEAN. T—EVERUEZRITRITNIEWNTER A T2EZIE. FTDT7MILIE /etc/banners/vsfipd
EEEN U TDITAEHET:

220-Hello, %c
220-All activity on ftp.example.com is logged.
220-Inappropriate use will result in your access privileges being removed.

%c b=k, JYUERIES LTI ERLIIL. A—F—RERAMNE FlE. 2—H—RKE IP PRLAD L
SR ISAT VN DIF I EARBHRAIZHLET,

ZEIARIVIAVICRRTBLOHDID/NF—IITH LT, /etc/hosts. allow T ILICLL T DITAEBILET:

vsftpd : ALL : banners /etc/banners/

3.2.1.1.2. TCP Wrappers EHEDE &
BEDRANCRYNT—I DY —NEHELTWSIEEMRALI2S, TCP Wrappers I spawn F4LY5 1
THEAWT ZORAMNELIERYNT— DS DB BOREBICOVWTEEEICEELEIT2LDIFERINET,

ZOFITIX 206.182.68.0/24 Xy RN T—I DD ISvH—HH—NAEHELLIELTWRZEARAL
EIRELTWET . ZDRYNT—ID S DFEHEAITEINTIEEB LT ZORITER R I71IVICEEERT D
7=IZ. /etc/hosts. deny Z7AILICLA T DT BESET:

ALL : 206.182.68.0 : spawn /bin/ ’date’ %c %d >> /var/log/intruder alert

%d M= HBEITIEALLDELIEY—ERDERIARELET,

BEAET LT FNAEESRTBICIE, /etc/hosts. allow 770JLIC spawn TAL I T4 T A BXET,
@

A=

yEEC

spawn TAL VT4 EHEPZ IV ARV RERTITEDT RHEDISAT VMDY —n"AEHRLLD
ELEEICBEEIGRALAY, —EDOV Y RERITLAEVTBERNRR I T N2 ER T 52 &5
BSLWPAT47TY,

3.2.1.1.3. TCP Wrappers &= E 7%
HUEEDREOERNMEOEDLIVEETETEIHNELNHNIE, severity AT avERWNT. AV LRILE
ZFOH—E R LT LERIELIENTIET,

ZDBITIE FTP H—/SDR—Kr23F (Telnet F—M) ICERLEDETEHEIITRTHEETHDEIREL
TWET, CDTEERTHIC. AT IT7MILICEWTT 74V DTS info DR HYIC emerg 755 %I T
F9. L ERAESLET,

INAEEITTBITIE, /etc/hosts. deny ICUL TFDITABEEET:
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in.telnetd : ALL : severity emerg

ZNIET 74D authpriv O - 77 ) T4 FBALETH, T4V T1%5T 7L MED¥n info Hd
emerg (A Ay tE—IU%EEIAVY—ILICEYET) ANELERIEET,

3.2.1.2. xinetd ZFAAWV EEBEREX1) T4
ZDtEIaAvIE NSV T H—ERAEERETBHIC xinetd ZEHETEIZE. BLTEZONLTRTO

2B — IR %R E 9B E& T, Denial of Service (DoS) W AFRIES BB ICTEZ S FIAT
BERAToavd—Elf. xinetd & xinetd. conf DX ZaTIR—IESIBL TSI,

3.2.1.2.1. bV TDRE

xinetd DEBELIEEED 1 DIk, 2RICESE TS no_access JAMIKANEBINT BHEEET T, ZDYRAMC
HBRANMIIBEINHRBE/ L xinetd NBREEIINDET xinetd ICLYBBINHY—E ZADE
WmOFEmANERINET,

SENSOR %ty NPy T 2RAMDATY T IX FHLAEVWFEDH —ERA%ERIRTZETT, ZDOHIT
IZ. Telnet NMEbHLNZET,

/etc/xinetd, d/telnet 77/ ILEREL T . AL LOIC flags 1TEEBELET:

flags = SENSOR
UTFOiTEEmMLET:
deny time = 30

ZNICEY, ZDRAMILBEDR—IAD ISR ZEHRAITIIZONMEIEEINE T deny_time BHEITHT
fthDF AT EEA & IX FOREVER (xinetd ABREINDZETRIEMEIHEET) LU NEVER (#EFfE
HEFAILCERERLEY) T,

RIS RIEITIORERAIDALANETY:
disable = no

ZhixhSvy 7B EEBMICLET,

SENSOR A {F A2 EIFELZLLABAWRAM S DERHZRM L TUFIE T 270 DRESLWAETITA R
mh2oHYET:

e AFIVRA-RFv I LTOEHERELE H A,
o SENSOR #Z1TLTWAZEAH>TWABEE L. IP PRLRAABELT. Bl XNR—MIERT32E
KLY BEDRAMIN T3 —ERIFEREALNMNIBIENTEET,

3.2.1.2.2. —/X- )Y —RDHI1H
xinetd DD BB HIE TICHZY —ERISHLTY Y —REIRERET HREN T

UFDTALIT4T2RAWTERLET:

« cps = <number_of connections> <wait period> — Z{FARVavDEEEHIRLET . CDT1LY
T47E20D8| ¥ EEVET,
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« <number of connectionsd> — 1f#H/YVICAIEFTZOARIIav O ZEIARIaVDEIEHNINE
VHEZL<RDE H—ERDN—RIICEMICINEYS, T 74/LMEIXS0TY,

« <wait_period) — H—ERHNEMIELINLE. BUOEBWELINZETORFEIFE (EA) ., T 7406
DfEfRIZ10#TY,

+ instances = <number of connectionsd> — H—EZAADHFAINZIARIaVDEEHERELET,
ZDTALI T4 713 BEEUES L<IE UNLIMITED &YW E T,

« per source = <number of connectionsd> — ZERARDHIZYD Y —ERAANDFATINBERHAIEEL
FI.ZDTALIT4T & BEES LI UNLIMITED & WU F T,

« rlimit_as = <number[K|M]> — H—EZANEETEBAEYPZRLRAZBOEAFO/NARE/ZIFZXH /A
NERITIRELE T, DT ALY T4 713, BEUES L<IF UNLIMITED &Y F T,

« rlimit cpu = <number of seconds) — H—E XA CPU 2 § B CX5 8B AMN B TIEELET,
ZDTALIT 4713 BEEES L<IE UNLIMITED &YW E T,

INSDTALITA4TAFERTEE. HB1DD xinetd Y—E ANV RFLEFHIELT. H—E RIFEAERK
B EEBECBIFICTEET,

3.2.2. Portmap OtF2771t
portmap H—E (&, NIS % NFS D& 57 RPC H—E RIS LT, BIICR— R EEY HTETFT—EV T,
AN X LIEBNTY F HEHL TV Y —ERICH L TEWGEEOR— R EEY Y TRHENHYFE
T INODEHICLY, EFXaTICTEIEN#LWTT,

e

NFSv4 IZEIEPENEBEELRWVDT, portmap ¥ 71295 &E NFSv2 & NFSv3 DE AT
THLTDOHIRIHYFET, EHL NFSv2 F7zld NFSv3 H—/\EEALLHELTWBARSIE, portmap
PRBELRY LUTOEI a3V ERINET,

£ L RPC H—ERAETLTWBASIE LTFOEFRMLIL—ILICREVWE T,

3.2.2.1. TCP Wrappers %[\ /= portmap D{R#E
HAAA R DEREE =T /2RVWD T, portmap Y—EZRANT IR ERYNT—IFIERANEHIRT 57
®HIZ.TCP Wrappers ZEHT2IEIFEETT,

ISIL Y —EZANDT IV ER%EFIRTEEX RANGEFEID %S, IP PRL A FEWET, TDERAIL.,
RAREIZ DNS RAX =V Tt DA EICLVIBE SN B A B L HEHN ST,

3.2.2.2. iptables ZF\\ /= portmap D{R:E
portmap H—EZAADT I REI5ICHIBRT B/, —/\IC iptables L— L& BIIL T HEDRY M
D—I~DT7 IR EFIRTEIEIF. RESLWIIT17TY,

LUF IS iptables A RD220FITT, 12HIK 192.168.0.0/24 DRy I—IHh 5 R—b

111 (portmap H—ERICLUFERAINET)AD TCP AT LET.22BIZ. O—HILHERANSEL
R—MADTIEREHFTLET, ZhiL. Nautilus ICLUERINS sgi_ fan —ERAD7=DITHEERYZE
T MDY MITARTHEEINET,
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iptables A INPUT -p tcp -s! 192.168.0.0/24 —-dport 111 -j DROP
iptables -A INPUT -p tcp -s 127.0.0.1 --dport 111 -j ACCEPT

UDP r574v 0 %R LI IICHIBRT B7OIC LATFDAY Y REERALET,

iptables -A INPUT -p udp -s! 192.168.0.0/24 --dport 111 -j DROP

. -

T7AT A=) & iptables A% FORERKICET B5FMId#Using Firewalls#a SRR U T I,

3.2.3.NISDE+a71t

Network Information Service (NIS) & ypserv EFEEND RPC H—ERTY, ZhiE RAMVRHRILHDZE
ZERLTVWBITARTOAVE21—IAE, A—HZ NRRAT—RELCBOMBRBRON MI I =B AT 57
I portmap PREDEETZH —EREEHIHERAINET,

NIS H—RIEWK DD DT TV r—2av B ELTVWET . ThoR U TE2E8HET:

« /usr/shin/rpc. yppasswdd — yppasswdd —EREHEETN, COTF—FEVIFI—H—B NIS /8 RT—K
HELEETIXDLOICLET,

o Jusr/shin/rpc. ypxfrd — ypxfrd 4—EREEMEIEN, ZOTF—FEVIERYNT—IIZBEWT NIS ¥y T %
EETIEEIHYET,

o /Jusr/shin/yppush — ZDF7 TSV —2aviEEBRIN NIS T—IR—REEHD NIS H—NANEHEL
7,

« /usr/sbhin/ypserv — ZhlE NIS H—/RDF—EVTT,

NIS I35 HDIBHEICLZEWN O EF 2T TEHYFE T A RARBEIAAZX LEFT . BSEINTWL
BUWRYRNT—I ECIRTOBEREIRELFTIERELTNIS 2EATE2RYNTI—V 5V NTvTT5&
X BOTEELRTNIEWTEEANIS OF 7AW MEEIERENICEF AT TIHAVWEWIFRICLY,. X
SICIEMICRYET,

NIS H—NEEBALLDELTWB AL FT #Portmap #H#### ITRINTWAELDIC portmap H—E 2%
EXaTICLT ZDRFRYNT—VETED I DAL T ORMEICRYBT ZENHREINET,

3.2.3.1. RYNT—=ODFEFEWVETH

NIS [y T7—0 L THRESIL BT ICMBIBERAERETED T, 7717 VA= IILORBIT, 2T AV MEIN
TXATHRRYNT—IICBWTH—ERERITTEIELNEETTNIS FRITEF A7 TIEABVWRYIND—2
ECEEINZEZEIM T EZINB)RIDPHYET  BERRYNT—VR N EL R ttF21 ) T1RE%
B<BIFICTEEY,

3.2.3.2. RAT—RD &7 NIS RXAVZERANEGDEF
NIS RAXAMVDHRIZHBTARTOIIVIE. I—H—H NIS H—/80D DNS RAREZ A NIS RAMVEZ A>T
WBERY, BRI L TH —N—H SIEHR AL T 270D ATV REFRTEET,

TeEZIE EDDRYNT—IDHICHD/—IPCICERT 5. E LU AZBHSRYRT—IRITIBEATS (B
DRERIP PRLREFEMTEEOEETS)ELUTOIYYRT /ete/passwd ¥y T RELET:
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ypcat -d <NIS_domain> -h <DNS_hostname> passwd

WEED root I—H—ASIX . LLTDOAT Y REANTEIEICLY /ete/shadow T7MILEFICANDIE
MNTEET:

ypcat -d <NIS_domain> -h <DNS_hostname> shadow
. -
Kerberos AL TWAE, /etc/shadow 771 JLIE NIS v T OHICIFIREEINEEA.
WEEICHLTNIS ¥Ry TFADT I REERETB7-0HIC, o7Thfawtgmhwg., domain, com DEIRS U L

X FEFH%E DNS RANGD=DIERRLET, ARRIC. ###S VY L NIS RAMVZEERLET . hick
Y IMBEEN NIS H—N\ATOERATEIENALYREICRYET,

3.2.3.3. /var/yp/securenets 771 )L DiRE

/var/yp/securenets 7ML AXIXEFEELRITNIE(F 74 M AV AN—IVERDIBE)  NIS IXT
RTCDRYNT—=DEZIHTIFET . RITT B &L ypserv BNEEIRRYRNT—IHNED Y I T ZAND IS
EBITBLEI RYMNIRY/ZXYND—9 RPBELIETY,

LURIL /var/yp/securenets 771 DSDH T IL- TV RN T

255, 255, 255, 0 192.168.0.0
OXT
= H

MDTDEE /var/yp/securenets T7AI)LEVERETIC NIS HH—/N\ZR L TEEFLAWVWTLEIW,

ZDTFIZv I IP FEMBBEISDRELARELIFAN, DaKEE NIS H—/RDH—EZINEDRY L
D=1l EHIBRLET,

3.2.3.4. #HBR—PDEIYHTL iptables L—ILDEF

NIS ICEBET B RTDH—/NIE, rpc. yppasswdd — I—H =D O (VAT —REEBTEDLIICT
2T —EV ERVWTHEDR—IEEIY Y TEHIENTEXT MD2DD NIS H—/XF—F > rpc. ypxfrd
& ypserv ITR—REEIYH TR EICLY BAEDS NIS Y—NRF—EVEILIRETDDICT7AT
VA= =L EERTEET,

ChAETBEHIZ, /ete/sysconfig/network ICUL TFDITAEBIMLET:
YPSERV ARGS="-p 834” YPXFRD ARGS="-p 835"

ZLT AT D iptables =L ZNBDR—MIFLTH —BEDRYRT— V% REER T TVWEH %R
g prdicEbhIE T,

iptables -A INPUT —p ALL -s! 192.168.0.0/24 --dport 834 -j DROP
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iptables -A INPUT -p ALL -s! 192.168.0.0/24 --dport 835 -j DROP

ZOZERFVIITRMY 192.168.0.0/24 Dy hT—ohB7bI1E, TORIVICERARL R—K834L&
835 DEMMIEITHHF A INDIEEERLET,
e

T74AT 74— )b& iptables 7Y RORKICEAT 25FMId#Using Firewalls#aSRRUTZI,

3.2.3.5. Kerberos SREFD{E

NIS #FREEAICER T2 E IR IBREED 1 DI, 2 — =ity (10 §5E 13T, Jete/
shadow ¥ YT HSD/IRRAT—R /Ny aNRYNT—I ETELNDIETTHEABD NIS RAMUADTY
TAEEBL T RYNT—IDIS T1v 05 BEESTHE, A—H—RBENRRAT—R - N\ 1% NETEIENT
XY, ORI HNIE RRAT—RETTOTS AIFTEV/IRT—REHAITE, B EITRYRNT—2IC
BWTEMRT AV M DT I REEBDIENTEET,

Kerberos MR BESEFHETEID T, NRAT—R - /N\yIahbRryNI—I EITESNT VAT LELYED
EEFaTICLET  Kerberos DEFEMIE #Kerberos# S IRCIEIL,

3.2.4.NFS OtE+a71t

N 82

Fedora IC&FN5/X—Y 3 DNFS (NFSv4) &, #Portmap ####H### ITBEDNRINTWS LD

IZ portmap H—EREHIEFPHREELFEFRFANFS 7149213 FRTO/N—I3IIHEWT UDP &
Y TCP #fERALE Y. NFSv4 2T ThAahEELFET,NFSv4 (&, RPCSEC_GSS h—RILE
Ja—)LD—EE LT, Kerberos I—H—&J I —T DR & HF T, Fedora H* NFSv2 & NFSv3
HHIR—NTZDT (EB5% portmap ZFIFALET), portmap DIFHIFFZEFNTVNET,

3.24.10. Ry NT—=ODFEFEWVETH

WEN NFSv4 13y hT7—% £ T Kerberos #AAWTHESIEINATRTDIEHRAZITETHEED HDD
T I74T7 94— ILDHEBDAELUIIET AV MEIN =Ry NTD—0 EILHDRSIE, H—E AN ELGRES
NBZEDEETTNFSV2 & NFSV3 [FF AL L TIIALT —YE2ZITELET . COZEIFXEERICANTSH
BERETE, INLDOBRITRTUTBVWTRYNTI—VAEEEICHRET T D2 EE. X T11BEE/HCEIFIC
ISEER

3.242. BXIS—DIEE

NFS %—/N\id, /etc/exports T M ILESBTEIEICEY,. EDQT7MIVV AT LETIRAR—MTEN. ED
RAMEINLDTALIN) ATV AR—NTEMNERDET . D IT7MIVARET SHEEIC, BEBRBRZER
FEIMULBRVEIFERLTLEIN,

7&K, Jetc/exports A ILICH BT DITIX. T4LI K /tmp/nfs/ % bob. examp le. com NEFRAE
XEMETHALEY,

/tmp/nfs/ bob. example. com(rw)
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— AT /etc/exports Z7AILICHBLLTDITIE. BILT1L2 M) % bob. examp le. com A& FRAIAMMED H
FECHELET . F . FRAMNEDERBILHZ1DODEHICLY, TNEFZHAEZEMF I THHICHABLET,

/tmp/nfs/ bob. example. com (rw)

AAREINTVBNERESR T B/, showmount ATV REAWBZEIZLY BBEIN/ NFS H£ETA
THEBRTDZEWRTYR-TSUTARTY,

showmount -e <hostname>

3.2.4.3.no root squash A7~ avdkFEH

F 74V 8T NFS £514 root Z—H—% nfsnobody 1—H'— GESFELI—HF—TFTHIVNICEBLET. 2
nIZ&Y root BMEKLI=T77MIIVDFRIEEIEZT R T nfsnobody ICEEINZE T, ZZ T, setuid EVIAEE
I O7SL0T7y7O—REBINET,

no root squash MEHNTWBEJE—RND root —HF—DN . HEEIT7MILV AT LILHDTRTDI7A

WEEBTE MOI—ARIFRTETIZLIMNAMDOKRBICLYREINAZT TV r—3avEBVTL
3EY.

3.2.4.4.NFS 7747 04— ILDZE

NFS D7=ITfERAINZR—ME rpcbind ICKYBEIRICEIYETONE T, TNk 77147 IA—IL-)L—Ib
HERT2EEICEBESISRITHEENHYET . OO EEMMET 2/, EOR—IEDNS
D EIRTE T B7=0IC /etc/sysconfig/infs 771 IV EFERLET,

» MOUNTD_PORT — mountd (rpc.mountd) FA® TCP &1 UDP R—hk
+ STATD_PORT — status (rpc.statd) FE® TCP &L UDP R—hk

« LOCKD_TCPPORT — nlockmgr (rpc.lockd) FA® TCP R—k

« LOCKD_UDPPORT — nlockmgr (rpc.lockd) FH® UDP R—k

EEINLR-IESIINTOMOY —ERICLYFERINTEWFEE A TCP LT UDP R—h
2049 (NFS) LRtk AEEINIR—MESEHF AT L7717 04—V &R ELET,

EDR—FE RPC 7OV S LDMEDNTWSNEHER T H7HICNFS H—/NZHWT rpcinfo -p AT UK
ZEITLET,

3.2.5. Apache HTTP Server DtzFa171t

Apache HTTP Server &, Fedora ICRIBIN TV RERELTWTEF 27 —EZXDTDTT, %<
DA T avETFI=voh Apache HTTP Server X7l 57HOICFIATEE T — I TFEGEARNS
ICIZZ9TEET UTD Y avid Apache HTTP Server 22179 3EEIDARAN TSV 51 A& E I
BALZEY,

VRATLTRITIDBRVTMIKABRBICBMHERR LI-EBYICEMET 22 BICHRALET. £
feroot A—H—DHH RV TP COl ZELTRTDTALIMICRHTEEZIAAMEREFT DO E&HE
BALEY,

1.

chown root <directory_name>

2.

chmod 755 <directory name>
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VATLABEBENUTDREATVavEFRTIESLSEEIVETT (/ete/httpd/conf/httpd. conf
ICBWTEREINZEY):

Fol lowSymLinks
CDTALITATIET 72N TEN T ZDEDH. VT H—/IRDRFaAVMNL—NMIV VR
VEERTBEZIIBRITERLE T LEZIE/ ADI VR O ERBTEIEEBWNTAT47
TY,

Indexes
ZDTALITATIETI2INTEN T LHO L. BE L HYFEH A BB Y —N—IIHBT771L
EERTEIDEHST=D. CDTALIT4THYIBBRLET,

UserDir
SRTFLDA—H—THIVNDEFEEEAWSETEDLDT . UserDir T4LITA4T T 74V NTERITT,
YP—N—DA—H—FALINIDT oIV T aFMITBEDIUATOTALITATEHFENET:

UserDir enabled
UserDir disabled root

INSDTALIT4T L /root/ LADTRTOI—H—FALIMNICHTZI—F— F4LIN)DT
SOV EEMILET EMCINLTHIVND—BICI——%BINT5ICIE. UserDir disabled
TICAR—ZAR YT —HF—D—EAEMLET,

N 82

IncludesNoExec T L2 F 17 &HIFRLARWTLZ XV, Server-Side Includes (SSI) EY2—ILIZT 7%+
LN TAT Y REERTTEIRABENICHEBEN D AT ALAICHZBAT Y RERTTESRLIICTES
DT HEFICHEICASBWRY, COREEEB LAV EAHELET,

3.2.6.FTP %271t

File Transfer Protocol (FTP) &%y N7 —29 L TCO7A I AE53%E T 57 HDIZERETIN/ZHWTCP 7OMILT
T H—NEDITRTOIN VYO 3y (A——FRAE2EAHET) HESIEINLBVDT, EF27TERW
TAORINEEZLN TV EEICEREINDINETY,

Fedora (£3D®M FTP H—/\%1RHLE T,

« gssftpd — Ry rT— L CEREALIEHEERE LR Kerberos SEED xinetd X—2MD FTP F—Ev
+ Red Hat Content Accelerator (tux) — FTP #REAZF D h—RILZER DI T H—/N\

« vsftpd — R4V R7OVD, EF2) F4ERATEREINL FTP H—EX

UTDEFa) T4 HARSA VI vsftpd FTP H—ER& Y NPy TI2720DEDTY,

3.2.6.1.FTP 7 ) =T - 1N} —
A—H—ZENRT—REXETHRNITANTOLI—H—ET ) =TV - NF—DBRRINET . T 74/
NC.ZDONF—BIZVA—DY AT LILHDEBREHB T DLDIEWRN—VaVEREEHET,

vsftpd IS BT —F AT - INF—ALEEFT BT UTDTALIFT14T % /etc/vsftpd/vsftpd. conf
T7AIVIEBIILET:
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ftpd_banner=<insert_greeting here>

+tDOTF1LIT4TlHB <insert_greeting_here> =) —FT 47 - Avt—YDTFANTEE#Z
7,

BEITONFT—IUI N FT— D7V FRATEEDNREERVWTT  ERHDNF—DEBAEBHEICTELH
|2, /etc/banners/ EWADFILWTFALIRNICTRTONF—ABEZT, ZOFICHITD FTP sl 3
INF—-T74)VIE /etc/banners/ftp.msg TY UATIE77MILDEDLIICRAZHDHITY:

ittt # Hello, all activity on ftp.example.com is logged. #ittttih
. —
#TCP Wrappers ###### CEFIEINTWD IS, 771V DEIT% 220 THHDZIEIFIHEHYF

TA,

vsftpd ICTBDT)—F 45 - NF—5BBITDIIX. U TDT1LIT14T% /etc/vsftpd/
vsftpd. conf 77JLICEBINLET:

banner file=/etc/banners/ftp.msg

#TCP Wrappers #######HI G EHIN TWS LD IC. TCP Wrappers 2 LT A>T B EHRASEBIND
Ay —V%EBIEDNARETT,

3.26.2. B&7VER

/var/ftp/ T4LIRN)DEFEEICLVERTHIY MO EMILINET,
CDTFALINBEERT2E0E BB AL EIT vsTtpd /IS —S B AV ARN—=ILTBIETE, 2D/ —
VI BRI —IIHITETALIMN)VY =B L BRI - —ICR L CERAMAAERD/A—Iy 3y
EEDTALIUMNICERELET,

TIAWNTCERZI—Y—EHOPBTALIRNICEZAATEE A,

FTP H—~DEZT7 I/ EREBMITIE MBT—IDNREINTVWBIZMISERLTEIN,

o

iz H=
=

i

3.2.6.2.1. EZ7y7O—NR
BEZ1—H—»2 77/ a7y TAO—RTEBLIICTEAO.EXIAHFERT1LIKN)% /var/ftp/pub/ D
RICER T DT EAHRLET,

INZTBLEHILLTOOTYVYRZAALETS:
mkdir /var/ftp/pub/upload

RICCBEZI—HY—DTALIN) DAV T UYERTRTERWVWE)  N—IvoavaTELET,
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chmod 730 /var/ftp/pub/upload
TALIR)D long 74— Y bD—BIXZDEIICRABTLLD:

drwx-wx-——- 2 root ftp 4096 Feb 13 20:05 upload

g
- |

EZ1——DTALIMNICBWCGRAEITEHIEEHFATEHEEEIL. LIELIEZERASD Y —/A—H
BEINLYINIZTOREREICR>TWAIEERDITET,

T

INZT.vsftpd DFT.LLFDIT% /etc/vsftpd/vsftpd. conf 77/ JLICIBINLET:

anon_upload enable=YES

3.2.6.3. 12— —-F7hHoUhN
FTP IXZREED/=DICEF a7 Tl WRY NI =V EICESEIN TWRWI——Z ENRRT—REZXET
BOT.EFNSDI—H— FHIVIDSOY—NR—ADT I EREERTEIEFEBS LWFPAFA4T7TT,

vsTtpd [ICBVWTITRTDI—HY —-T AUV NeBNICT 72D . LLTDT1L U717 % /etc/vsftpd/
vsftpd. conf ICBIILET:

local enable=NO

3.26.3.1. =Y —-T7HUVrDHFIR

root 1—H— sudo FHEAF OI——DLOIRBEDTHIVMELLIIT AV DB EDT IV —T%
ST DI=OIC RO B A AEIIHPAM #iH## root #HHHHHICEEH INTWS PAM YA M- D71V A{EA
9BIETT vsTtpd BD PAM RE 771 ILIL /etc/pam. d/vsftpd TT,

B —ERIBVWTCA—F—THOU N BEREDILTEIEETEET,

vsftpd ICBWTHREDT OV MNEEMICTDICIE, 2—H—%% /etc/vsTtpd. ftpusers [TBIILET

3.2.6.4. 7O REIEDI=8HD TCP Wrappers D{FE A
HTCP Wrappres ##HH## ITBEDNRINTWBELIIS FTP T—EVADT IV R &FIET 57
&I TCP Wrappers 2EHALEY,

3.2.7. Sendmail ®t*a171t

Sendmail (&, D MTA & email 7547V MPEEI -V IV DB TEFAVE—V%ZEET 57HIC

Simple Mail Transfer Protocol (SMTP) %{#F9 % Mail Transfer Agent (MTA) T, %<®D MTA &£
—HEDBDIS 71y %BEEIL T DHEENHYETH. ZUIEILRVD T, HH BTy - Ry khT—
7 ET email ZFET2IEE ABEMNICEF 217 TIEAVWIAIAZS—2 3V DOREATHEZEEZLNTWE

ED

Sendmail H—/"ZBALLILTWBAFUTORBICERYBE &M HRINET,
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3.2.7.1. Y —ERHEHRZDFHIR

email DFEFHEDZH, ARICR SR EBEIF WO THBICA—IILEAVWTH =N\ EHINIE, H—E R
EAB|IXFBITIENTEZET, /ete/mai l/sendmai l.mc ICBWTULTDTFALY T4 T ICHIRARETEIE
LY ZD LI BN BEEFIRT 2MESHYET,

» confCONNECTION RATE_THROTTLE — #—/\AM1 R H7cWICRIF[H1I S 3EHEL T 74)L M T, Sendmail (&
ERBEFIRLEEABIRARESN FIRICET 5E, ISP EMIGELEIEONTTY,

« confMAX DAEMON_CHILDREN — H—/N\ICLYEKINZFTOERDRERE, T 74V M T, Sendmail &
F7OERDHDOHPRERNY L TEE A FIRNBRESN HRIOETHE, SOLDEMTBLESEONK
ED

« confMIN FREE BLOCKS — X—)LAZ(F{FFB7=DICH— NI FBEEETRIThIEWNTRWEEZT Oy o0
BN, T 74)LMNME 100 TOYITE,

+ confMAX HEADERS LENGTH — Xwt—-AvS DZEFRELREABE (VNAMNEAL),

« confMAX MESSAGE SIZE — 12D XvtE—Y DZEFRELRERABE (/N1 MNEAL),

3.2.7.2. NFS & Sendmail
A=A T=ILDT1LIKY) /var/spool/mail/ % NFS £HR)1—AICBEWTIEWFIEE A,

NFSv2 & NFSv3 [da—H—&7)L—7 D ID THIEINAWD T, 2ALLOI—#—ARL UID 255,
ThENHEDA—IILZRITERY, ORI HYET,
~

s

JE&C

Kerberos ZFL\% NFSv4 R L TW5&, SECRPC_GSS A—IL-EVa1—)bid UID R—RADERE =
FALBVWDT, ZhIdZELEEA,

3.2.7.3. A=)V ERH1—Y%—

Sendmail H—NIZEWTA—ANA—HYF—HNITIRTOMYNT 2D SEINHITE70D X—ILD1—
H—IL email 7OV S LEFAWT Sendmail H—/SNOMCTIERATEIENRETT A=Y —NIIH
1722V THOYMIFRATINBRETIEARL, /fete/passwd ICBIFE 11— — -2 )LIETRT /shin/
nologin ICEREINBRETY (root —H—%FRWVT),

3.2.8. Yy RV LTWAR—MDHEER
ZYRNT—9 - H—EREBELEER . VATLADRYNTI =7 - AVITI—REWTERICEDR—I v R
VLTWAMNCERTAZEREETT, TRTOEAVWTWER—NMIBADIKIFEICARDETREEAHYE T,

FYNT—=VILBVWTHEZIITVWER— N —ELT2DDEANRT I O—FH20HYET . LUE
FETERWVWTIO—F L netstat —an ¥ lsof -i DLHIRIATYRERAWTRYNT—9 - RYvIEEWNE
HbEBIETT . INSDTOATSALERYRNT—IDEI I IAERLAEVD T, ZOHEITLVEFETEE
BAD VRATFAICBWTEITLTWDEDELY F VI TEF T, DD, INSOT S ) r—avidsE
HICHBEICLYESBAONITRICRYET  HEBENRAINTVWRVWRY N T =7 - R— RS
£, netstat & lsof ZEDBEDHREL/N—VavIicBEMZ DT EICEY ., FOEMAEZEIELET,

FYRT—=IICBVWTEDR—ID) YAV L TWBHI AR T 27D DLYEFETES HiEIE nmap DLHA
R—h ¥+ F—%FATHIETT,
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AVY =LA BETINBLUTOAYVRIE, EOR—MDRYRT—IHDSD TCP EHmEZFLZITTWSEHI %
RHFET:

nmap -sT -0 localhost
ZDARVROEARFLULTOLICKRRINET:

Starting Nmap 4.68 ( http://nmap.org ) at 2009-03-06 12:08 EST
Interesting ports on localhost. localdomain (127.0.0.1):

Not shown: 1711 closed ports

PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

111/tcp  open rpcbind

113/tcp  open auth

631/tcp  open ipp

834/tcp  open unknown

2601/tcp open zebra

32774/tcp open sometimes-rpcll

Device type: general purpose

Running: Linux 2.6.X

0S details: Linux 2.6.17 - 2.6.24

Uptime: 4,122 days (since Mon Mar 2 09:12:31 2009)

Network Distance: 0 hops

0S detection performed. Please report any incorrect results at http://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 1.420 seconds

ZOHE AL sunrpc DIFETEICLY ., AT LD portmap ZRTLTWBIZEERLTWET, L LR S, R—
R834ICHRDY—ERADHYET , ZOR—IDBEHND Y —ERDORARL—EBICEEDITONEZNAERTS
= R=AHDLET:

cat /etc/services | grep 834

ZOAXVRIIAEEALER A DX R FHFAHEE (0051023528 LET) IHY, FAK
DI root PO EADNMETHY, MO —ERICEAEDITON TV EWIEAEKLET,

RiZ.netstat £l lsof ZAWVWTR—MIET2IEHRAMHIALE T netstat ZAWVTR—IN834% R
BHICLUTFOaOVY Y REFRLET:

netstat -anp | grep 834

ARVNEUATOHENZRLET:
tcp 0 00.0.0.0:834  0.0.0.0:x LISTEN 653/ypbind

WEBEMEALLRAMIBWTENMIRIF/ZR—ID, 20TV RICKYBASMCIhALHDE LR AL

DT, netstat TAWTWER—MNDEEEZBERLET £ [p] A7 avidk R—MaEVWTWEHT—E
2D 7Ot ID (PID) ZEASMMILET, ZDBE . FHWLWTWBR—ME ypbind (NIS) ICBLTVWET . Zh

I&.portmap H—EREEHIZEYIRHDNS RPC H—ERXTY,

lsof AV RIZ FAVWTWAR— Y —ERERGEINDHERELHDD T, netstat EELCLIRIFHR =S
MMILET,

lsof -i | grep 834
ZDARYRDLDOHADEET ZEDIERDEITY:

ypbind 653 0 7u IPv4 1319 TCP *:834 (LISTEN)
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ypbind 655 0 Tu IPv4 1319 TCP *:834 (LISTEN)
ypbind 656 0 Tu IPv4 1319 TCP %:834 (LISTEN)
ypbind 657 0 Tu IPv4 1319 TCP *:834 (LISTEN)

INEDY—IVE TV TERITLTWS Y —ERDIREICEAT SF M ICHLSMILET . oDy —
WL ERTHY, 2y b= - H—EREFREICETI2ENDIEREZRMELE T FFHIE Lsof, netstat,
nmap, $LU services DY ZaTILR—IESRBLTLIEIN,

3.3. Single Sign-on (SSO)

3.3.1. &

Fedora @ SSO ##Elk Fedora TRV My T DA—H—H/XZAT7—REA D LARITHIEWNF RV EIRERS
LET WO DELZLRTIT)r—yaviz, a—4—2r"0J 1 VEmEH S Fedora ICOAT AV TE /SRAT—
REBAANTEIRENRWED FICERERDRAERTDANZALEEALET , CNSDT T ) r—a
/tiJ/J\_F—Cu;ﬁlJ<EHEHJShiTo

IS, XY NT—ID RN E X (ptttttt) P Xy N — B NNMER TERWE TS (e IE BIRT Y
TR) CIZ EFNODANZXLICOATAVTRIEDNTEXT  BEDH A —E RUBONHEEEE TS
TWEET,

3.3.1.1. Y R—phZhB7T)5r—o3y

LUFDO77Yr—avid Fedora ICBI32BE—O7 1V DAF—LERIESR—INLTWET:
- OJAY

« AY)—tz—/N—

+ Firefox LU Thunderbird

3.3.1.2. Y R—FINBEREAXAH=X 1
Fedora IZLA T DEREIA W= X LBEIREYR—MLTWET:

o TILRARZ/NAT—RATAY

« AV—FA—KR/PINOT AV

3.3.1.3. ¥ R—FEINBAT—FH—K

Fedora I& Cyberflex e-gate A—R&) =4 %FAWVWTTAMINTWET A, Java card 2.1.1 LT Global
Platform 2.0.1 DM AEZRAWTHAIITOENTWE TR TDH—RIE, TRTDY—4H' PCSC-lite IZ
LYHR—FINTWBD T, EELLEMET B TLLD,

Fedora I& Common Access Cards (CAC) ZFWTHETARINTWEYT,CAC BICHR—bINB—%4
I SCM SCR 331 USB )—4"T¥,

Gemalto smart cards (Cyberflex Access 64k v2, PKCSI v2.1 TR E I /- DER SHA1 {EA 3 DIZEHE)
MY R—IIhFET, INSDRAY—IH—KIZL, Chip/Smart Card Interface Devices (CCID) EHi#:D#H 2
V=5 %&ERLET,

3.3.1.4. Fedora Single Sign-on M # 1

WE. ZO7ORINRILT AV v IVREEENATE. <O EF1) T4 - AN X LD EFELET . I
I&. SSL, SSH, IPsec, LU Kerberos #&#F ¢, Fedora SSO 1Z ETYRNIN/ZERFIEAYR—Kg
B1DIC.INEDAF—TEBE— (b THIEEBIZEELTWET,X.509v3 SERAE %= AUV - Kerberos A&
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2B EBRT DD TEHYEEAOLE. TNOZEBELTWEYRTALA—F—PEREDEHE
RO T DI TNOE—RMESEDIEEEHKRLET,

ZHOBEAEEKT B/-HIC, Fedora I:
o BARL—TFTAVIVRTALILBEWTE—D. HEIN/NSSEESSATSVDAVRYV RAERFELET,

o BEERARL—F4V TV RTALICGEBAZ S AT LD Enterprise Security Client (ESC) #REH#LZE Y, ESC
TTVr—>avid, AR—MA—ROFAARY M EEER L TWE T Certificate System H—/"N&EFgEEE
IERAINSLIREINTVWBARAY—M—REI—H—DPFALLIEERNTEE, 2—F—ICAY—
N—REFATEIHEN I —AVF—TI—RIIKTINET,

o AV—MI—REZAWTARL—F AV T RAFTALICOT A $TB1—HD Kerberos Z7LTF14 v L (D7
A —RIZATAVTEBLIICT B RE) BB TES LD Kerberos & NSS #—{K{ELET,

3.3.2. FTLWAY—MNA—RDRBAE
VRATFALICATAV T BEHDICAY—MNI—REFETE, COFMRETZEPINFa) T 77
2av DR EEBLNDFNC WO DERMARAVAN—ILEBEFIBEETITEINELSHYET . NS

ELAUFTERBASNE T,
<

A

7E &0
ZDEIYaVIE A= I—RDEDHHERB VLRIV TOMELRELF T, LML ERIE Red
Hat Certificate System Enterprise Security Client Guide IC8WWCAFHEETY,

1. Kerberos £&/RR7—RERAVWTCAOYMVLET,

2. nss-tools Xy —IUHO—RINTWBIEEBERICLET,

3. HERE-OHEBEBEDI—NIBAZA25 90— RLTIVAM—ILLET, JL—b CASIBAZA AV A R—
N BE=HDICLLTOOT Y RAFERALEY:

certutil -A -d /etc/pki/nssdb -n "root ca cert” -t "CT,C,C” -i ./ca cert in base64 format.crt

4, DRATLITAVAM=ILENTZRD RPM AHREELE T : esc, pam_pkes11, coolkey, ifd-egate, ccid,
gdm, authconfig, & & U authconfig-gtk.

5. A¥—hA—R-O71V DY R— EBMICLET
a. Gnome DFANL-N—=ICEWT, VAT L ->EE > A #RLIT,
b. BEICGELTIT VD root /XAT—REABDLET,
c. RRHDEREFA7OTICEWT RIAYT50)vILET,
d. AY—MI—ROYR—FEBMICTEIF VIR I A% EIRLET,

e. Z? NA—ROBESATOTERTRTZEHDICAY—MI—RERETS... 20Uy I LT E
REREAIBELET:
s OJAYVDIEOICAY—MI—REERTSZ — ZOF VIRV IREHNLET, AN— H—REH
WCEBICOVAV LB T. 2 — =P RAY—hH—RALTAT 1V T 35HETOICIOFTS
2avEEIRLET,
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o A—NREMYFOEME — ZhITEY. AT MV LIRICAT— M A—REIRW 2 EXITRIARE
SN EFIELET,

« OvY — AV—MA—RERWAEZICX BE@EAYILET,
o |8 — AY—MA—REIRVWTEMEELEE A,

6. Online Certificate Status Protocol (OCSP) #8%#1IC 3 2MENHBA5, /etc/pam_pkesl1/
pam_pkcs11. conf 771 )LEFRAWVWT. A TDITEELET:

enable ocsp = false;
RDESIC, CDfE% true ICEELFTT:
enable ocsp = true;
7. AX—MH—REEHELET
8. CAC A—RZFEALTVWARLIE LUTOFIREETII2NELNHYET:
a. root 7ADVYMIZELT, /etc/pam _pkesll/cn_map EWIT7AILEVERRLE T,
b. UTFOIVN)% cn map 774ILIEMMLET:

MY.CAC_CN.123454 ->myloginid

ZZT.MY.CAC_CN.123454 |3 CAC ® Common Name.myloginid (& UNIX AY 1> ID T
EE

9. OJT7UNLEFT

3.3.21. N ST a—FaT
ARX—RMA—REEMESHBLDICNS TIVICERBLES. EOHZBEFEEETRLHIRODIT Y RER
LTLIEIL,

pklogin finder debug

BRINZAT—MA—RDTSTAINTWB/E, T/8y 5 E—RT pklogin finder V—JL&ETT %4
SIE A—RICHZBIEAENSOT M1V ID ERIGDIFBIEN DTN E, SEFAZEDRIEICEAT2EHREE B
L&LHELET,

3.3.3. AX— M H—RDEEKIFEDIDICEMELFTH
27— M H—RIZEREREER (CA: Certificate Authority) ICEYWEBLZ SN BEYRIAEA 2 (T o7/-&
EHHINZEEDONET . CNIEU T THRIINAW OO DOFIRICEELE T,

1. A—H—HDBT7—IRF—2aVDAI—MI—K)—FIIAT— M I—REFEALE T, TDIRV ML
Enterprise Security Client (ESC) IC&YEEHINZE T,

2. BHER—IHPI—HP-DTRIMNTIIRRIINET, A —IRBLAFME I —DIRTLES
T LE$.,ZLT. Token Processing System (TPS) & & CA ICEMmLET,

3. TPSIX CAICKYBLRIN/EIAZEZFERLTCAY— b —RZEH LTS,
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How does Enrollment work?

e Connects to TPS

%

Certificate Authority (CA)
and Token Processing System

@) ESC detects new Smart Card insertion

e Brings up enrallment page on user's desktop
e Connects to TPS

o Card is enrolled with certificates signed by CA

3.4 AX—RA—RDEEKIEEDLDICEIELFTH

3.3.4. A¥—bMA—RoOlM4xEDLIICEELE T H
ZDEITavIE AR—MI—RERWO71VDRNICOWTEELAHEERHELET,

1.

A—H—HPRAI—MH—R)—=FDHRICRAT—IH—REFALIZEE, ZDARV D PAM 772 F 412
SYUBRHBINFT, T A —D PIN ICHTB OV HET,

ZDHVATLRRI—Y—DREDIPZEIRL T ENODEMMEERIELE T, EL T GEAEIR
2A—H—O UID ICHIG D IT5NET,

ZhIE KDC ICH L THREES M., OV AV D EF RIS E T,
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How does Smart Card login work?

@@\\
Kerberos Domain Controller {KDC)
and Mame Information Services (NIS)

€D PAM notices the Smart Card is inserted
B Prompts for PIN

€) Looks up certificates

O} Verifies certificates

B Maps the certificate to the user's UID
0 Verity a challenge

B13.5 AX—hA—RDOTAVIZEDIDICEMELE T D
©

AN

EiC

T73—TYhINTWELTE  BHRINTWAVWRY— M —RZRAVWTAT (VT2 EETEER A,
74— hIN BHRINLA—FZAVWTOTMVTIRENHYET. ELUEHLWA—RZEHFT
EBETIRAY—MA—FZAVAT IV ETEXE A,

Kerberos & PAM (ZEE Y 25¥# (3 #Kerberos# & & U #Pluggable Authentication Modules (PAM)# %5
BLTES W,

3.3.5. Firefox H* SSO AIC Kerberos #EHT LB ELET

Firefox D’ TN H AV AV DI8HIC Kerberos #EHT 5L IR ETEEY , COMEEEXIEL<ENMESHES
7=®IZ. Kerberos LT 4w )L EEY A KDC ICEDEDVT TSI AR ETINELHYET LT
DEIAVIF. INERRTEOICREDEEREMONEERIHAFHALTVET,

1. Firefox D7 RLAN—ICIREDBREA T avD—EBARRTH7/-0HIC about:config EAALET,
2. 71408 T4—ILRIL AT avD—E%FIRT S0 negotiate EAALET,

3. ##HHHHT AT OJ Ry ) A% FRRT 5781 network.negotiate-auth.trusted-uris T KN %5 Ty
JLEY,

4. FREELIEWRAAVEZZEANDLET &2, . example. com TY,
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Firefox #% SSO AIC Kerberos 2B 2L ELET

5. LODFE% network.negotiate-auth.delegation-uris T~ )ICF L TH BAUR XMV ZAWTHREYRLE

-a_o
e

SEEC
HWBEINARL Kerberos FIyha/XATEDLD. COEZZEHICLAFFHICTEEY,

RIAINLEINS2DDHREFTVav N R ULSBRWRSIE, Firefox D/X—T 3> Negotiate
SR EYR— ML TWAWETEZN—Uav THEAREMEL’HYE T, BHARETITRETT,

@ 5 Enter string value x

Fle Edit View Histor g . :
i = i i @ network.negotiate-auth.trusted-uris

5|
Y B

v |
B [l

4

[ example.com| ] bntent v

f5i Most Visited~ [g| Reld
lo| about:config !QCEHCE|| | oK |

Filter: | negotiate

Preference Name ~  Status Type Value
network negotiate-auth.allow-proxies default boolean true
network negotiate-auth.delegation-uris default string
network.negotiate-auth.gsslib default string

network.negotiate-auth.trusted-uris
network negotiate-auth.using-native-gsslib  default boolean true

3.6 Kerberos #F\L /= SSO AIC Firefox 258 &

Kerberos FIyh &> TWBIEEERICTIHENHYET, AV R TILICEWT, Kerberos Fr vk
HAET=DICKkinit EAALEFT FIETREATFIYND—BEERRTELHIC Kklist EASDLET LA
T cho0av Yy RO IFERLTWET:

[user@host ] $ kinit
Password for user@EXAMPLE. COM:

[user@host ] $ klist
Ticket cache: FILE:/tmp/krb5cc 10920
Default principal: user@EXAMPLE. COM

Valid starting Expires Service principal
10/26/06 23:47:54 10/27/06 09:47:54 krbtgt/USER. COM@USER. COM
renew until 10/26/06 23:47:54

Kerberos 4 ticket cache: /tmp/tkt10920
klist: You have no tickets cached

3.3.5.1. NoTNa—Fa4T

L DREFIEICL/ZHA>TH Negotiate FREEN D FLEMELAWARSIE BRI TOERADTRAOT G
IKLET . CNICKY BABORRAZRDIFZBIFICAVET, TRAEOVEBEMICTE/-HDIC. LLTOFIE%E
FERLEY:
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1. Firefox DAV AY VR ETRTEHLET,
2. AYVRI L EFEVWT. UTOOYVREAADLET:

export NSPR LOG MODULES=negotiateauth:5
export NSPR LOG FILE=/tmp/moz. log

3. #t Firefox #BEIL T RIICEREI CEAD oz T H A NESHRILE T, [EER DS /tmp/moz. Log
ICERHFIN. BEADEVINESZZNELNER A EAI:

-1208550944[90039d0]: entering nsNegotiateAuth::GetNextToken()
-1208550944[90039d0]: gss init sec context() failed: Miscellaneous failure
No credentials cache found

Il Kerberos Fry bz >TWaWIEEEKRLE T kinit ZRTITBIHENHYET,

TOVUDNBHERICKinit ARTTETE RIAIDFLWDLWASIE. OV I77MIICHBIDLIBREDER
MIBzHrELNFEEA:

-1208994096[8d683d8]: entering nsAuthGSSAPI::GetNextToken()
-1208994096[8d683d8]: gss init sec context() failed: Miscellaneous failure
Server not found in Kerberos database

ZhIE—H&HI7e Kerberos DR ERIEEZERLE T, /etc/krbb. conf 771JLD [domain_realm] £33
VICELWIVR) A DZEABEEICLET  LE2E:

.example, com = EXAMPLE. COM
examp le. com = EXAMPLE. COM

OJIAERAIINBWNES. 7OFORBICWSEIREEEN HYE T, 7O+ 213 Negotiate FREEICHEE
BRBHTTP VI I AMYS ERYREE S OEREL T YIIAMEZRINTIORBTESLI. RKDYIC
HTTPS AL TWAH—/N\ICERER L THEIENTEE T, ZLTC ETHBAINALIIC. O T771)L
EEALTT N\ I EEDET,

3.4. BHERIBEY)a—ay

3.4.1. YubiKey

YubiKey (& BMED/=DICA—TVY—RAY I 0z 7EFIBELTWS N—RUTFRIEMN—Y >V TT , ZDI—
INF. AV 1= —AA"F—R—RELTIEHRNBELD USB T/NMATT, h—7 VD1 DDRIVIZIRT LV
I A—Y =% 2-DIEOLNEZ TV YAML/INAT—R(OTP) IR LE T IRE. CCTRYURS> DY
Ja—2avid WO DERDZEEAHYET,

3.4.1.1. €% —-H—/"\—%F\\ 7/ YubiKey DfF
nlu\ul.—t-'j-_/\‘uFﬁL\A;bﬂ'%)k_tb\—c%%)ctj‘uj_% avEa— Y DERELZ=EF A1 95 PAM EVa— }1/75\ 3T
IC Fedora VAR MICEELET . H—/NE RAMVDLARILTEY N7y T $5IEE, Yubico DY —/3\%
FATEHIEETEET, CORADHEIT RAMVIIBWTEROI—F—DIEROIV/EL1—9ICT7IER
TERELNHD. IVIY—TFAXADFZEBES LW 1—2ar T UTOFIEIZZO YNy T AERBELE
ER

1. Install pam_yubico

2. “ERIATD/=HIZ /etc/pam. d/gdm-password AEIX LA FOMBEIELET:
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Pluggable Authentication Modules (PAM)

auth substack password-auth
ZDEADDFLWTICOREEBMLET:
auth sufficient pam yubico.so id=16

3. /RRT—REREARLT YubiKey b=V VA BMTHERTZHIC. EOFIEISKRADITEHIFRLT. 2
HEHOEDTEBXMAET,

4. YubiKey ¥ TBINT 27HIC YubiKey b=V VABEET, $RTD OTP DRHD12XFE4RS
M F72IE http://radius.yubico.com/demo/Modhex_Calculator.php %ZsABIL T, R—IIZHBTF IS
RyPZ2DHAIC OTP Z#A SN L% Modhex TV A—RINAXFHNAIE—FTBIEICLY, AR
nFE9,

5. 1—4%—0D YubiKey Z5&E 771 ILISBIILE Y, /etc/yubikey mapping ICHWT/O—/NLIC L
<I&~/.yubico/authorized yubikeys ICBWTEALZDI—H—IZLY . IhHBRINFET LU TIEFDE
XT9Y:

username:yubikey token:another yubikey token

6. OVT7UMNFT . BUOTAVLEIETEEX VAT LAEZEDELIIRELIENMILY RRT—RE
YubiKey OTP, #72id@AEEEANTELITOVTIEET,
~

SEE—NN—AADEHBHERINE T, HELUIELLEIEEINAVWTLEY  ZNIE. REL=RY NI —
DEBEAEE RV RTALICE>TEETLLD,

3.4.1.2. YUblKey %ﬁﬁb\fujlj ‘U"f |\O)ﬂlb\ﬂ

CDHARDEFENTIEHYET A, YubiKey T DR HEE Y R—NT B0 THAMERIETELDIC
TEET , INLDVTTH A MEI—REHIIC Yubico DEREEY —/N\—%HR—MLETA, LWODE EDEY
H—H—N—,@ LYY TTEHIENTEZT, Yubico X BFEDITTHA M THAHAINTWS
OpenID H—EREIRHLET,

3.5. Pluggable Authentication Modules (PAM)
A—HF =D RTFTLIIT IV ERTEO%ARATETOATSLIE BEVNDTAT Y TAT1%HRT 27=0HIT(D
FY, 1—F— B 1—F—THBE A BIEAIIRT B 0I0) A ERALET,

FEEIC. & 7075 LIE1——%B 2B 5D A EEFEEY . Fedora ILBWT, <D 7T OT S Al
Pluggable Authentication Modules (PAM) EFFIENZEFELAFREIAN X L%EFEATELIBREINT
WET,

PAM (3R EZELATBEAR, EV 21— IVBIDT —F T F v ALET. ThiE Y RATLABEBEN Y AT ALK
LCRREERY Y — &R ETHILILEWTHRBICKIREZHREEEAFT,

y(@h,ﬂt_m\’c PAM D7 TV =3Il LTTF 74V D PAM R EIX+5TY, L LD
5, EEEE PAM R EV7MINERETIVENHYET PAM DR ERYIEV AT LOEZF2) T1%E
RICESTRHBEML HDD T, EHEBOBRNINSD T7(ILDIEEEIBRTHIEIIEETT, Ml
HPAM #ittHtHH#H SRR LT EIW
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3.5.1. PAM DOFl &
PAM (ZLA TR O sm &R LE T

« BEWEEDT SUTr—2avTEICENTEZ—RMNARERF—,
o YRATLEBEET S r—avBEREORAICKT LTCEREEICDWTDEE AL FERME & H1H,

s TOUIYHTATILEELODIFNEBDORIERF—TEER LK TEOLIICTEZTIDDELRICK
FaxXvMEIN=Z14T73),

3.5.2. PAM BRE 771l

/etc/pam.d/ T4LY M) & PAM D E T TVr—2aviiiddsd PAM RE 771 IV EEHF T, PAM @
LURID/N—2a Tk, /ete/pam. conf 7L DMFELNFELD, WEPLPRYEEX N, /etc/pam.d/ Ta4L Y
NIDEELRWGEOHMERINET,

3.5.2.1. PAM H—EX-T771)JL
& PAM ST TV —>arvEi-ld###t 1 /ete/pan. d/ TAL M D7A IV AR EEST . ZDTF1LINY
ICHBRI7IIIE. TN T I/ ERAZHET 2 —ERERALCLFIZHBET,

PAM st i 7"O0 S Lk, ZOH—E X2 EZF LT, /etc/pan.d/ TALIMICEFNB B D PAM R E 774
IWEAVAN—=ILTBEEIHYET =&AL login TOVSALIZFFDH—EREL% login ELTEFHL./
etc/pam.d/login PAM BRET7 I EAVAM—ILLET,

3.5.3. PAM R E771 LD
B PAM B E77MILIELL T O LI TIA— YN INI=TALITATDIN—T5EHET:

<module interface> <control flag> <module name> <module arguments>

INLDBEFRIFENTNLUTOEI D IVICBWTEHIAINET,

353.1.FVa—IL-49%T7x—R
PAM EVa— )L - AV 71— RIREABEHNF AT T INLIEZTNTNRAT O ADEARDEH R
IR LET:

s auth — ZDEV2—I-AVIT—RAEA—H—%BIELET &L /SRAT—RDEYMEERLT
REELET . CDAVITI—RERFEDEV2—ILIE. TIL—F DAV IN—=v 7% Kerberos F7vbhD &S
BRILTavIvIILEEYRLET,

« account — ZDEVa1—)- AU TI—RIT I AN HFATINTWBIEERIELFT L&A 21—
Y—-THOVINDHIRBRTIM N EI D, Tz — - EDHBICOT A VAT INTUWEHNEIDE
FxvILET,

« password — ZDEVa—IL AV TT—RAEA—HF—D/NRRAT—RELZETBHICEFEDLNET,
« session — ZDEVa—I- AV Tz—AF  A—HF—D vy avERELTERBLES  COM /97—

2EF DTV, A—F—DR—LTALINIETIVMNLEY, A—F—DA—ILIRY I A% LT
U BEDR . TIOERAAHF T RLHDICHBEEINDZEBMDYIRIVERTTEET,
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PAM BRE771IL DR

ZRTNDEYV2—ILIE fASHDELLIEITARTDEY 21— IV - AV T —RERBTEFET &2
(£, pam unix.so lZLA4DDETa— I - AV I TT—AERHLET,

PAM SREZ7MIICBEWVWT BV 21— AV I 7—REBE1 71— LRICERINE T & XL REICHIT
ZHBIMITIZCDLIICRAET:

auth required pam unix.so

Zhix PAM #° pam unix.so EVa—J)LD auth A V97— RA&FRATELIERLET,

3.531.1. EYa2—IL- MV T—ADRAIYY

BV AVITI—ADTALITATIEEHDEI2a—IL DT DDOEMDDIC—HEIFEZDELD #
#i# TEET HLEBEWVCERTEIEDNTEEXT , EVa1—IILDOFIE TSI D "sufficient” £7zld
"requisite" {B (TNSD TSI DM DWTIE #HH#t ABRBLTEIW,) 2FHIRSIE EDEV 21—
B ANINZHDDIERILRE SO ERICE>TEETY,

A9 BIENE A= =D R A INDRINCFEET DI EBEMTEDREGEERTEIIES
EEICLET =&AL reboot ATV RIEEE. PAM BBET7MILICESNBLIIC. WDHDRIYIEN
F=EYVa—-IIAaFERALET,

[root@MyServer ~1# cat /etc/pam.d/reboot
#%PAM-1. 0

auth sufficient pam rootok. so

auth required pam console. so

ffauth include system-auth

account required pam permit.so

« ITEEIXVITHY  REBINhIEA,

« auth sufficient pam rootok.so — ZM1TId. UID #EET B EICLY, IBIEDI—H—1' root TH
BENEIDNEFTVITBI=0IC pam rootok.so EXVA—ILAEFALET. ZOTF AN KIIT BE, RDE
Ja—J)LIFBRBRINT, ATV RIEITINET . COTAMKERTZE RODEI1—ILHBRBINET,

« auth required pam console.so — ZDITIE. 1—H— AR T DHITD/=HIC pam console. so £
TJa—J)LEFERLFT, Y —AFTICarY—ILicAd 4 LTWABE, pan _console. so l& /etc/
security/console.apps/ T4LVM)ICH—E R4 (reboot) ERUEZRIZFE D I7MILDHBEHEI D%
FxvILET,

« ftauth include system-auth — ZOTIEIXAV NI MIBINhFHA.

« account required pam permit.so — ZDITIX. AV —ILICOTA Y LTW5 root T—H—F /= IL5EH
RO RTFLAEBRBENTEDLEIICTEH/HIC pam_permit.so EVa—I)LEFHALET,

3.5.3.2. flE7>5

FTARTO PAM BV 2—UIE BUOHIN A ESITRINF IS KB OEREERLE T FIE 7SV ITHERE
EBIMAETITEN%E PAM ICBAZT . EV 21— VITBEDIBETRYYIIN GIEISTIXEEDE
Ta—)LDOINELITEKBD, H—EANEA—F—%REATEEELEIE>T.EDLVWEETHIL %
ROFET,
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BRIERFADHE TSI 42HYUET:

» required — BV 21— UL SR AT/ DITH TR LAIFNIEWFERE A T AN I TERET S
ETRTCDEV2—IDERDI M VI TI—ADNTT §2ZDHRAETANTZET, A —H—ITBFIN
FtA.

requisite — EYVa—)UId, BBEEEFITD/OICHIILARITNIEWNTER A LU, TAMNDZZTREY
BE. BUICKBILT: required ### requisite EV1—IILDTF AN ERI LAY E—VEEEICI—H—
ANELICBHINET,

« sufficient — EVa1—LDHERIIEBMLTEEBRINE T, LH L. sufficient 757 DDWAEEY 21—
ILDFERNINTHY, ## required 75T DDW=EVa—)ILHIZORICERBLTWRITNIE, tBDFER
FEEMEEINT, A——F—E XN F T,

« optional — EVa—J)LDHERIFERINE T optional ELTISTDDWEET1—ILIE ftBDE
TJa—IHBM VI T —RESBINBLWEEDH, REERIID DI EEINET,

N 82

required EVa1—JLAREVPHINZ|IERIIEETIEHYFEE A sufficient LU requisite FHIEHD
SUDIDBEEICRDIEEESZET,

S PAM D LU HIEZ AT BRICT 2 LWHIE S DX A R AR RETY,

/usr/share/doc/pam-<version-number>/ T41L 27N (<version-number> & A7 LD PAM /X—
JavES)ILHD pan.d ¥=aT I - R—IEBE LUV PAM R¥a Xy M, ZOFHLWESLESFMICERBALTW
*9,

3.5.3.3. EVa— L%

BV VBB EEINACEI 21— AV 71— RS FRARBREY1—ILOZRIERD PAM %
R LFT Fedora DLLRID/NN—2 3V Tk, EV 21— IADEIT /2D PAM BBET77MIICEWTEZD
NTWEL LH LD S, /Lib6d/security/ T4LIMIIZ64EY N PAM £V 2—IL AR 1E9 5. multilib
SRAFLDHIBICLY, EV2—IILDELWAN—I 3V AFEET S, Libpam D@ R/N—23a 7T or—
2avhvIINBZDT. T4LIMNIBIEBEIEINELE,

3.5.3.4. EVa1— LB
PAM [EWKODDEY 21— LIS L CEREERICIREE LA R E Y 12— ILICERE R ITET 728
arguments =FEHALET,

feEZ & pam_userdb. so EVa—)UIdA—H—%FREL T B7-9HIC Berkeley DB 771 ILICRTEIN/-IER
EALE Y. Berkeley DB [EZ LK DT ) r—2avilllFAEFNTWBEA—T VY —ADT—IR—IT R
TALTY, EVa— /i Berkeley DB ABRINAH—ERIIHLTERT2/HDICT—IR—AEMBE
NTEZLD. db BIBERYETS,

LUFIE, PAM R EICH 1T B EBIRY7AR pam_userdb. so T C9,<path-to-file> | Berkeley DB &—%
N=2T7AIWADIIV/INZATT:

auth required pam_userdb.so db=<path-to-file>
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B | BUSHHHER INF T, ETOTRITNIE. PAM BV 2— )LD F I RBICHELSS 2 Fd . L
DL WK DODDED 2—ILik, EBHABIHICEWTESEZNELNER A ZLDEY 2—I)LIL /var/log/
secure J7AILICIS—HHELET,

3.5.4. 7). PAM ERET71MIL
LTFIEY Y7L PAM 77— 3V 8 E 7714V T

#%PAM-1. 0

auth required pam securetty.so

auth required pam unix.so nullok

auth required pam nologin.so

account required pam unix.so

password required pam cracklib.so retry=3

password required pam unix.so shadow nullok use authtok
session required pam unix,so

s [TORMII/NYIARE ) ICKYRINA RHDITIEAAVNTT,
o 2~ATFEIIATAVERIIAD3IDDEY 12— L EBAERTVET,

auth required pam securetty.so — ZDEVa—ILid. 2—F—H root ELTOVMVLEHELTW
B, A—H—HOT 1 LTWS tty B /etc/securetty T74 )L (FF1E###H) IC) AMNINTWBI &5 HE
FICLET,

tty B77MILIC) ARIRTWARIFNIE root ELTATAV 2T RTDEITIE Login incorrect Xv
T—UEEBITRBLET,

auth required pam unix.so nullok — ZOETa1—I)LIF, —H—IIF LT/ SRT—R&{EL. /etc/
passwd BELU, FET UL /etc/shadow [TRFINTVWBIFEHREBVWT/IRT—RK%EFvILET,

o Bl nullok (X pam unix.so BV a—JLICZED/IRT—RAHFATELOIERLET,

« auth required pam nologin.so — CHIIFZEDREFIETY . /etc/nologin Z7MILHEETEHED
IaFyvILET HLEFEELT. I—H—5D" root TRITHIL, FREEILEKBLET,
@

ZDHNZHEWT, auth BV a— LA KRBILA2EETE. 3DD auth BV 21— LT RTF v/ INZE
T INITEY, —F—D RO EDEBICEWTERR LD EMBI AT ET, 2D LD
HMHBEDFICOHILDE REBENVRTLEISYITEHEELIVERBICHETEIENTEDLD
IZRYFE T,

+ account required pam unix.so — CDETZ1—ILITTRTOBERTHIY MREEAZETLET &
I£, shadow /XZT7—RAERICINTWNIE pam unix.so EV1—ILDTAIVN-AVETT—RIE. T
AOVED RN THEOEDID FLIERDOOSN I FHBERICNNAT—REZTBLTWAN M E
IWEWRTBLDICFIVvILET,

- password required pam cracklib.so retry=3 — /RZT7—RAHIRRGINICA>TWWHh
(£, pam _cracklib.so EVa—)LD/RRAT—RK-OAVR—RVMIFLWIRT—ROLHICTOY T EH
LETRNRT—RDBFEER—ZAD/IRRAT—R - I597 Y= )LVILLUBBITRDON DN EIDNEHEET S
DI FHLER SN =705 L5857 ANLET,
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o Bl# retry=3 (X, TR HO TR T 2L, 2 —F— 13BN/ SRAT—RE{ERTBHICHE2E FvV
AEFHEDOZIEEBELET,

« password required pam unix.so shadow nullok use authtok — ZDfTIL. 7AYS LN I—H—D/N
2AT7—REZEBETH45(E, pam_unix.so EVa—)LD password A4 71— R&FATELIEELET,

+ B|# shadow (&, I—H'—D/RRAT—REBHTEEEI shadow NRAT—REERTELOIEY 21—
ICiERLEY,

o Bl# nullok (&, A—HF—DED/NRRT—R##/SAT—REER TELLIEV1—ILICERLET. 3%
BIFTNEZED/RRT—RETAYV - Ay ELTRYRbNTET,

o ZDTDEEZEDBIE use authtok (. PAM BV 2—ILERIvITBEZIIC IBBOEEMD RV
HERELET, ZOBIHUE. 2——ICHLWART—RDHDTOY FhaRRLAVWE)  EV21—
JICHERLET KD YIC, LAAT password BV 21— JUICKYREBRINATRTD/RRT—RKHZIF 4
FENFET, ZDOEIIT. TRTOFLWART—RIEZFIFFFSNBENIEF 2T R/ T—RD DI
pam_cracklib.so 7 AR @B LRIFNIEWNFEHE A,

+ session required pam unix.so — Exf&MD1TIE.pam unix.so EVa—)LDtyvav - A9 71—
Nty avaBEETELIERLET.COEV21—LIE. EZNhZThOEy 3V ORNEREIC. 1—
H—ZEH—ERYA(T% /var/log/secure ICEBERLE T, CDET2—ILILEBIMDHEERED /=DM D
session EV1—ILEAWTENERYYITEIEICEYRATINET,

3.5.5. PAM Y a2— )L DERK
PAM D7 T r—avic kYR T2=01C. WO TEH LW PAM TV a— L2 EHF I3 EMTE
ij-o

T AL HABEDN TV IALNRRAT—RDERAREEMR L, TNEYR—NT24HHIC PAM V21— L%
ZXF9 . PAM W 7O S AIKELBICHFLVWEY 12—/, BLUBEIAV/MILINE, IERITFNIEEBIEIN
BZERLKNRAT—RAKXEFHETEET,

INICEY FAREBE AT LEBEEN R AEEEIV/ NIV EIERKERZTOT S LICHLTENRS
Z RETHAEDLERREII TR TANTESDLIICLET,

EXARET1—ILDRFLAV NI /usr/share/doc/pam-<version-number>/ T4LIM)ICEENZE
9, 22T <version-number> & AT LIZHITE PAM D/IN—2 3V FESTY,

3.5.6. PAM EBEBIL T4 v ILDFvyia

Fedora 2% DTS5 T4 hIVEEY—)LIL. pam timestamp.so EVa— )L AFRLTCI—Y—II59[E
FCTHERE LR IEFE T, CDXNZZAANEDIDITHAET IO AIERITZIEREETY  AERS, 21—
H—7h pam_timestamp. so ZEMREF TIHANSBEND & HKRICYIBIICT VA L/H#ENMILYRIEIC
BIEINEZHSTY,

PAM timestamp AF—<ICEWVWTC IS 74 ANEBT ) r—av RSNz E I, 2 —HICH LT
root /AAT—RDHICTOY M LET, - —HD RSN/ & X, pan_timestamp. so EVa—)b
DNIALRYV T - TrAIVEERLET ., T 74 NT, Zhidk /var/run/sudo/ T4LIZMICHERINET . E
LAMLRY VT - TrAIL DS TICTEETDE. TS 714 HIVEBETIOT S LIK/NNRT—REELEFEA KD
Vi, pam_timestamp, so EVa—)LA, A—HF—IIF L TEREINRVWEERT7 IR EZBMDOS9 %Y YT
BIALRIV T - TV EHTICLET,

/var/run/sudo/<user> 77 AN EFAETEIEILY IMLRIV T - T7A IV DOEBDIREARIITEET,
F2IMFITH LT BEET 2 T774)IE unknown:root T ZNAFEEL T YM LRIV THEDUHNTH
NIE LT Ao ILIEERTY,
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HALRY YT T4 I DEFETEIL /SRIDBHITY 7ICEKRND R 7AAVICLYTRINET,

O

3.7 FREE7 Y

3.5.6.1. 94 LRIV T - 771 )L DEIR

PAM 94 LAYV THENTHBHEEX, AVY—ILEEBRNLIMLRIV T - T7AIDEEINBIE
PHEINET . VT4 REBENSINERITTELDIC NRIVICHBERET(AVE=I)vILET,
UK FMT7OT RV I ADNRIRINE S BN RIMLRYV T - T7 4V EFEET 57-0DIC Forget
Authorization RV &2y HILET,

(that affect all users) without typing the administrator password

@ You're currently authorized to configure system-wide settings
again. You can give up this authorization.

Keep Authorization Forget Authorization

M3.8 Y (7O DT
PAM 94 LAYV T - 774 )LICBEELTU T OERIBICK A DIFERETY:

o sshZAWTYE—PTYRATAICATAVLTWBRLIE YILRYY T - I IV EBRESTDHIC/
sbin/pam timestamp check -k root AvVRAFALET,

o HRENEET ) r—avERELIERLY—IFIL -4 RID 5, /sbin/pam_timestamp check -k
root YV RERITII2MELNHYZET,

« /sbin/pam timestamp check -k OA¥ YV RA&FHTS/HIC, T4 pam timestamp. so EVa—J)LICEAEL
Fma—H—LlTad1 LRt niEWNTIZEFEA. ZOOXY Y REFERTSHIC root ELTOTAV LARW
TLIEEW,

o FRIMYFITBEWT(FZAAVICHS Forget Authorization 77 avaFRETIC) VLT 1w ILEH|
BRUZZGNIE AT OOY VY REFERLET:

/sbin/pam timestamp check -k root </dev/null >/dev/null 2>/dev/null

ZDARVREMRATEDICKRT DL, ATV REERITLE pty BSILT 10w L (HNIE) DHAEHIFR
LET,

pam timestamp check ZHRALTYMLRY VT D74 IV EBEET D HEICETHHEMIT
pam_timestamp check ¥=a7JL - R—IESHBLTEIL,

3.5.6.2. —fi&897%4: pam_timestamp T4L Y T147

pam_timestamp.so EVa—JLIZWDHDDTFALIT1T7 2 3 HITET UTIREE—BNICFEHLNEA T

VEVASEF

+ timestamp_timeout — Y1 LRIV T - I71IL BN THZEEA (WEMAT)IEELEFT . T 74I/LME
1£300(5%) T9,

o timestampdir — YA LRIV T - T7M IV REFEINDZTALIN)EIBELE S, T 74V MEIZ /var/run/
sudo/ T,
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3.5.7. PAM EF /N ADFRA

Fedora Tl vV OYEBOAVY —VILRMICAT AV L A— =D EDT NA A ERETE BE
root I—H—D7=DICFHINTVWBEEDIRIARTTEXT, 2Nk, pan console. so &EMEEN S
PAM EVa—JLICLYEHEIEIINET,

3.5.7.1. T INM ZADFE

1—4—H Fedora VAT ALICAT A 5EE, pam console. so EVa—ILA login £/=lET 574000
JA>-TO7 5. (gdm, kdm, BELE xdm) ICKYRVPHINE T, 2O2—H =AYy —)Licoy A
VLR HDI—H— — console user ELTERINET — BSIK BV 2—ILITEEIL root ICKYFRE
INBIFIFRTNAIADBEEEZLI—f—IIEZ2FET . AV —IL - A—HF— L ZO1—F—IIxT55&
#BOO—HAIN-Ey2arvh R TIBET.INSDT NI REMBELE S, 2OI—HF—DOJT7 IR T
INAZDAEMEIL root I—H—ICRINFT,

HEBEZIDT AR YV RA—R TARIRZA4T 5LV CD-ROM RSAT2EHETHN BREIH
2HOIITIIHYFEE A,

ZDHEEICEY, —H—D' root PV EREBBIERLINSDT NARAERETERIIIICAYFET . DL
NIV = - A= —D— R I RV EBEHIELET,

LLTFD774 I\ AIRET DI E T, pan console. so ICKVEHEIFHINBET/INA ZADY AN EIRETEZLT:

« /etc/security/console. perms
» /etc/security/console. perms.d/50-default. perms

EDOT7ANICHBINED) ZANDSDT N, ZADNR—I v a3V a TR TEFT. LB EINLT
T4 ME FEETEZ T, 50-default. perms J7AINEZERTHLYITH LA FTLWI7MIL (Fz& ZI1E xx-
name. perms) Z{ER L T M BRIEEEZADLET FILWT 74N T71ILDERIE, 50&Y KEREF
(7z&z £, 51-default. perms) THRESRITNIEWFEE A ZNICEKY, 50-default. perms 771ILICHS
FIAINELEEELET,

Wee
|

gdm, kdm, F¥7l& xdm TARAF LA -RRx—Jv—RET7MIVE VE—h- 2—H—HOT1VTES
SOEBINFE T #E BRAMD SV LARIVSTRITTBLIFREIN, /etc/security/console. perms (T
3 <console> BLUV <xconsoled TALITAT LU TDEICEETZIENEFELLNTT,

I

<console>=tty[0-9][0-9]* vc/[0-91[0-9]* :0¥.[0-9] :0 «J <xconsoled>=:0¥.[0-9] :0

ZNUICEY N E—RI—H DI UIIBIFBTNARABLVHIRINAT TV r—2av~AD7 IR
VE(DIEEMEET,

gdm, kdm, F7ld xdm TARAT LA - IR—IvDERET7IIDN NV E—hI—HF—H0OJ1VTEBL
IEBINTWC ##. RAMSUADHSDBV I FLI—F—-SULRILTERITTDLIFREINT
WBR5IE, <xconsole> TAL I T17%RICHIBRL T <console> TALITA4T L TFDEICEETY
BEOTRINAALET:

<console>=tty[0-9][0-9]* vc/[0-9][0-9]*
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3.5.7.2.77)5—23vD7 1R
aVY—Jb-21—H—|E /etc/security/console. apps/ TALYZMICBWTHERTZHICEREIN-EHE
DTATSLANDT I AEELRFEET,

ZDTALIRIE VY= -2—HF—pY/sbin BELY /usr/sbin (CHBRHEDT TV r—avaERTTE
BT BRET7INEBHET,

INLDBREIT7AINIFEYNTYTTBT7 ) r—raveRUCEmMERBET,

AUV = A== AT I REERE DT T — L av DEBTRET N —T D1, Y RF LAY vy b
SOV EIIBREETE3IDDTAYSLTY:

o /shin/halt
» /shin/reboot
o /sbin/poweroff

INSIE PAM FEDT7 V5 —2arDi-H ERTZ7HOICHEICIGE LT pam_console. so EVa—IL %
HUOHLEY,

3.5.8.  BM®DYY/—2R

HUTFOYY—2E PAM %EF LAYBREL YT 2R AR MICHIAL TLE T, INS0YY—RITI
T PAM BET7 A LD EDES LTV B ESYIBRT B DICY R T ACDE TS ERA TR
I,

3.5.8. 1. AV AM=ILEINTWNS PAM RFa1 XV |
* PAMBEDTZaT )L R—Y — DD DIYZaT )L R—IH PAM ICBEE T I ERT T —
YAVEREIFACHLTEELET ATV OADLYEELRY =T - R—YD—ETY,

BRETFAIL
+ pam — PAM (LB 9 2FHBES LW AMIEBERTY.PAM RE771ILDOBEE BMNEEHET,

DY =aTIL-R—=IIF /etc/pam. conf LU /etc/pan. d/ TALIZMNIIHBELZDHRET7A
IAESHBBLEY, T 74/ NTC. Fedora I& /etc/pam. d/ T4LZRIZHBELXDEET7AI 5 FH
L. /etc/pam. conf BNFEELTCEERLET,

+ pam_console — pam_console.so EVa—J/LOBM%EHRLET . PAM BRET7MIDHICHZT
VM) —IIR g B B A EERLE T,

+ console. apps — /etc/security/console. apps BRE 77 CHIERRER I+—<vhEF T3
VERBRLET . NI EDT T r—2avh PAM ICEYEIY Y TONAOYY— - 2—H—|C
SYTOERTTRETT,

- console. perms — /etc/security/console. perms B2 ET7AICHIFAAIRER IA—< v NEAT
avaERERLEY, INIE PAM ICKYEIYETSNZOAYY— )b A—H—D/—Iv 3V AT
LEY,

« pam timestamp — pam timestamp.so EYai—ILERLET,

+ /usr/share/doc/pam-<version-number> — System Administrators' Guide. Module Writers'
Manual $ & Application Developers’ Manual 723 T7#<, PAM #¥Z£# DCE-RFC 86.0 DO —%5 &
F£9,ZZT <version-number> |& PAM D/X—23>T9,
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« /usr/share/doc/pam-<version-number>/txts/README. pam timestamp — pam_timestamp. so PAM
EV1-ICETRIEREEHE T, I T <version-number> i PAM O/NN—Y3v BB T,

3.5.8.2. % PAM 77 H Ak
« http://www.kernel.org/pub/linux/libs/pam/ — Linux-PAM Z7OY Y kD —REETF1 AN E2—>a3>
DITTHAMN IFIFR PAM EVa—IL FAQ. 57235 PAM RFa XV MIETREREESHET,
<

N

&S

LDOITTHAMIBHBRF AV ML PAM DBRFV—ADTYTAN)—LDN—=I3 (I T5E
MDT.Fedora ICEEFNZ/X—30D PAM ICH LT RRICEETIEAVWAELNER A

3.6. TCP Wrappers & xinetd

FYRT—D - H—EAANDT I REFEHTE T —N\EEBENE@DIIHRLEEREF1)T1DE
EDVEDTT,Fedora (ZTD7=HICWK DO DY —ILERBELEFT /& XL, iptables R—2D 771 L
A=) T4ILZ¥nid . H—RILDRYRNT—5 - A9y DR TEBRINBEWRYNT—7 -y AaELET,
TNEFATERYNT—0-H—ERITR LT, TCP Wrappers (&E DRZRDY "#t#" Ry NT—0 - H—
EAANDEGAHFATE LUIIESTINENEEHRITBIEICLY, ISLBREEEZBINLET . ZDLOIRSY
TINT=RYNT—5 - H—E RD 1D, xinetd s TF, THIERYNT—4 - —E 2D Y Ty hA
DEFAEFIEL, 7O/ EREHAEISICHEFT DT, ZOY—ERIFR—/R—H =M ENFT,

H3. OHHHHHHHHIHIHEHHHHHHHHHT TS DY —IL DRV ND—0 - —E R BRETE/-DICED LD ICENE
TEMNMIETEEAMARATT,
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TCP Wrappers

Incoming Request
from the internet

r
v

Request

accepted Bl

y rejected

TCP Wrappers

Request Request l’

accepted accepted

TCP Wrapped xinetd Controlled
Metwork Service Network Service

3.9 XY hT—7 - Y —EXADT VRl

CDEEFRYNT—-H—EZADT I ERAEHIET B2 EICH TS TCP Wrappers 8& U xinetd D& E|IC
EREHTET . ZLTCL NS0V =IOV EGENAEEEZA LETHDICEDLIIFEDLN L Z R
LEd,iptables ZAAWTI7AT7 04— IV ERT B EIBE T 2EMIE#Using Firewalls#%a5 R LT
LY,

3.6.1. TCP Wrappers

TCP Wrappers /3v/sr— (tep_wrappers) (&7 74N TIV A=V EN RV RT—0 - H—E R
ZRANR=ADT I AHEHERBELET NI =V DRICHIREEEMRIVR—FVME /usr/Lib/
libwrap.a 5475 Td, — MR HAET. TCP Sy INiH—ER&W Libwrap.a 475 VICEA T
VI INFZEDTT,

TCP Sy 73N —ERTERERATITDEE VF(T VM EREF T INDINEINERDB=HIC,

H—ERUTETHAMD access 771l (/etc/hosts.allow LU /etc/hosts. deny) #HHBLFET, %<

DFENVIITANTWBISATVREY VI RAMNIN Y —E XD &R %, /var/log/secure £7=lE /var/
log/messages ICEXRAL 72T, syslog T—EVEFERALET,

IS5AT Y N ERAFF T INDE, TCP Wrappers 3% 7> av D&% 7 TA NS —E RICBK
L.ISAT7 e —/RBDaAIa=25—avilEWTENU LEIFERY ANEHEA,

TOEAFEEAFTITMAT VIV ZRAMNINZRY N T =0 - H—EZADARI a3V DIESEPHRRAET %
AIIC.TCP Wrappers (9747 hEPYEY TB/HICOAT VY RERITTEET,
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TCP Wrappers (F§XRTOY—N\EBEZEDEX1YT1-Y—ILDREENEEERENETED

T.Fedora ICEFNZZLDRYNT— - H—E R Libwrap.a SATSIAN)OEINFET, ZDLOIRTS

A —avDWDhNE /usr/sbin/sshd, /usr/sbin/sendmail, LT /usr/sbin/xinetd ZHE T,
(]

s

JE&C

RYNT—=0 - H—ERD/XAF YD Libwrap.a &) I LTWEH RS 78Il root T—H—&L
TUTDaATYRZAALET:

ldd <binary-name> | grep Llibwrap

<binary-name> %Xy 7—2 - H—EZADN\A1F)DERICEIBRIET,
AR VRAMAEHAETICTOY TR TLBE, Ry hT—7 - H—E R Libwrap.a ~NEY V3N
CHHH,

LAUTRDIE /usr/sbin/sshd A% Libwrap.a &)L TWBIEEEERLET:

[root@myServer ~1# ldd /usr/sbin/sshd | grep libwrap
libwrap.so.0® => /Llib/libwrap.so.0 (0x00655000)
[root@myServer ~]#

3.6.1.1. TCP Wrappers OF =
TCP Wrappers (Eftt DRy T —2 - —EZXBIEDT I/ =y VIR TUT ORI RERBELET,

o HEHHEHHEHH R — BRLTWB IS4 T7 NSy Ny N —0 - —E
AMFAH TCP Wrappers BMERAINTWAIEICAN DEFEA EERI—H—(FRHRIN. BEXLE
Y—EREGEINEG— A . BIEINEISAMT UMD SDERKITEKBMLET,

o HHEHAA# — TCP Wrappers (&, Z<DY—/-7 T r—2ay 7 AHIEERE 771 L D—i%
MRy NEHRETE LYV TINARBEBATEDLLIILTEAO RETDIRYNT—0 - H—EREMIIL
TEMELET,

3.6.2. TCP Wrappers DRET 71 I
DSAT VMDY —EANEHREHFTTEHERDB7-HIC. TCP Wrappers 1. —f%#IC hosts access 77
AIWELTBRIND UTD2OD 77/ )V 5B BLET:

« /etc/hosts.allow
« /etc/hosts. deny
TCP Sy TENf=Y—EANISAT UMDY IV T AN EZ TR/ E ULTFTOFIENERITINET:

1. /etc/hosts.allowitittt — TCP Sy 7 ENi-H—E RIZIEZHIC /etc/hosts. allow 77/ )L %
RFTL. ZDOY—ERADEOIIEEINAFZHDI —ILEEALET,

2. /etc/hosts.deny ###H — TCP Sy FIN Y —E (L /etc/hosts. deny 771 L% IBE ICfR
MLET . XY FITRIL—ILERDIF2E EREEELET, RONSARITNIE H—EZANDT /D
FFainzxd,

FYNT—9 - H—EREIZETZ7-DIC TCP Wrappers AFHT3EE. ERBIZEELRIVMIUTDE
BYTT:
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» hosts.allow [CHBT7 IR N—IDRMIBERINDDT, hosts. deny TIREIN/IL—ILICE
HEXNFT . FDEDH H—EZADTIEIN hosts. allow THAaINBE BALH—ERICHETS
hosts. deny ICHBT I/ ERIETIL—ILITERINTT,

o BITAINIHZIN—IIEEDSTATAAEN, EZA5NTH—ERICRDIIIYFTZIL—ILH1D7E
FERAINET I—IILOIEZIBOTEETT,

o H—ERICTTZIL—ILDNEESDT7AILICER DS RIFNIE. ELUE 771D EELRTNIK, H—
EXADTORIIHFTINET,

« TCP SwFENiH—E R, hosts access 771 aF vy aLFEHA. TD7=oH, hosts. al low ¥
hosts.deny DEEIEITART, Ry T—7 - H—EREBEEFLAGKTE BEBICNREZ/FBET,

1O

hosts 7R - 774 IILDERFEDITHRITXE (Enter F—AFFTZEICLYERINTET) ThRlTh
1. T7MINCHBDRBDIL—IVIEEREELT. TS5—h" /var/log/messages E7=id /var/log/secure @
EELMIRBEINE T N\VIRTyaXFERAWSIERERITICOAZ)L— LI L TERKT
T UTOHIE, THSDRREESMILD I —ILDRBICHTZO7 Xy E— DFEET D55
BALZEY:

i

5z H=
[}

il

warning: /etc/hosts.allow, line 20: missing newline or Line too long

3.6.21. 7R I—ILDT7x—<vh

/etc/hosts.allow & /etc/hosts. deny DI74—< Yy MIE LU TY, ZITE/ v (#) TIREDITISERX
nxg,

BV —IWERYNT =0 - F—EZANDT IR %EHET B DICUTOERNLRTr—< v M ERALET:
<daemon list>: <client list> [: <option>: <option>: ...]

« <daemon list>— AVIRXENYDTOERE (H—EREGTId#HH#H) O—E.HLULALL 71K
H—R.T—EVD—BIIIYFRMEAFTOICTRL—% (B R) EZ I ITE T,

o <client list>— IL—JULICKYRETEZRAMNDKRANEG . RANIP ZPRL R BRI /NSY—2 FzlE
TAIVRA—RDAVIEGIYDY RN ISAT M) AMI LY ZEM A= B D720, it 1) A b
INEEFEZIIHITET,

s <option>— L—ILBREINAEZICRITINDA T3> 0702 avELIFTIoavy0I0V XY
UDYRN A T3y - 74— ILRIE IEER. DIV DB, T/ RO FAIIER. L0Mtboox s
FEAEYR—MLET,
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~

L DOEFREDFMIE. COHARDHDEIBTRDIIONET
o Wi

o B

o Wit

o R

LUTRIEY V7LD hosts 7R -IL—ILTY:
vsftpd : .example.com

ZDIL—ILIE. TCP Wrappers A° example, com RXLNZHB TR TDRARDSD FTP F—E > (vsftpd)
ADIARY AV HEFDEIIERLET, ZDI—ILH hosts. allow ICRNDE, ORI VaVIERIFHITLN
9, ZDIL—ILH hosts.deny ICHBFRNDE, ARV TaAVIFEEINET,

RDY VT IV hosts access Ib—IUIk, FUEHT. 2D0A T3y - 74— LR EFERALET:
sshd : .example.com ¥ : spawn /bin/echo ~/bin/date” access denied>>/var/log/sshd. log ¥ : deny

RATLay - T4—ILRIZNYIRSyoa (¥) BEICDIFONBZEITEBLTLEIVW, NV I RSy a5 E
BT2E RIDEDIN—IDERRTEIEEHELT,

DYV TIL-I—IUERDZEHELTWET,SSH T—E Y (sshd) ~DE#HEA examp le. com KX VITHB
RAMDSERALNDE NFRNROT 774 IVICEITZEBINT 57282 echo vV RZEFTLT. ORI Ay
PEEINET A Favd deny TALIT4THMFEHLNRTWBDT, ZDTTIE hosts. allow 77 ILICEKN
TELTET I EADER INT T A BT REARA T ay OFEMIE sttt #BRBL TSN,

3.6.2.1.1. 74JLRA—F
T4 ILRA—RIE TCP Wrappers B & UREEICT—EVRRARND TN —TETYFTEBLIILET . N
S5ET7I9ERIV=IDISATUR AN T4—ILRICBWTLYBEREICEDNET,

UTFDTAIVRA—RAFIHATEETY:

ALL — I RTUIRYFLET  T—EV - YRMNIFAT UM YAMIRLTEAZET,
» LOCAL — localhost D&HEYAR () #EFHWVWTRTDHEAMITYFLET,

« KNOWN — RRMBZFE/FRRAN-TRLAD B THE2D 1 —H —DBEH TH B, TR TDHRAMITYFL
£

+ UNKNOWN — FRRMZF/IEHRAN-TRLADN KR THEZNI—H =D R THB, TRTDORAMITYF
LET,

o PARANOID — ;RRARZERAM - FRLADN—H LW, TRTDERAMIYYFLET,
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N 82

KNOWN, UNKNOWN, & &Tf PARANOID 7 JL KA—RILIELWEIEAY DNS H—/NDHEEICREF S HD T,
ERLTERTENETY, REIRROBIRICLY ELRI—Y DY —ERTIER%R/2D%H
BE¥ahblnhEtA.

3.6.2.1.2. 1X9—>
NE—=IE IZAT VN RRANDT WV —T %L IERICIEET 272D VFAT VM- 74— L RIZBWTER
INET,

BRI ISAT M- 74— RIZBIFTBTYV N —D— B /9 —2 DY AN T,

o HHHHE () #EEEEER — RANBDIRDICEY A REBLZEICKY Y RAMNSN OV R—R VNG EHETS
FTRTORAMIYYFLET, LT DflIZexample. com RXAVIZHBZ TR TORAMIBRAINET,:

ALL : .example.com

o HHHHE () #HEHE IP #i — IP TR ZADRBICEYAREBLZEICEY IP PRLADRADEES IV —TF
HHETDEZIRTORAMIIYFLET LLTOHIE 192,168, x. x RYRT—VIlHB TR TDRAMIE
BHInxd:

ALL : 192.168.

o P #t/ s — XYM AORIRIZIP PRLADEED T IN—T DT IR EHIHT DD
IRE—VELTEFEDNET,192.168.0.0 A5 192.168.1.255 FTHO T RL REFEAF OTRTDORAN
ICERINET:

ALL : 192.168.0.0/255. 255. 254. 0

N 82

IPv4 7KL RZERETEIMEL TWBEE. P RL R/ T L 71w RE (prefixlen) X7 DE S (CIDR XKEi2)
EHR—FINFHAIPVE L—IL DA ZDEREFATEET,

o [IPV6 ###H] /R — (R YN/ T L7190 ZARIE IPV6 PRLZDEED T IV —T 15
TBT I EREGHIETZ/HI/NNI—ELTEDNET, LT OFIE, 3ffe:505:2:1:: A5
3ffe:505:2: 1:ffff: ffff:ffff:ffff FTOTRLREFEZFOIARTORAMIBERHINET:

ALL : [3ffe:505:2:1::1/64

o HH#HEE (Y) — T AV AVIE MO RD NI =25 EL VAT VM Y RRNEBEINRWRY, KA
FE IP PRLRADYT N —TREICTyFT2DIERINE T, LLTFDOFIIE example. com RXA > D
ICHBRANTRTIC:

77



BI3E XYy NI DEF2T L

ALL : *,example.com

o HHHHE () — DSAT VRN YA RSy aTHRE>TWSDE, 771V ZELTRYRDNET, ZHDER
NEtEET DI —ILDRELRSIE, CNIEBERTYT . LATOHIE TCP Wrappers V9 RT®D Telnet %%
2avICI LT /etc/telnet. hosts 771 ILESRBLET:

in.telnetd : /etc/telnet.hosts

it HFYFEbLNARW/ Y- TCP Wrappers ICEYU R IFF TSN F T, 5¥5#IE hosts access ¥=a
T 5 R=UESBLTLIEIN,

1O
EN=]

RAMGERA VEZFERTZEERFIERBITERL LIV KEE (L, ERLERIRREZE TS0
ICXFEIERREFATEEXT, ISILDNS Y —EZANDIHEICLYRATIN - —D Ry b T—
V- Y—EREFERIHIELHELE T TD/H. TR T IP PRLRAZERTEON—ET
ED

3.6.2.1.3. Portmap & TCP Wrappers

Portmap & TCP Wrappers DRE(L, FRANERBEE Y R—MLEHA. ZDI &I, portmap AR N5
TBEDITRANEEBA RV EEZRBKRLE T FEREL T hosts. allow % hosts. deny (C51F% portmap
IS 272 RFIEIL—ILIE RANEIEETZ7DIC P PRLREFERTZH. F—7—NALL 2fFAHL
RiIFNIEWNFER A,

portmap 7 EZRAFNEIINL —ILADEEIZTCICRBINBLWAELNEE A portmap H—E R HBiEENITS
WELAHZIELNEEA,

NIS % NFS D& RLLEHhNZ Y —E L BFTBH7IC portmap ITRELE T, ZD7céd. INHDH]
FREZHL TSI,

3.6.2.1.4.88F
BE.7IEREEIL—ILIET DDEEF EXCEPT 2% (HMFFE T N —ILDT—EV-DRANIZAT VR
ANEBELEFRATEET,

EXCEPT SEEFIX. AL —ILDARTIYEL Ty FIEZLDICEEDHNEHFTLET,

hosts. allow Z74ILDSDLLTDHFIE, TRTHD example. com R AKE. cracker. example. com (ZfRE. T
RTOY—ERIEHmEFIINET:

ALL: .example.com EXCEPT cracker.example. com

hosts. allow 77 ILDMDHITIZ, 192,168.0. x RYNT—IDISAT VML FTP ZRLTARTDOH—ER
HERATEEY,

ALL EXCEPT vsftpd: 192.168. 0.
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A

JE&C

FEREROIC EXCEPT SEE FAF AT A EA TR EIE. LIELIELVBETY  ZNICLY, EDHRRARD
Y—ERIIT IV REHFAFIIIETEINDII %R BDIC EXCEPT JEEF A LU D IFBT &L fib
DEBENFERI7MINEFREIREBTESRLOICRYET,

3.6.2.2. 73> 74—ILKR

TORREFAFIFERTHIEARNRIL—IVICINAT. TCP Wrappers D Fedora 2323, #HHa#HH
#EBLTT I RAFIESEANDILEEY R—MLE T hosts 7R IL—ILIZHBFEA T3> - T14—ILK
EHERTEIEICELY. OVBEOER, 77/ AFIEOBKE. o)L - AV RDRITHREDIEIE/FEE
BEEITENRTDIIENTEET,

3.6.2.2.1. Q7 BE
FTav-T714—IURI severity FALITATHFERATHIEILY. BEENIL—IILICRTZO7-T7Y
DF4B8ELVT AT T4 LRIV ELVEEICEETEISLIICLET,

AR DFITIE, example. com RAAVICH BT RTDRANDS SSH F—EVADERKIE. T I4ILED
authpriv syslog 77 U541 (I7 ) FAHEDIBEINTWRW D) IZTSA4 T4 emerg TRREFINE
ER

sshd : .example.com : severity emerg

severity 77 avAaFRALTI7V)T15IBETHIEELTEETT, LT DAL, examp Lle. com KA Dk
AMZEBTARTD SSH IR a3V RTH locald 772 YT (Il alert TSA(AYF4TERBEINET:

sshd : .example.com : severity local0.alert

EMRICIEL, syslog T—E Y (syslogd) #° local® 77 ) T4 5RFRTBLIBREINDET. ZDHIED
FKBEEHA ARSI LOY - T72 ) TADHEEICETHFHMIE syslog. conf =27 ) -R—I %S
BBLTEIL,

3.6.2.2.2. 77t A HIE
FFav - TJ4—ILRIZBEEN. REDA T avELTallow £2id deny FAL YT THEBITBIEIC
SYU T DDIL—=ILICBWTHRAMNDEFA /2 FIER A RMICTELLIICTBIEHNTEET,

F=EZIE LLTD2DD I —JbiE. client-1. example. com A5 SSH AT LET
M.client-2. example. com HODIEREIFIERZLET:

sshd : client-1.example.com : allow
sshd : client-2.example.com : deny
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W= ERERELETIVEABHEHFATEIEICELY. T Tay - 74—ILRIZ. BEEN1DDT7(IL
DHRTIRTDTIER = EHEETESBLIICLET: hosts. allow F7=|& hosts. deny, A AHDEE
FEINDT IR W—IVERBRTIDREEELRAEEEZET,

3.6.2.23. >x)L-aAvK
FFav - T4—ILRIET IR - IL—ILBLULTD2DDF 4L IF574TIc&YS )L - ATV REREITEXE LD
ICLEY,

« spawn — F/OERELTYTILARVRERELET  VITAMNTWEBISAT7VMDLYELWERS
B37HIC /usr/sbin/safe finger ZFATELIWMYRIERITTIET, L IZecho AvVRERAL
THENAOT 77V EERTEET,

LT OBITIE, example. com RXAY D SD Telnet H—ERICTIEALLIELTWBISAT YV MISER
BI7AINCOETCERHEINTT:

in.telnetd : .example.com ¥
: spawn /bin/echo “/bin/date” from %h>>/var/log/telnet. log ¥
:allow

o twist — BRINAHY—ERZFFAATV R TEIBRAFET . DT L7717 L LIELIE BAE I
TSy T (INZ—Ryb EERENF ) 2y Ty T T5OIFERINT T EHKLTWEIS5(4T7
VMIAY =& FEDBOICEFEZIFT T twistTALITAT I —ILITOREZICRNDITNIEWTEE
Ao

LLTFOHITIE, example. com RXLYHDSD FTP H—ERADT I ERAERATWNDIS(4T >V M. echo O
TUREAWTAYE—UEELSNET:

vsftpd : .example.com ¥
: twist /bin/echo ”421 This domain has been black-listed. Access denied!”

D)L -aARVR-F T a v ML hosts options ¥=a7 )L - R—IESRLTLEIN,

3.6.2.2.4. Yi5E
YEERI, spawn LY twist TALITATEEHIFRINDEEZ V47N Y=/ BLUEETZ O
TRAICEAT2ERERELET,

UTFIEYR—MINBIEIRDY ARNTT:
« %Ya— ISAT7VRD IP PRLRAEIRLET,
o« YA — H—/"D IP PRLRAERLET,

o Yo — A—HR—ERAMNE FE1—H—ZE IP PRLADEIRISAT UMD IZTIFTRIEHRAIRL
9,

o« Yd—F—FEv - FOtRAZERLET,
o Yh— OSATURDHERARNE (F/zIX . FANEHFATERITNIEL IP PRLR) #RLET,
o WH—H—/R—DHKRRANE (F/=IE. FANEHFATERITNIE IP PRLR) #RLET,

o N —ISATVMDHRAMNEEIRLET, E LA ATERITNIE, unknown ARRINET V517V DR
AREERRARNDTRLAD =B LA ITNIL, paranoid RIIINZET,

80



xinetd

o IN— H—N—DHRAMEEIRLET, ELFIATERIFNIE, unknown ARRINFE T, H—/N\—DHKERA+
ZBERARDTRL A =B LN, paranoid RIRIINFET,

« Yp—F—FEvOT7OERID ZRLET,

e Y%s — FT—EY - TOCRABLUVY—N—DRANEIZ IP PRLAD LD I, SEXFREEOY—/N—D
IEHRERLET,

o Yu— ISATURDA—Y—ZEIRLET, E LA ETERIINIE, unknown BRFZINZET,

LT TIL- I—ILEHRIRAZXINTOT T71IICEWTISAT VM RAN BT B/=6I1C
spawn OV REEEICHARAFALET,

SSH & —EY (sshd) ADORI 3V example. com RXAVICHBRARDSRITINDEZ Bl T74
WIS (%h RIBAEFRTBIEICEY) ISAMTVMNDRANEEEH T RITELHFTH7-0IC echo ATV R%E
EITLEY,

sshd : .example.com ¥
: spawn /bin/echo “/bin/date” access denied to %h>>/var/log/sshd. log ¥
: deny

BRICHLRIEVSAT VMRS AYE—V 5D RIVA X TE-DICERTEET LU TOHIT
IZ.example. com RXLVUMS FTP H—ERICT I ERAERITLTWBISATUMEI H—1\HoE 1SN T
WBZEEBAMINET,

vsftpd : .example.com ¥
: twist /bin/echo "421 %h has been banned from this server!”

F AR B AR LRD TR, BLBMD T V2 RHIHA T3> iE hosts_access DY =aT )L -R—Y
MDt4Yav5 (man 5 hosts access) HELU hosts options DY =TI -R—IEHBBLTLLEIL,

TCP Wrappers (CB8 9 25EMIE #runtinn BB IRUTEIL,

3.6.3. xinetd

xinetd T —EVIE FTP, IMAP, LT Telnet 250 — M ARYNT—2 - H—ERD YTy IADT Y
T REFET B TCP Sy T INTc#H#### CY . 77 G, EROFXF VT AR YFTAILIMN S
SV —2FERAELHEICN T Y —ERBEBEDRELS T avEigHLET,

P47 MDY xinetd ICKWFIEIINTWERY N T =0 - H—ERITE K LEOELTVWEEE Z—/—-H—
EXN) T ANEZIFEY, §RTD TCP Wrappers 772G —ILEFvILET,

FOEADHFTEINBE xinetd (FOARTAVHAZDY—ERICHTEZENEHDT7 IR - IL—ILFTEF
AINFT, H—ERDRLYZLDY—REEYYETOEN, TRTDEEZEINLI—ILIERLTWREWTEE
FrvoLET,

INSDERETANTHNHEIN(DFY, H—ERADT /AN FITIN, —EZANFDY Y —REIRIC
BT ZL T —ERADREZEINIIL—ILTRTUER LTWAW) ASIE xinetd IRYIIT RSNV
2AYV ZERIBLT. ZNADARY a3V DFHEEZRDHET, AR IV EILIN /K xinetd (. 754
PR —RBOIIa=sr—2avilzhl ESmMLERA,

3.6.4. xinetd XE 771V
xinetd DB EIT7MILIELLTDOEBYTT:

« /etc/xinetd. conf — £{&D xinetd BE 771/,
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« /etc/xinetd.d/ — H—ERBEEDIARTOI7MINEZSLT1LIN),

3.6.4.1. /etc/xinetd.conf 771 JL

/etc/xinetd. conf 774)LiE xinetd DFIFE T TIRTOY —ERICHET 2 — MBI LRBRELSHE
Foxinetd U —EZANRMEENTIEZIFHAAENET , ZD/HD REDEE L KILT H7-HIC
& xinetd Y—EXREZBREFITIVLENHYET,LLTIE /ete/xinetd. conf J7/IL DYV TILTT:

defaults
{
instances = 60
log_type = SYSLOG authpriv
log on_success = HOST PID
log on failure = HOST
cps =25 30

}
includedir /etc/xinetd.d

INSDTIE xinetd LU T OER S &HIFHLES:
+ instances — xinetd NNULIBTEZREBFYITAMNDRABAEIRELFT,

+ log type — xinetd A¥ authpriv A% - 77 U5 1%=FATELIZRELET . 2NnIEAT - N)—% /
var/log/secure 77 A IVICEZIAHE T FILE /var/log/xinetdlog DLIBRTALIT1THEBINT B
sizky, /var/log/ F4LYMNIIZH B xinetdlogE WA ARY LAY 774 IV EERLET,

+ log on success — KINL/=OARVaviliTaRRIRT DL xinetd A{ELEXT . T 74/ NT VIR
NEMIBSZYH —/SDYE—RNRAMD IP PRLREBLVTOER ID AEEFINET,

+ log on failure — ARV aVHEETINDE KRLOARI T aVEITEERT 57HIC xinetd Z5&
ELFT,

. cps — HOWBEZLNAEH—ERICTWHIY25AR072aVEIFEHFATTELDIC xinetd Z52ELE
T, H—ERD 30 WEFLINET,

» includedir /etc/xinetd.d/ — /etc/xinetd.d/ T4ALVMNIICHBH—ERABEEDHRETI7MILTEES
NAToavaERYAZZTT, 55 #etc/xinetd.d/ #i#HH# EEBLTIE IV,
@

s

pa (o

LIXUIZL. /etc/xinetd. conf (C453 log on success LT log on failure DFREIF. H—EREH
DBET7AIVICBVWTISIBEINE T, 2078, F#MlIL. /etc/xinetd. conf IJ7AILHTRTETS
SYU. BZ5NY—EZRDOTI771IVICEKNZDE LNE R AL Gl ottt SR UTKE
Ly,

3.6.4.2. /etc/xinetd.d/ T4L I~

/etc/xinetd.d/ T4L ML xinetd ICKYBEBINSZE Y —ERIITITEERET7MILEEZH T71ILD
ZENIT—ERE—BILE T xinetd. conf ICHBEIIT. ZDTALIM)I& xinetd H—E RN T HEX
DHFEPAENT T, HOWIEBRIIMREF /- E D0, BIEED xinetd Y—EREFBRE LATNIE
Wt A,

/etc/xinetd.d/ TALIMNICH DB IT7AIDT+—< v L, /etc/xinetd. conf EEIURNAFERALEFT. &
HP—E R TEERENBLDIT7MIVREINE—BDERAIE. LUBBICHRITIITE oY —E
A EREEZLRWEIICTBLHTT,
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INSEDIT7ANDEDEIREETHEHN BT H7-DIC, /etc/xinetd. d/krb5-telnet 771 )L &IRET
LZxd:

service telnet

{

flags = REUSE

socket type = stream

wait = no

user = root

server = /usr/kerberos/sbin/telnetd
log on failure += USERID

disable = yes

}
INSDITIE telnet H—ERAIFIF LA THRIELET:
. service — H—ERELAIBELET.EE /etc/services 77MIICBVWTYRMNINBZEDDT1DTY,

e flags — ORI avIcH TRV OMDEEDE NI 2 Y NLET,REUSE (X Telnet ESEISTTBY S Y
NEBREATALD xinetd ICIERLET,

REUSE 75713 IEINFE L7 IRIE, T RTDOY—E RIFBEERMIIC REUSE 7S5 A ERHLE T,

« socket type — Ry rhI—2 Yy hDFiE$E% stream [CEYNLET,

c wait — H—EXDNIUTIL-ALYR (ves) FETILF - AL YK (no) DEELTHENEIBELET,
« user — FOEADETINZ1—H— ID ZEBELET,

« server — EBENTB/OICNAF)RITARRREDEEELET,

+ log on_failure — xinetd. conf ICBWTT TICEZINTWAEDITIMAT, log on_failure IZxd 3
AT DINSA—9%I/ELET,

» disable — H—EZXHEMIL (ves) FITE ML (no) INdH%IBELET,
INSOATY IV EFOFEREICEETREEMIL xinetd. conf =27 I - R—UESRBLTEIL,

3.6.4.3. xinetd BRE77IILDEE
FALIT4TDOEEIT xinetd ICKYIREIN /Y —E R LTHIBARETT . 2D  avid, LYU—i%
MICERIND AT avyOnOM™MNISAMNLET,

3.6.4.3.1. AW EA T3y
LUToAxv Sy -FFavid /ete/xinetd. conf LT /ete/xinetd. d/ TALIRICH B —EREBD
BREZ7AIVICH L TR B ERETT,

DT LY—BMIcEbhaOx 74723y DW 20 DY RANTT:
o ATTEMPT — RBILARITHIRINAEVWIEEEEHKLET (log on failure),

« DURATION — H—EZRMNYE—K P RTFTAICKYFEAINRFEDORIZEEIHLET (log on_success),
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EXIT — & T AT —H9RFEH—ERDR T I FIL A8 LE T (Log on_success),

HOST — YE—h-RZAPD IP PRLR%FEERLET (Log_on_failure H&£T log_on_success),

PID — YV ITRANEZITE o/ —/AD 7O+ R ID #52#LET (log on success),

USERID — §RTODOVILF- AL YK stream 4—E X LT RFC 1413 TEEIN/-AXNEFEHLTY
EF—b-2—H—%528%kLF 9 (log on failure 8LV log on success),

OXV T -Z7arvDRLi) AME xinetd. conf ¥ =27 )L - R—IUESRBLTEIWN,

3.6.4.3.2. 7O REIEA T ay

xinetd —E XD —H—(F, TCP Wrappers M hosts 772 RIL—)LA&FSZE%EIRT 5. xinetd FRE
771V OT7 72 AGIEARET S, E LUIEADREETDHIENTEET, TCP Wrappers hosts 7
I RHIE T 7 IV DEEMIE #TCP Wrappers #i###H## SR LTI,

ZDEIoaviEY—EIANDT IR EFIEHT 570HIC xinetd ZHATEIEICOVWTEMRLET,
©

s

5T

TCP Wrappers &3\ xinetd BIEED xinetd Y—EREBEET 2. 7/ RATHHOEELI IR
ERFBHEY,

F7-. TCP Wrappers &iEW, xinetd 2@ L7727z AFIENE xinetd ICLYUFIEHINZH—ERDHH
WREFRFEET,

xinetd ARA N -7V R HIfEIL. TCP Wrappers (IC&UFEbN 2 AR EIEERYE T, TCP Wrappers (&2
DDEBRFET7MIL /etc/hosts. allow LY /etc/hosts. deny D¥nAATITRTDTIEREBENINET
M. xinetd D77 AHIfENE /ete/xinetd.d/ TALIMNICHZBEH—ERDERET7MIVICERSNET,

LLTDORRANTOER-FTFavid xinetd ICkYHR—MINZET:
« only from— EEIN/RANDADN Y —EREFRITEIEEHFTINET,
« no_access — YARNINIZRAMND Y —EREFRTEIEETOVIINET,

« access_times — FFEDY—EANMERINZ A gL HEEFETAIEELE T FFlwIE24FEREE
HH:MM-HH:MM TEEHINRThIEWTER A,

only from & no access 77> avid IP PRLRFAIFHKRAMNE DY AN EFATEET  H LT Ry hT—
ORFEIRETEEY, TCP Wrappers D& I xinetd 7/ GIHESEAOX VB ELHEFADES
CERKBOARITVIVORITERRICEH LALNS, BIEINARAMGLD YT AMNETOvI 5L
VY. ZF21FT152@ELEIEZENTEET,

TeEZUE LT D /ete/xinetd. d/telnet 771 LI EDRYNT—0 T I —THEHD Telnet 72X %3E
SLTC. HFaIhfa— -2 O/ 1V CEEETAHIRTEET:

service telnet

{

disable = no
flags = REUSE
socket type = stream
wait = no

user root
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server = /usr/kerberos/sbin/telnetd
log on failure += USERID
no_access = 172.16.45.0/24
log on success += PID HOST EXIT
access times = 09:45-16:15
}

ZDFITIE 172.16.45.2 DEH72 172.16.45.0/24 RYRNT—IDSDIZAT VNS RT LD Telnet H—
ERITIEALIIETHEE LUTOAYE—VZRITRYET,

Connection closed by foreign host.
IS ATAVERITHLLTDLIIC /var/log/messages ICEEEFRINET:

Sep 7 14:58:33 localhost xinetd[5285]: FAIL: telnet address from=172.16.45.107
Sep 7 14:58:33 localhost xinetd[5283]: START: telnet pid=5285 from=172.16.45. 107
Sep 7 14:58:33 localhost xinetd[5283]: EXIT: telnet status=0 pid=5285 duration=0(sec)

xinetd 77z A HlEIEEEIC TCP Wrappers Z AT 5& X 2007 72 AFIEIA A =X LDREKREZIREY
LIEIFEETY,

LRI ISAT7 M EEAERTBEX xinetd ICLYETINE—EDARYINTT,

1. xinetd 7—EVI& Llibwrap.a 5473 3—)L%&HAWT TCP Wrappers hosts 772 —ILICT &
ALET BB =D ISATYMIRYFTHE DRIV IAVIIEEINE T HFAL—IDIS4TY
MIRyFg2E ARITaVH xinetd ITEINET,

2. xinetd T—EVIE xinetd Y—ERAB LNV T ANIN Y —ERELSICHLTEBED 77 24|
L= AEFvILETIETIL—IDISATUMIRYFITBE AR AVIIEEINE T, DT
RiFNIE xinetd IZVITAMINIEY—ERDA VY RAIVAERBEL. —EZADIRIYavERDE
ER

N £ |

xinetd 7/ RHIEHIEEEIC TCP Wrappers ZEHT2EIERTISEDNHYE TR ERUNE
HMLAWHRES| SR TAEELHYET,

3.6.43.3. XMV REYFALINDA T3V
xinetd EBEET7MIIE. H—EZRD IP PRLAADNAVR, BELOHY—EZRD ARV IT AN &D IP 7
RLRRANG, FlER—ADYFTAL I MEYR—MNLET,

NAVRIE —ERBBDHREIZ7MIVLICEWVWT bind A 72 avaBAWTEIHIN, H—ERES AT ALICS
TB12D IP PRLRICY VI LET . INDREINEEE bind T 2aVIFIELW IP PRLAADY I TR
RDADY—EZRANDT I EREHFATINETVITAMIEDWT BREBZRYNTI—I4V9T—RICER
Y —ERENAVRTBLOIL.COAREFRATEIENTEET,

CNIFEHDRYNT— T T THFIIEEHD IP PRLREE DV AT AICES>TELICERTT . FD LD
BRIURATFALICBWT, EF a7 TlIBWH—E R (Fz&Z1E Telnet) 1E. 7SAR—~ - Ry M7= IN
AVITI—RABVWTDHRI)Y RV LT A=Y MIIBREINA VI T—RATIIEILREVWEIERET
xFY,

redirect 77> avid R— I ESEKRDICDIF IP PRLRFLIERANEEZIFFITET, 2O —ERIC
WITBINTDVI IR FBEINTRANER—IESAEVI(LINT LD —ERERELET,
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BUYATLICHBBDR— N EBSEIELRT. UIITAMNERLTIVICHBBID IP PRLRICYG AL
TEBNIIAN L2 EAIIRBRDVRATLER—IESICERTE. ELUIINSDA T3V TRTOMEH
BEhEETEHDICCNLDHREAFRATEE T, TNPA VAT ALILB TR EDY—ERITERLTWD
A—H—IhF B EBLKMBDOIRTAICEBIL - INEZINELNEE A,

xinetd F—EUNX ISAT VNIV YV EERICH —ERAARMHTZRANDOBTIRI Y ay OBR T > & ik
LT3 O0REEAH L. 2DDVRTABTT —95ERETEIEICLY,. DS IL IR EERTEE
ER

bind 8LV redirect 77> avD mid, —#EICEDLNALEZIL REBABICHONMNPTWVWTT . HDVRT
LICBWTHEHED IP PRLANEY—ERENA(VRLT, ZOY—ERICRHTEVITANET1BEDII Y
NRAZ2BBDIIIUANEYTALIRNTBIEICEY BERY AT LD EEMICELRDZRYNT—IICH LT
Y—ERERBETEOIFERTELT ADYIL. INSDFT>avid BRD IP 7RL AN EERE—L
DIVVNICETBDHEDY—ERDBEHEFHIRLT. ZOH—ERIIRTE2IRTDOVITANEZDEMOD
DI EINTMBDTIIANEYTALINTBDICEERTEEY,

cEZIE DR T L Telnet H—ERICRH LT COBREEF D I77AT7 VA= ILELTERINDIEEE X
ER

service telnet

{
socket type = stream
wait = no
server = /usr/kerberos/shin/telnetd
log on success += DURATION USERID
log on failure += USERID
bind
redirect

}

123.123.123.123
10.0.1.13 23

ZDIT7AIVICHD bind BLU redirect AT avid<wo il s Telnet H—E RIZHER IP PRL R
(A=Y MIELTWRED) IO TSI EARICLET MNA T, 123,123,123, 123 123%5
N7 Telnet Y—ERICTTZITARTDOVITAMI. 2DBDRYNTI—0-THTH—% BB LT, 771
T IA—ILERE AT LRI T I ERATEBRER IP PRLR (10.0.1.13) IES5NFT,ZLT. 774
T IA—ILE2DDY AT AR TRIEEZEY, EHRLTWBYRATAIZERICHDI U VICERLTWSE
X,123.123. 123123 ANEFERLTWBEEZET,

TO—RNUREREEE IP PRLRAEI DEFE DI —ITE>T, ZOMBEILEICHERTY, Network
Address Translation (NAT) 235X REBER IP 7RLRZFERT 25 —MNIzA<T I VDR BICH
BYVATALRT—MITAO AT LDHNUDSFIBTEETIEHYFEFHA L LD S, xinetd ICKYHIEHIIN
BREEDY—EZAN bind 8L redirect AT VavERVWTREINTVWEAES F— I/ oVid 4
BIDYRTLE MV —ERERBTELIBREINHEDOHIBT VOB TTOFVELTEHETEET. S
5T xinetd D77 RAFEELVOAF VI DIFIERFTav N ISRDIREDDICFIHARETT,

3.6.43.4.)Y—ABEBA T3y
xinetd 7 —EI& Denial of Service (DoS) HEMNSE AW LRLRILDREEEZOSNET  UTIEZDOL
IR EBEDENEEEIRTEDICKIIDOTALITATD)ANTT:

« per source —YV—R IP PRLRABEYDHY—ERICHTEIAIVAYV ADBRABEERZ LETBIHELT
BEDOIH%HZ (ST, xinetd. conf LV xinetd. d/ TALIMNIICHBH—ERABEBEDERET71ILICE
WTHERATEET,

« cps — MHAYDRARARIVAVEAEERLET . COTALITATIREATRYISN2 DD EZ
FHFET IEBBDBIBIMNH/YICH—ERIEFAIIN /ORI 3V O AE T 2F B D313
xinetd Y —ERZBUEMILTEETIHFLRITNIEWNF AW TY, 518 LTERDOH == TT
7. xinetd. conf LU xinetd.d/ TALIZMNIIHBH—ERBEEDHREI7MILIZBWTHFERATEET,
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o max_load — H—ERICH T2 CPU FIAEXRZ/AIZO—R-PRL—VOBEE2ER LIS ZB/NED
B AEZIIFITET,

O—R-PRL—=VREHEFRICBVNTEDS VDY —EZRDNT I T1T THEINEREMIAET D HE
TI,A—R-TARL—U DML uptime, who, 8L procinfo ATV RESRBRLTLIZIWN,

xinetd I L CRIBARERLYEZLDYY—RBIBA T ary I HyUET, F i xinetd. conf v =a7JL-
R=UBSRBLTEI,

3.6.5. MDY —RA
TCP Wrappers & xinetd ICBIT 28 MIE. S AT ADRFAAVREAVI—RYMIBWTAFHRETT,

3.6.5.1. 1A=L EINT TCP Wrappers RFaxv b
VAT LICHBRF AT ML, TCP Wrappers, xinetd, B8LUOT 7RI T2, BIMDREAL TV ay
ERLIADBEIVERTY,

+ /usr/share/doc/tcp wrappers-<version>/ — ZDT 4LV )& README 77V EEHF T I
I&. TCP Wrappers B’EDEIIBE, SEXFRRANERHEANTRLRADHY 2 2B 27ICDWT
FEMLTWET,

» /usr/share/doc/xinetd-<version>/ — ZMDT 1LY )& READMNE D7 ()L EEHF T, INIE, /etc/
xinetd.d/ T4LIR)¥NCHB Y —EREBE DR ETI7AINELERTEIEICTTEIIFIEZRTAT4T7E
EHEIT. T EREEY sample. conf TP DEEEZH/LTVNET,

« TCP Wrappers & xinetd |ICBIETZ Y =27 )L -_R—Y — TCP Wrappers & xinetd (CBEEY
BIFIFRT )T —2avPREI7FAINCETEEDTZaTIL- R=IDFEELET UATIRIVE
BERIZaTI-R—=IDWOHNTT,

Y—N-TFYr—>ay
» man xinetd — xinetd D=7 I)L-R—Y
BREITAIV
« man 5 hosts_access — TCP Wrappers @ hosts access Gl 771l DT =aF I -R—J,

+ man hosts_options — TCP Wrappers # 7> 3> - 74— ILRDIY=ZaT )L -R—,

e man xinetd.conf — xinetd B2 EA T ava—&ICLTWAY =TI -R—,

3.6.5.2. @7 TCP Wrappers Dz 7H Ak
- http://www.xinetd.org” — xinetd MiR—L, YV FIVEBET7AIL BEEDRLH—E, BLUBHEA
FAQ,

« http://mwww.docstoc.com/docs/2133633/An-Unofficial-Xinetd-Tutorial — B&BRE+a") 71 BE%E
KT 27D T 74D xinetd BRE 771V aRiBEILT 2L DELRDFELZHERT 5. TLBF1—
N7,

3.6.5.3. AEEEE
+ Brian Hatch, James Lee, 8 &V George Kurtz IZ&% Hacking Linux Exposed; Osbourne/McGraw-
Hill — TCP Wrappers 8&U xinetd ICEAT21BHRAEF>EN-LEF1)T1-JVY—2A,

% http://www.xinetd.org
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3.7. Kerberos

FYRNT—=IDHRICBEIFDV AT LADOEF ) T1EREEIFRWVIKWTT  EDH—E ARV NT—DICH
WTETINTWED, TRSD Y —EZRAEDIIRTETHAINTULSD, BBLNFEITBE=HIC@A
HIrOEEBEDORBEAEELET,

IS, XY NT—7 - H—ERICEBEELTWBI—H —[L KD FTP % Telnet ORI EHWTRY
7—J EICESIEINARW IR —ROEREICLYIEBAINZ LI, TOMINICKYFERIRTWEARD
KERNICEF21T7TIIRWEE BRTHBHIEEIIFATEET,

Kerberos I&. BRAGZRADAREHFT 27O ILICHTINEEARYRE, ZNICLYRYINT— -
Fa)F1 k%&b TEHETY,

3.7.1. Kerberos &l A TLLOH?

Kerberos & MITkJ:"M’FﬁY.‘W’Lt*/I\'? RO INTYT , ZLTC RYNT—0 - —ERIC2—H—
AT AOICHREER * AFEALET, NI /SAT—RA Ry NT— ETEBICIGRLTES A
L\g_é:%,%\ﬂikbij_o

L7=d> T, 21— —»H Kerberos #FALTRYRNT—9 - H—ERICERETBEE, RV NT—T- 8NS5 T4v)
BERTEIEICLYNRAT—REEDHSLHIELTVWBRTINAAVWI—Y — 3 RIICBIFTIESNET,

3.7.1.1. Kerberos MF &2

ZLDEBWRRYINT =0 - —ERF NRT—R - R—2ADFBHARAF—LEZFALET . ZDLIBLRF—L4
A=Y —RENRAT—REMIGTBIEIELY  EAONTRY NT =T - S —/N—AEFREET B DICT—
H—ICBRLET . AFIE Z<DY —ERIIWT T BRI ROIE IS INTE A ZTDELIBRRAF—
LatEFATICTREDI RYNT—VIIABEIST I EARBEICLAITNIEWFEEA.ZL T RYAT—
DNICHBIARTDAVEL—FEA—HF—DERIN FBRTIRIFNEWFEEA,

J2EZINDRBETHZELTE MV —RyMIERIN TRy hT— Oti%Li\bt#:TT%éc‘:Li%f;“n
FHARYNT—IANDT I EREEABREE L. 2 —f—-ThHU e X2 T4 EBLAEEBRICE
T A=Y —RENRRT—REHEIRYTE/=DIC NIy M- RZ 77— LTERSNZ LV TILAR NIy k- 77-
AP —%ERATEEY,

Kerberos D—BDRETBEIX, RV M T—I%BLABSIEINAWRRAT—ROEZEAFESTIETT . #
ICERINNIL Kerberos (/3 y b RZT77 =D FI LAV ERYNT—VICBLB INDE R ENRMIC
WHLET,

3.7.1.2. Kerberos DR &

Kerberos E— &N DR R F 1 T4 BREEZRYURIFETA, SEXEREBHICLYEATEIENHL
WhHELhEtA:

+ /etc/passwd % /etc/shadow DEHRIBER A UNIX /XRT—R - F—HR—2H 5, Kerberos /S A0 —
R F—=IR=IA—H—DNRRT—RERBTTEIEE. CDYRIERITIZDEEMEINAHN=ZZ L
DW=, BRI DDA EMELHYFE T, 451 Kerberos FAQ D Question 2.23 =&ML T
£

http://www.nrl.navy.mil/CCS/people/kenh/kerberos-faq. htm/P°

« Kerberos (&% <® Fedora #—/NI&WERAINS Pluggable Authentication Modules (PAM) ¥ 27
LY¥nEBPHAFEHEDHADHY T CORBDEFEMIE #Kerberos # PAM# S FR LTI,

RN BEEES LB LUES T REDIHEAINEHBDF—AIS(T VMY —N—PHETEVRT A,
® http://www.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html#pwconvert
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Kerberos M FAZE

+ Kerberos &, ZNZNDI—H =D EEINFITH EEINLVRYRNTI—JICHBEFBINLVERL
EEALFT . TOFELRBZI BSIEINABRWIRT—RARY NI =05 B TEHEEINZDERHST
ETY, LOLADS BYRI—H—LUADHEI DRI DOIFERINEF Iy NERKITTH1DDERR
b F—E2# 29— (KDC: key distribution center) . \C7 V2§ %7251E, Kerberos FREEY AT LK
BNYRIICEISINFET,

+ KerberosxFIATBT7IUr—avilE>T . FDY—RIE Kerberos 54735 OHICHB@EE)A—IL
S BDILBEINRFNIEWNTERE A CDFETEBIEINLT T ) r—avid Kerberos ##, %
WME kerberos ####EEZONE T WODDT ) r—2avIilf LT ZhE7 T r—2avDRES
PEDERETDADICBO TR THEIAREELGHYET MOEBREDRWT ) r—av it LT,
BRI —N—=E0FAT7 VM AIa = — N BHERICARLRBITNIEWNTE R A ISICE . TNIEAEE
BAa7OrSIvoanEELET, T 74V NT Kereros IS L TWaWO—X Y —RADT7 T 45—
YaviFLIELIEREBE@E, HYET,

+ Kerberos (Z2MNEHI DY) 21— 3 TY Kerberos Ry RT—2ICEWTHERIND LS
I£. Kerberos ICRS L TWRWH —E ZITEREIN BB INDRVWARRT—RIETRTYZRIICRYE
T ZDEIIT XY RT—21d Kerberos DERAMSMAEFEEFEH A Kerberos ZFWTRYNT—0%
X ATICTBDIC BBIEINBRWRRT—REEE T IHHD I ZAT VN Y—"—- T r—3>
D Kerberos WIH/N—2avaFRT2.E UL TDEIRISAT N/ == T TV r—>a> Gt
#HERALAWESICLRIThIEWTEEA,

3.7.2. Kerberos MHAHEE

Kerberos [ —E RDIFIFRBHBAERTE-OICFNBEEORAEAFSF T, Kerberos B’ D LD
ICHEBE S 2DV RFIIC. LT OREEERERIEIXEETY,

SREEH—/\ (AS: authentication server)
RN A=Y =T —EZRNDT IV RAEEEZ2EADY —ERICHTEF Iy NeRITTH Y —
IN=AS IF NI T AREELICI LT Vv LR o TUWRWN EEEZE > TWRWISAT U RDDLDY Y
I ZAMIGELET  ticket-granting ticket (TGT) ZF179 22 &L Y. ticket-granting server (TGS)
H—EZNDT I RAEERDIDIC—MRINFERINTTAS IF—BHICF—EARtr 49— (KDC) %
BLCHRAMIBWTEITLET,

E5X
EEbInT—%,

954F7 b
FYRT—=UIZBWT Kerberos DS F Iy bR B LY T4T74 (A—HY— RANE I T T —
av),

IgLFvovIL
BEDODH—ERIITTEISATVNDTAT U TAT1 %R TDIEFHRILTVIvILDO—EERIA
YN, ForyheEEEENET,

ILTFovovIb-Fova idFryh- 771
A—H—=¢XFIFRRYNT—7 - H—ERDB DB SIEINADI2 s —2aviIili§23—%250
774l Kerberos 5 [EHBEAT) —D LI DF vy a R EFERTE/ODIL—LT—0%H
R—=RLETH. 771 IS LY RIEBICH R— I E T,

ER=YAC A
A—H—%BATHDIFELNE—AR/N\Y Y1 BESEINTOWRWT—9%5FS5LYIEEF27TY
N RBROHZI—HY—DESTEHIEITELLEBEHNZLNTY,
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GSS-API
Generic Security Service Application Program Interface (Internet Engineering Task Force
SYFETIN/K RFC-2743 TEZINZET) k. EFa) T4 -V —ERZRHITZ2—EFEOELKTIT . D
APl iZ. ZNZNDT OV S LN BB ERBEANZ LD EFRNANB R L TEEWERIIT 5010
SATVNEY—ERICEVFERAINE T, Ry bT—2 -5 —E Z (cyrus-IMAPD &5 7:) H¥ GSS-API %f&
9 %451E, Kerberos #FAWTEREITEX Y,

Ny
#itsE L CHERONE T, # C X RN AR T &LV ER SN B, Th S DEIX— RIS, BRik
INFET—IDNBRIAINTOARWIEARIFICT2EOIFELNET,

Ny 2B
ABTF=IDSTF IR "T4H=T) N BERT B HE CNSDOBEEUL. A VER T 578
IS TF—Y95BEEB . GE. FEthIcERLET,

jF_
DT —S%B ST LIFEETIEZIEDNET I BHILINALT—FIE ELWT =98 L
IS H—RITHBO TEENRTNITEETIIEA,

F—Ecftz> 4 — (KDC: key distribution center)
kerberos F7 v aFT$ 5 —E R F-—MRHMIC ticket-granting server (TGS) ELTREUKRARMI
BWTETINET,

keytab (£7lEF¥—-7—7 )
TR EFDF—DESIEINTWARW) ANEEL 77, H—_—F kinit ZFFT2RHY
IC keytab 771 DO BEETEF—%RELE T, T 74/ D keytab 771)L(1E /etc/krb5. keytab
T9,KDC B H—/\X— /usr/kerberos/sbin/kadmind (%, (/var/kerberos/krbbkdc/kadmb. keytab
HFERTE)MBOIRTOI7MIN%=FRTE2HE—DH—EXTY,

kinit
kinit v RiE. gTICOQTA12 LT 20 hY #1H8 TGT (ticket-granting ticket) ZFICANT
Fry aTEBIIICLET ML kinit ¥ZaT7IL-R=YHEBBLTLEIL,

TV (FEEZTY oL E)

T R)Lid, Kerberos 2 F AT 3 4 F Al S -1 —f —F L E Y —ERD—BRERI T, 7V
> 1% root[/instance J@REALM D ICHREWVE T, —REAR 1 —H —ITT LT root (&AZ 1> ID
HRILTY, instance (A4 7> av T TV I A YV RIV A EFDRLIE AS5yda (/") 2BV
Troot SN BEINFT . ZDOXFE (") K (T 7AW RD NILL AV RYVRAERLZ)BRRAVAIVR
EREINFIN. ThEFERTIIEIIRAEBEET  LIAILHEZTRTOTSYVONIILIEESE S

DOF—%&F5, A—H—ICHLTRRT—RPLEZHINEZ D, H—ERITRH LTS VY AICEYINIIE

ER

LIV LA
Kerberos AT 3Ry rT7—2, 1200 FNLWEZ L KDC I DY —/N— BLIOBEMICEZ LD
ISAT VMO SERINET,

H—ER
XyRT—Y ETTORASNBTOI S 4,
Froh

BEDY—ERICHTEISATVNDTAT VT 4T 1% ERTIEFHRILT Vv ILDO—BFRYA
Tyh, LTV IvILEERENET,
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Kerberos IdEDELHICEIELE T H

ticket-granting server (TGS)
Y—ERTIERTZLHDICA—F—AREBEICEZAOND HETEY—ERIHLTFIry NRTT
B —/N—, TGS I[E—M&HIIC KDC ERICARAMIBWTEITINET,

ticket-granting ticket (TGT)
9547 D KDC DSEAINDERGEMDF Iy eGoNd I DICT BRI FTIvh,

EEEINTUOARLAIZRD—R
TLAY - TF AN ABDFEDB/IRAT—K,

3.7.3. Kerberos IZED LD ICENMELE T H

Kerberos [d1—H—//RZAD—RDBH AR EIFERYFE T  EA1—F—DERVNT—0 - H—ERITERE
TERDYIC, —F—A—FDRYNT— - H—E RICFBEFT 27012, Kerberos I RERES SSFEX
hi$B=% (KDC) #EHLET, 21— —H KDC ICEREE T 5E %X . KDC I EZFD vy avilEaEDF vk
HE1—H—DTIVIEYRLET . ZLT. TRTD Kerberos Tt —E AL, —H—IZ/XRAT—RA&(#
BAULEERIELYE,. I ——DOv I VIS Fryh a8 LET,

Kerberos DRy R I—IICWBA—H—HDNBEEDT—IRAT—avicQi(4v sz, )L
DT TN =23y - H—nN—m6D TCT 2V T APD—EE LT KDC IESNET, DYV TAML,
A—H—AEBBMICAZEIICOTAY - TATSAICEYESHET, ELUE, — =D OT M1V L7 IC
kinit ICEYUESNET,

FD1% . KDC IZZFDT—IR—RIZH DTSR LTFzvILET, TYV RN RDODB
E.KDC 12 TGT #ERLET . Zhid, I —H—DF—%FALTESEIN, 2—HF—~ERINET,

DSATUNIHBZATAVFIF kinit 7OVSLFI—F—DF—AFEHLTTCT #EELXT.FL T,
ZFhUE A ——DNRRT—KHPBEELEFT . 2 ——DF =354 T7 VNI VIZBWTDOAMER TN, XYy
KD —2 L TERIE S N#H#

TGT (&—EBRFRER GREIX100 52485/ ICHIRYIN T 2Ly SN V54TV -2V DILTY
v VIR EINFTIRAWVWLA TCT A WEEICEVWEEOMEBINS LD, iR EE I Yy IH
F9.TGT ARITINALE. 21— —I3 TCT AHRUIN T 2EX T, F/4£I1EOV 7V TBUAYVIVE5ET
INZAT—REBANTEHER>IHYFEA,

A =ARYT=0 - B —ERTIERTBRENHEHESEVDTE 7TV VIR TH TGS
HOTDHEDY —ERICHITBHLWTF Ty e BEKTHDICTCT 2FERALET,

() =

FYNT—=DICWBI—H—DEXT/NRT—REERET DI EICLY Kerberos SRS L TULRWS—
ERICEREL T 2751, Kerberos Y AT AIZBIRICISINDAIREML HYFE T, Kerberos ICHHIELT
WaWH—ERZFRTRIEIEECRVWEEESEET  ZDOLIAY—ERIL Telnet ¥ FTP 22 A4 F
T LMLADS, SSH » SSLALIN A —ERD IS ARMMBDES{EION I OFERIZIFENETH.
BEMTIRHYEEA,

DI
O

Zhid Kerberos FREEN E D LD ITHLBE T DD DIEIEWEE T, 5EMIC DLW TS st 5B LT
7‘\_-‘5\,\
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AN

&L

Kerberos ISIELSHEBE T B/ DICA T DRYRNT—2 - H—E RITKELET,
o XYNT—HICHBYI VBT REEEDITET,

IOvIRBETOTZ L ntpd DEIITRYRT—2ICR/H L TEY MYy FINZRETY, Network
Time Protocol %#—/X\—Dty 7y FICB Y B5¥#MIL /usr/share/doc/ntp-<version-
number>/index. html &L TL/ZIW (I I T <version-number> l&,. Y AT LICA VA M—)b
I ntp N —IDN—23 VB STY),

* Domain Name Service (DNS)

FYRT—UIC8E1F% DNS TR —& hosts BNITNTELKEREINTWSIEEHRICTRET
9, 55 MIE /usr/share/doc/krb5-server-<version-number> \Z#%% Kerberos \/5 System
Administrator's Guide 28 L TL/ZIW(ZIT <version-number> |&. Y AT LICAV AM—)L
INF krbb-server Ny —SDIN—I 3V ESTY),

3.7.4. Kerberos & PAM

Kerberos ¥} izt —E X IXIRTE Pluggable Authentication Modules (PAM) ZfFRLEHA — 0D

DY —ERIEZELIC PAM ZEELET, LA LADS, PAM 2FERT 27 7)) r—>avid, pan_krb5 €
Ja—)l (pam krbb TIRHEINFT) BNMVAM—ILINTWBE, FREED/HIC Kerberos ZFHTEE
Fopam_krb5 /3w —IF, login ¥ gdm LI —EZRNI—H—%FREATHEEEICETNSD/ART—R
EFRVWTHHIL TV ov L EBONEEIICT B UV TIVERET7IINEEHET . XY NT—0 - —EZA
DTV EADNEIC Kerberos [ —ERXZF7=1E IMAP D& D% GSS-APl 2FHT232H—EREAWTET
INBRLIEE, RYNT—VIFHYICELETHEEEZILONET,

N 82

BEEZI—H—H Kerberos /SRAT—RERAWTEZLDRYINT—0 - H—E IR TERWIE
ISERITARETY . INLDO Y —ERICLWVERAINEZ<OTOMIIVIE YT —Y L TEREE
{ELT.Kerberos Y 2T ADFI R EIET DRNIC/SRAT—RARS{ELEFRA EZIE. 21— —IF
Kerberos RN 7=DIFEHTZEDERUL/ART—REHWT, Telnet Y —EAANESREI T 5T EDEF
AINBRETIEHYEEA,

3.7.5. Kerberos 5 H—/N\—DE&E
Kerberos vk 7y 7d25EE%,.F9 KDC AV AN —ILLET  AL—TH—N—A vy Ty TTEHREN
L. FFYRY—FAVAR—=ILLET,

B#®D Kerberos KDC #ZETB7=HDIC. CNODFIBICRWVET:

1. Kerberos #5&E I 2HNICIFZIEEE DNS BNIRTDISAT7 Ve == UITEWTIE LH#EE
LTWBZEAEERICLET Kerberos H—/"—¢ZD U547V MOEIDOBZIBEEICOWTIIHFISER
ELET  H—N—E051MT7VMDORBTEZNS A LUET N TWNSE (ThiZ Kerberos 5 TR E AT AE
T9).Kerberos 7547V MIY—/N—IIFREET B ENTIFE A CDRFZIEHAIEIHEE A E YL
A—H—ICRYTET=DICHW Kerberos FryhaEHT2DEB<TOICARARTY,

92



Kerberos 5 #—/X\—D&E

Kerberos BMERINTWRWEETE, Network Time Protocol (NTP) BE¥D V547 N/ H—/N—-
FYNT—0%EYNT YT T HIENLEHELWTT Fedora IEZDBHID7HIC ntp N —TI% &

#ZF ¢, Network Time Protocol Hr—/\—%t vy 7y 925 EICBI T 25EMIL /usr/share/doc/
ntp-<version-number>/index. html % (<version-number> (¥ AT LAV AM—)LEN T
ntp /w7 —YDNR—T3VESTY) NTP ICBET B http://www.ntp.org ZZBRL TS,

KDC #1793 3EHEADTIVICE LT krbb-Libs, krb5-server, 8L krb5-workstation /Sy —
EAVAN—ILLET  CDORIVIRIEICEF 1T THILENHYET — AREMRSIE KDC LA DH
53 —ERERITIRETEHYEEA,

VIWLABRERAM Y=L IVI-REV T H RIS B7-0I, /etc/krbb. conf SKTU /var/kerberos/
krbbkdc/kdc. conf BRE 77 ML aMRELE T, >V FILERLIL AN EXAMPLE. COM & example . com
HAELWRAMVEZICBEEHRZ, — ELWERIKBVWTAXZENXFEBREIRE>TEIWN — F
7=.KDC % kerberos.example.com H5 Kerberos H—/N\—DEZRNIE A DI EICLYBETEFE
FTAEELE ITRTDOUIVARIEKXFET,. ITRTD DNS RAMGERAMVZIFNXFIILET . NS
DERET7MIVDERICEATHEFMEI TN TNOI =TIV -R—IUESRLTLIEIN,

) FAVTRIHS kdbbs util A—FAYFT4EBWTT—IR—REERLET:
/usr/sbin/kdb5 util create -s

create X RI& Kerberos LIV LD DF—%(R1FTET—IR—REEMLET,-s RAMVFIE<T
2 — - —/N—-F—PMRFEINS stash T7MIVDIERRABEILE T, F—AZmARAOTODICEETS
BELI7MILAEELAITNIE, Kerberos $—/X— (krbbSkde) (E. E2ENTHEXICEBLRI—H—ICTR
H— P —N—F— (F—5BENRTHHDIFERAINT) ZEKRLET,

/var/kerberos/krb5kdc/kadmb. acl 771 ERELE T, D T771ILIE. EDT) X )LH
Kerberos T—9R—REZDTICALNILEFE DO ERDZI-HIC kadnind ICEYFRAINFT %
<DOMBEIZTITTHOELPO>TWIIET:

*/admin@EXAMPLE. COM

AEDI—H—E, FT—IR=IBNWTE—TY /L (NULL, 22, F7-1d joe @EXAMPLE.COM
DEIBAVRIY ) ICLYRIBINE T, ZDREICBWT.admin DAV ATV RAEWI2DED TV
IV EFDI—Y— (& 2L, joe/admin@EXAMPLE.COM) &, L L LD Kerberos & —4~<R—2
ETONR)—%{TETEET,

kadmind B H—N—ICEWTREIIN LR TRTOI—HF—IE LILAILH B ITRTDIS(T
VREH—/R—IZEWT kadnin {793 EICLYZDH—EBERICTIVEATEET, LHALADL
5. kadmb, acl 77 IVICY ARSI —F—DHHN . BED/IRT—REZEITHIEARVT RAD
MDOFETT—IR—AELEETEET,

e

s

JE&EC

kadmin Z—54")F4l3x Yy T—2 £ T kadmind —/N\—AQ3I23=4/—>3> LT REFANET
570\ Kerberos #FRALET, ZDHERELT. KRADD TV N)Uid, ThEBETB7-0HIC
Ry RT—9 ECH—/N—ICEHT BRI, T TICEELRIThIEWFF R A kadmin. local OvY
RERWTERHDT) o N\ILEERLES, ChiE. KDC ELTRILHARAMIBWTHERAIN S/
HDEFMIREIN/ED T, FREED7=HIT Kerberos ZFRALEH A,
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BUIOT) RV EERT D01 KDC 4—IFILICBWTLAT® kadmin. local A< REAAL
EX N

/usr/kerberos/sbin/kadmin. local -q "addprinc username/admin”

6. LTV R%EHRLT Kerberos #&2&1LET:

/shin/service krbbkdc start
/sbin/service kadmin start

7. kadmin @FICHD addprinc AV VRAEFRLTI—Y—ICTTE T/ LEBMLET kadnin
& kadmin, local & KDC IS 2aAY Y RIAY A9 —T2—ATT . TN BHKIZ. Z<DaAv VK —
addprinc D&>7% — A¥ kadnin 7OJ S L% REI LB THAREETY, 5F#(E kadmin ¥ =27 )L -
R=IUESRLTIEIN,

8. KDC AFUYbhaRITLTWAIEARRALET . FIrvbalELT TNEILTVIovIL-Fry
DATFAINRETZHIC kinit ZRITLET RIS FvyiallhdILTriv)LD) AN ERR
ITBEOICKklist Z#FRALT. FvviabLVO0ENEELILT U IvILABEETSH/-0IC kdestroy %
FERLEY,

e

A

JF&EC

FI4IRNT. kinit (& ALY RFLOT (21— —4 (Kerberos H—/N\—TlEHYFHEA) & F
AL ALLDELEFT . ZDA—H —E D Kerberos T—IR—RICHB T )LE—B

LAaFhiE kinit TS —XAvE—I%RKTLET . TNANEEDZE. ATV RSAUIIBITEE18E
LTELWTY Vo LEAEEEICKinit Z#HHFALET (kinit <principal>),

INODFIEN5E T I5&. Kerberos H—/\— I FRERTBEICARVYET,

3.7.6. Kerberos 5 75147V DR E

Kerberos 5 75147 Nty N7y 528 H—/N\—%ty NPy T I2EETEHYEFA. RIER. 7
SAT UM 9=V %AV AN—=)L LT B ISA T M@ AR krbb. conf BRE 771V &RHLF T, ssh
Eslogin lZVZAT VN AT LI E—NTCAVAVTDAREFO—A. T 7O4T2DICEIDLEZLD
BELEANEETBICEEDHST  Kerberos (EIN7z/N\—VavdD rsh & rlogin ($F/ZFBEBETT,

1. BEZIREHEI Kerberos 75147V e KDC OB TEYITHBIEAERICLET, 52MI #Kerberos 5
#t R LTIV, IS, Kerberos 7547V - 7OT S L%RET BRIIC Kerberos 75
ATV MIBWT DNS W EYIICEIMEST B EAMEALE T,

2. IRTDIZFATVIIINITHEWT krbb-Llibs LU krbs-workstation /8w —I% A4V ZAR—)LL
9. 8IFAT7 VMR LT EIA /etc/krbb. conf 77 ML AHIALET GBE L KDC ICLYFERAS
N3 krbb. conf 77/ JILERUTT),

3. LIWAICHBT—IRAT—3vh ssh £zl Kerberos b3t 7 rsh ¥ rlogin ZFERALTER TS
2A—H—%FREET 27=HIC Kerberos ZFERATE2R1IC. TNBEHDKRANT Y2 /3L% Kerberos
F—IR—FE=RIFTNIEWNFER AL sshd, kshd, LT klogind H—/N—TOVSALIFTRT ##
H#DY—EZRD Yo IRHTBF—IIT IR TEIRELNHYE T, INA T, Kerberos {EX N7 rsh
Erlogin FERTRLDIC.FDT—IRAT—avid xinetd /Xy —IMNA Y AM—=)LIhTWARITN
IEWNFEEA
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kadmin ZFHT 5L KDC ICHBITET—IRAT—2avic T BRANT YRR EBMINET 2D
T—2BIFBAVRIV R T—IRT—2avDIRANE T TV A ER LT FhICS V4
LRRF—AE|Y Y THHI kadmin @ addprinc AV RIS LT -randkey 773V A ERALET:

addprinc -randkey host/blah.example.com

INTTY DRIV BMERINT=D T, F—3 #itt A kadnin 232470 C. kadmin ZHWT
ktadd AV REFRTEIEICEYT—IRT—2avDEOICHBEINET:

ktadd -k /etc/krbb.keytab host/blah.example.com

D Kerberos (EINRry hD—2 - H—ERZFHATZDITE T ERLAEBETIh TOWARITNIE
WFER A LRI, — B 7AL Kerberos b I —EREFNSEEMICT B EICETBERBAD—
ETY:

ssh— 9547V Y —R—DFRENESESE GSSAPIAuthentication 2L TWBREDS

(£, OpenSSH 12— —%H—/N—~FREE T 57=HIC GSS-API AFEALE T V54TV DY
GSSAPIDelegateCredentials LEMICL TWBE, A—HDIAENYE—N- YV RFALICBWTFIA
AREICARYET,

rsh 8LV rlogin — Kerberos (b IN7/z/N—2 3> D rsh HL U rlogin AT B7-5HIC klogin,
eklogin, 8LV kshell ZERNICLET,

Telnet — Kerberos (b X7z Telnet #{FEA T 57/ krbb-telnet AEMICINARIFHILWNTE
A,

FTP — FTP 7V R AR TB/=0IC. ftp D root E&EHITTY U NILICHTEF—AERRB LT
RETIVNELHYET A VRAIVAIC FTP H—/NN—DZLBMRRANEEERICEYM LTS
W, ZL T gssftp ZEMICLET,

IMAP — Kerberos (b XN 7z IMAP H—/\—%{F 9 57/<8Il. cyrus—sasl-gssapi /X —2%
AV AM=ILENTWBSIL, cyrus-imap /Xvr—I 3 Kerberos 5 #{FRALE 9, cyrus-sas -
gssapi /N4 —Jld GSS-API S35E A HR—KN$ % Cyrus SASL 571> % & HF T, Cyrus IMAP
I cyrus 2—H—A /etc/krbb. keytab [ISEENAF—& R DiFHN, TV /UL S root B
imap (kadmin ZFEWTERINET) Iy SN BRY. Kerberos W TELDICHEEET RETY,

cyrus—imap DILE L, Fedora ICHEEE N5 dovecot /v r—JTROIFONET, 2D/vsr—Tik
IMAP H—/N\—%&HFTH, IRTEE T GSS-API & Kerberos A R—hLTWER A,

CVS — Kerberos {t Xt 7= CVS Hr—/N\—%{FHT S/, gserver (& cvs D root EEHIZT )V
IV AEFERLET, EITRIFNIE CVS pserver 2@ —TY,

3.7.7. RAM—=LIL LD YEV T

ISAT VM ED Y —/N—TERITLTWB Y —ERICTIERALLDIETBEE Y —ERDZR(host) &
H—/\—D A (foo.example.com) ZRYUET, LH L. 1D2LUZ WL ILADRYRNT—2IIFTO/INhTW
ZHELNABVDT H—EZANEETILILLADZRICHAIL AT HIEWTEE A,

LILLADZBIET 74V T H—/8—D DNS RAMVEDN AN FETHERINET,

foo.example.org = EXAMPLE.ORG
foo.example.com = EXAMPLE.COM

foo.hg.example.com = HQ.EXAMPLE.COM

95



BI3E XYy NI DEF2T L

WODDREICBVWT, NI+ D TIN MTIEEINLILALAZIIEELRWLILADZRITLL
. INLDIBE .Y —/N—D DNS RXAVEDSFDLILLAZGADIIYEV T D ISAT VR AT LD
krb5. conf M domain_realm 29> avIilBWTUEEINRIFNIEWNTER A T2EZIE:

[domain realm]
.example. com = EXAMPLE. COM
example. com = EXAMPLE. COM

FOBEF2ODDTYEVTEIBELET . BHIDTYEY T 1L "example.com" DNS KX IZHBTRTD
VAT LD EXAMPLE.COM LIVAICFRB S 2E WO ZEARELE T, 2D HIZIERIC "example.com" &L
IBREROVATLELIVAILHDIEAIRELET (RAMVEEFMARIANDR BT HZHD "." DH &
ICEYRBIINZET,) vV IE DNS ICHBEEREFEINET,

3.7.8. Eh>¥%") KDC Oy~ T7vT

ZLDEHDLD, SZ6NTLILAICT L TERD KDC 2#R1T93IEEHERTINMELNEFEA DY
FUATIE. 12D KDC (#### KDC) DL IV I T—IR—ZADEZAAARER A —%#ERF LT kadnind %
EITLET (FNIILILLD #HHTEDYET), /2. 12N FNLYZ W KDC (#### KDC) & T —49R—
ADFHAAEFERDIOE—%#FFL T kpropd ZETLET,

TRAY——ZAL—T DIEHFIBIL, ¥ XY — KDC BNEDT—IR— & —BHRY Y TI71IVLIY VY TL
T EDI7ANER AL —TIEETBEIIICLET, I TNSOLENCZR T e T —9R— 55 HA
AEAIC—EY VT I7MIILDABTLEXLET,

ZAL—T7 KDC 2ty h Py 7T 5012, YAY— KDC D krbb. conf 8L kde. conf 77 ILHBAL—T
KDC (CHEZ=ICaE—LZE T,

Y 24— KDC IZ8WT root LT kadmin, local Z#EE)L T, ¥ X249 — KDC D host ¥ —E RT3
HLWIVN)—A{ERT 2701, FD add principal OvYRAEFERLEYT, FL T AFICH—E R
TSV LRBF—5EYMNTC SV LF—%ETRYI—DT 74V keytab 771 IVIRET B7HIT. TD
ktadd ZEALE YT, COF—IFAL—TH—N—%FRE§57<HIC kprop AV RICLYUFERINET , ED
BWDRL—TH—N—%AV A= LTEIMIEBDLLT . IhE—ELTERITITI2RENHYZET,

# kadmin. local -r EXAMPLE. COM

Authenticating as principal root/admin@EXAMPLE.COM with password.

kadmin: add principal -randkey host/masterkdc. example.com

Principal "host/host/masterkdc. example. com@EXAMPLE. COM” created.

kadmin: ktadd host/masterkdc. example. com

Entry for principal host/masterkdc. example.com with kvno 3, encryption type Triple DES cbc mode with HMAC/shal
added to keytab WRFILE:/etc/krb5. keytab.

Entry for principal host/masterkdc. example.com with kvno 3, encryption type ArcFour with HMAC/md5 added to
keytab WRFILE:/etc/krbb. keytab.

Entry for principal host/masterkdc. example.com with kvno 3, encryption type DES with HMAC/shal added to keytab
WRFILE:/etc/krb5. keytab.

Entry for principal host/masterkdc. example.com with kvno 3, encryption type DES cbc mode with RSA-MD5 added to
keytab WRFILE:/etc/krbb. keytab.

kadmin: quit

Z2L—7 KDC IZBWT root )L HS kadmin ZFEILT, AL—T KDC D host Y —E R TBE LWL
IVN)—AERTBI=HDIZ.FD add principal Av Y REFERLET, LT AFICH—ERIIHTBS
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D LIRF—tYNLT ST LF—ERAL—T DT 74ILK keytab 771 IVICIRTET B7=8IC kadmin D
ktadd ZHRALET. CDF—IFV 1TV MNaFRAET 5 & EIC kpropd H—ERICLYFERAINET,

#f kadmin -p jimbo/admin@EXAMPLE. COM -r EXAMPLE.COM

Authenticating as principal jimbo/admin@EXAMPLE,COM with password
Password for jimbo/admin@EXAMPLE. COM:

kadmin: add principal -randkey host/slavekdc. example. com
Principal "host/slavekdc. example. com@EXAMPLE, COM” created.

kadmin: ktadd host/slavekdc. example. com@EXAMPLE. COM

Entry for principal host/slavekdc. example.com with kvno 3, encryption type Triple DES chc mode with HMAC/shal
added to keytab WRFILE:/etc/krb5. keytab

Entry for principal host/slavekdc. example.com with kvno 3, encryption type ArcFour with HMAC/md5 added to
keytab WRFILE:/etc/krb5. keytab

Entry for principal host/slavekdc. example.com with kvno 3, encryption type DES with HMAC/shal added to keytab
WRFILE:/etc/krb5. keytab

Entry for principal host/slavekdc. example.com with kvno 3, encryption type DES cbc mode with RSA-MD5 added to
keytab WRFILE:/etc/krb5. keytab

kadmin: quit

ZOHY—ERF—%ERHWSE, AL—T KDC I EZNICERT TR TCDISIT7 U MR TEE T S
ML EFNEDITRTHIFHLWLILL - T—IR—EFDAL—T D kprop H—E R %RET B EAEF
AXINZHIFTIEHYEEA 7IERAEEIRTEHIC. AL—T KDC IZE1F5 kprop H—E R, /var/
kerberos/krbbkdc/kpropd. acl ICYRRINATY VIV ETHBISAT VMO ODBEFOHEZ T
F9.,¥ARY—KDC D host H—ERDZHIEZDI7AILICEBIILET,

#f echo host/masterkdc. example. com@EXAMPLE. COM > /var/kerberos/krb5kdc/kpropd. acl

—EAL—T7 KDC 7 —4IR—ADIAE—%EFT5E. TNEE BT EDIFERAINETRY—
F—HREICRYFT KDC T—HIR—ZADITAY—F—H, Y A5 — KDC (—fi&#IIZ /var/kerberos/
krb5kdc/. k5. REALM & WS &R ICH1F5 stash 77 MIVICIREINEE FIBFREAEX1T7RHODBH
EEAWTAL—7 KDC ICOE—9 20 Y I—DF —IR—R%E/EH LT . kdb5_util create -s #{TL
T EALCNRRAT—RAEMBTEIEICLYRL—T KDC ICE—D stash 77V AR TEZHNLET,

ZL—T KDC D774 7 94—ILIid< R — KDC H7R—hk 754 @O TCP AL TEHRETELLIICLTY
BHTEABERICLT kprop Y —ERARBEILE T, ZL T kadnin H—E R HHIINTWBIEEZEF Y
AW

S RAY—KDC IZBWTCLIV L - T—IR—=R% kprop ARV KD FHAHAALT 7AIKDT—49 774 (/
var/kerberos/krbbkdc/slave datatrans) I, VT $BIEICELY FRDOT —IR—EHRT AN EEIT
LET.ZLTC.TDABAERAL—7T KDC IZERiX T 5701 kprop AV RAFERALET,

#f /usr/sbin/kdb5 util dump /var/kerberos/krbbkdc/slave datatrans# kprop slavekdc. example.com

kinit ZEAT2E V1TV R RT LD krbb. conf HHAFDLILAICKF LT KDC DYRMIHZR
L—7 KDC DHYZRILTWEEDIE ZAL—T KDC Mo#JHiIL TV v L ZELLBONDI L &AL E
£
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BIILIWAL-T—=IR=2RETVTTDZRAI) TRER LT T—IR—R&Z AL —T KDC ICBEHICERET
57Ol kprop AV REEFTLFT. ZL T EHMICRV) FNEETTBLHDIC cron H—ERERZELE
ERS

3.7.9. 78R VILLSREEDEYRNTY T
#HHHHHHHHE, TNODBE BUA DL LD ETEH —ER (— BRI EDO Y — /=Y AT AILBWTE
TLTWBY—/N—7OtR) BRI T2DIC. HBLILLADISAT VM —EHICI—H—) H¥ Kerberos
HERATRIRRARRT ZOIFERINEEETT,

RO HBEIFE I LT A EXAMPLE. COM E WS BRIDLILLAD IS4 T > hAY B. EXAMPLE. COM L L AICH S
Y—ERCTIERTB7HDIC. AADLIL LD krbtgt/B. EXAMPLE. COM@A. EXAMPLE. COM &L\ S & RTD T >
IR T X — 2B LATNIERST BADF DN ENSICEAEI IO NRALF—N—YavES
ERFRIINIEWTEEA,

INEEKT DO FERBICERWNVIRT—RFLIE/NRRATL—IEZIRL T, kadmin IC&YERAINEEA
DULILALICHBIFDT) o)Lt MN)—BERLET,

# kadmin -r A.EXAMPLE.COM kadmin: add principal krbtgt/B.EXAMPLE.COM@A. EXAMPLE.COM Enter password

for principal "krbtgt/B. EXAMPLE. COM@A. EXAMPLE. COM”: Re-enter password for principal "krbtgt/

B. EXAMPLE. COM@A. EXAMPLE. COM”: Principal "krbtgt/B. EXAMPLE. COM@A. EXAMPLE. COM” created. quit #f kadmin -r

B. EXAMPLE. COM kadmin: add principal krbtgt/B.EXAMPLE. COM@A. EXAMPLE.COM Enter password for principal "krbtgt/
B. EXAMPLE. COM@A. EXAMPLE. COM”: Re-enter password for principal "krbtgt/B. EXAMPLE. COM@A. EXAMPLE. COM”: Principal
"krbtgt/B. EXAMPLE, COM@A. EXAMPLE. COM” created. quit

WAHADIVN)—DRHIETBF—-/N—UavES (kvno B) ERESIEDEREAFOIEERIIT 572
IC.get principal v REFEBLET,

XA TAFRFVEEEIL. XAT—RORDYICS VI LLRF—%E|YYETEHIC
add_principal ¥V R® -randkey # 7> avaFRALT RIDDLILADT —FR—ZNSH LT
YN)=EFUTLTC ZLTENE2BBICAVER—bMLEDIETEILELNERA. T —IR—RIIEEFN
X —DNYRI—F—ZAVWTHESILINLENEFLDOT,. ChZLILA-T—IR=RIIHTHYR
H—F—HE—TRIFNITSFLEETE A,

2T A, EXAMPLE. COM L JL A3 2954 7> M B. EXAMPLE. COM LIV AIC$H2H —E RICRIFTEZT. S
WX B&. 2T B. EXAMPLE. COM LJL Zsid A. EXAMPLE. COM LJL L% ##LEd. 6 LIt YTV TILICED
&.B. EXAMPLE. COM (% A. EXAMPLE. COM Z##L %9,

CHIFBEERSAEA5LET: 70X LILLGRIEET 74V b C— A BT, B. EXAMPLE. COM L JL A 125

9% KDC (&, B. EXAMPLE. COM L JL AIC#BH —E RICEREET 7= IC A EXAMPLE, COM hSDISA TV &

EfETEINELNEE A, LA L. B.EXAMPLE. COM LILAICOSAT Y M H>TERL TERB AR 2L &L
SE (L A.EXAMPLE. COM L)L AICHZH—E RICEREE T 572 DIERBINE T MDA RICEFEAHEITS

7=OIS. B HDLIL LD krbtgt/A. EXAMPLE. COM@B. EXAMPLE. COM 4 —E RICH T 2F—AHETIHNEINH
VET(EDOFIEHELT. 2DDLILADIER = RIFICTZBIEITERLTLEIW),

EEOEHRBRVLIVABOEEARHEITIHM— DA ETHIALIE. ERHDOLILLEST XY NT—IIF
TYRNTFYTTBIENFERICHLWTT , ELATEIS, VAR LIV AREEIX R TS, A. EXAMPLE, COM
MSDYIS5AT > hHY B, EXAMPLE, COM (C8hBH—E RICEREE T, B. EXAMPLE. COM DS D I S5A TV MY

C. EXAMPLE. COM (Cd» 2 H—E RICFRAITE B4 5IE, €. EXAMPLE . COM #i# A. EXAMPLE . COM % {538 TWL
72<TH A EXAMPLE. COM (2353754 7> M C. EXAMPLE. COM (2853 —E RICEEREITEZF T, I RD
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CEEBRLET . BEWNNITARTERATILENHD. EHOLILLZFHDORYNT—JICEWT EDEHE
BfREtEy Ty TTEMIDVWTRWMERETZIER BDEEINDZBNOEEFRITHESTIENTEX
ED

X TCHYGEHMNARBICERELET: 7517V MDY AT AR BEOY—EZANRBTELIL LAEELICE
THINBIIICEREINRITNIEWTEREA T ZDLILAILHZY—ERII/TEIL TV IvILEEE
TERFRERODONDITNIEWNTEEA,

FTE—I EIONELILALAICBWTEEDY —/N—Y AT ADSRMBINZ Y —ERICHTE T o
V&I, —BRICZDIDICRAFT:

service/server.example.com@EXAMPLE.COM

ZDPNUZH T, service [ F—HEHIIC. FERTZ7OMIIILDEZRT (thD—HRBYAMEIL Idap, imap, cvs, LT
HTTP #&#%9) LI host #{FEH LE Y, server.example.com (1 —E 2 %=R{TLTWE Y AT LD5E
B8R X1( >4 (FQDN) TY, 7. EXAMPLE, COM (&L L ADEZRITT,

H—EADNBIDLINLEEEHT DI V1TV MILIKLIE. mANE (server.example.com) 7%
DNS KX1> % (.example.com) %L )L L% (EXAMPLE.COM) I3 T3 %7281, DNS F7ld /etc/
krbb. conf Mdomain realm £ovavaSBLET,

Y—EAREDVILALILBTED ERDZBE H—ERICERIATEZIEIFERTEODI LT IvIL a5
TeDIT ATV MEIAVIIRNTBRENHBLILLDHEE, FE o)ﬂlﬁ%’c:/&ahbmcinm\b‘m\
DERDZITHIEWNFEEA,

ZHIF2DDAFEDRTI DTERITINET,

AR EEMEELBWVWT 74 MDD AR HBEINEBEBOFTLIL AR EEZXEIETY, flEL
T.A.EXAMPLE. COM, B. EXAMPLE. COM, 35 7* EXAMPLE. COM & WD ZBID LIV LkE X F9 . A. EXAMPLE. COM
LILAICSHBISAT VMDY B.EXAMPLE COM ICHBH—ERICERIELLHETHEE, TIAILNTET
EXAMPLE. COM L L AICK 2L T v L ERELEIELEY, Z LT, B. EXAMPLE, COM L JL AICBWTER
TBEODILT v ERETREDICENLDILT Y IovIILAFERLELIELET,

ZDIFVFITEBIIBIZATVME HBEDH DNS ZERYUFE>TWEIHIDEIICLILAZERYIRWET,
H—EZADLILLAD "L" TEHBZRAVMITEYEET. RBEBICBWTETND """ THBLILLDEZE %
ERTZEHILZFNEEDOLILLADEZHIOIAVR—R VMg RUERYREE T, ZORBRT. Y—EZD
LILAICI2EYEBLKETH—ERDLIAZDAVR—R Y NELTBICDITHEDTHRO T, 7O R ICEE
TEELILLIRMD "Ry 7" TY,

fe&ZIE A EXAMPLE. COM (2855 VL7 &+ )L % A LT, B. EXAMPLE. COM ICH 5 —E R %5R5E S 2 5 0%
¥nA. EXAMPLE. COM — EXAMPLE. COM — B. EXAMPLE. COM
+ A.EXAMPLE, COM & EXAMPLE, COM (& krbtgt/EXAMPLE. COM@A. EXAMPLE, COM |IZX3 9 2% —AHBLET

+ EXAMPLE. COM & B. EXAMPLE, COM (& krbtgt/B. EXAMPLE, COM@EXAMPLE. COM |ZX3 9 2% —AHBL XY

£21DDfFNIE, SITET. SALES. EXAMPLE. COM (2839 LT <+ )L % ff F3 LC, EVERYWHERE. EXAMPLE. COM (Z
HBY—E RAEFRELT B E¥nSITET, SALES. EXAMPLE, COM — SALES. EXAMPLE, COM — EXAMPLE. COM —
EVERYWHERE. EXAMPLE. COM
« SITE1. SALES. EXAMPLE. COM & SALES. EXAMPLE. COM (& krbtgt/

SALES. EXAMPLE. COM@SITE1. SALES. EXAMPLE. COM (Zxf 9 2F—4AHBLET

+ SALES. EXAMPLE. COM & EXAMPLE. COM & krbtgt/EXAMPLE. COM@SALES. EXAMPLE. COM (ICXd ¥ —%HABL
EX3

» EXAMPLE. COM & EVERYWHERE. EXAMPLE. COM (& krbtgt/EVERYWHERE. EXAMPLE. COM@EXAMPLE. COM ICXd %
F—=HBLEY
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EI—D2DHE. ZDBRINHBEDY T1v I RHBLABVWLILARZFEATELI. I RELET

(DEVEL. EXAMPLE. COM & & U* PROD. EXAMPLE. ORG DEVEL. EXAMPLE. COM — EXAMPLE.COM — COM — ORG —

EXAMPLE. ORG — PROD. EXAMPLE. ORG

« DEVEL. EXAMPLE. COM & EXAMPLE. COM (& krbtgt/EXAMPLE. COM@DEVEL. EXAMPLE. COM (ZX3 9 2F—%AHEBL
XS

« EXAMPLE. COM &7 COM (& krbtgt/COMGEXAMPLE. COM (X §2F—%HABLET
« COM &K ORG (F krbtgt/ORGACOM (ZXf T BF—AHABLET
+ ORG $ LT EXAMPLE. ORG & krbtgt/EXAMPLE. ORGAORG (T ¥ ¥ —%=HABLXT

 EXAMPLE. ORG 35 & U* PROD. EXAMPLE. ORG (& krbtgt/PROD. EXAMPLE. ORG@EXAMPLE. ORG (=X 9 2F—%4HHB
LET

SUBMTIYERRLDAEX. HDLILAICHTEILT Vv ERFEDISAT VM ED LIV LD H—/N—
ICEREECEDBEICEBLLF AV DRICHDIDEIR T ENTEBLDIT, /ete/krbb, conf D capaths 293
VHEERETBHIEICEELET,

capaths £/ av DR IILBENEETT: /Y avDR I VNI —RISAT VI BEETINELAL
WLILADEBICZBID DIIONET  ZOYTEI2avORT 94TV ILTUov L =B R ITHIE
WFARWARBLIILADEYME Y—E XN FEETIHNELNAVLILAENIGTE2F—DEELTYRRNSH
FI.EHELAELIILLDRITNIE E " DMERINET,

ZhiIBITY:

[capaths]

A.EXAMPLE.COM = {
B.EXAMPLE.COM = .
C.EXAMPLE.COM = B.EXAMPLE.COM
D.EXAMPLE.COM = B.EXAMPLE.COM
D.EXAMPLE.COM = C.EXAMPLE.COM
}

ZDHIUTE T, A EXAMPLE. COM LIV LZ35 B0 547 > M B. EXAMPLE. COM ICX 920 TV vl Z B
A.EXAMPLE. COM KDC D570 R-LILL-ILT U vIL 55l ENTEET,

FNSDISAT > H C. EXAMPLE, COM L JLAICH B Y —ERICEWE b LiFhiE, 3 B. EXAMPLE. COM
VILLADSIAERILT Vv )V ERIGT2ENHYFET (ZhE krbtgt/B. EXAMPLE. COM@A. EXAMPLE. COM
NEETINEAHYET), ZLT. (krbtgt/C. EXAMPLE. COM@B. EXAMPLE. COM %A{# F3 L C) C. EXAMPLE. COM
LILAICBWTERT2ODILT U IvILERBT2HIL. TN6DILT Y ov L EFERLEY,

TNSDY 547> M D EXAMPLE. COM LIV AICHZH—E RICE WA D EZWRSIE, IEEIC
D. EXAMPLE. COM LIV LZZ(EAT27DICIL TV o vILZ155R0IC. £9 B.EXAMPLE. COM L)L ADNS A ETRY
LT Y ov )b % RIC CEXAMPLE, COM LILADNS I LT v ovILEFICANDREDHYET,
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D HET capth TR —%RRLTWRIFNIL, Kerberos (70 - LIV AEFERER I IEE AT
EIRELET,

A. EXAMPLE. COM L)L sl2d5% 954 7> M B. EXAMPLE. COM L)L ADNSEEIORARXA Y - JL TV 4
WERBIENTEXY . INEEKRY S " B RFNIE I517 Y MIBEBMR/NN R 2 M AT 57HIC
ROYDHAELET . SEIDIGZE:

A.EXAMPLE.COM — EXAMPLE.COM — B.EXAMPLE.COM

3.7.10. :BD)Y—2R
Kerberos ICBEd 25EHIZ. LLFDNY—RESRLTIEIWN,

3.7.10.1. 1V A—ILEN Tz Kerberos KFax»h

+ PostScript =& LU HTML F5R D Kerberos V5 Installation Guide 3 & Kerberos V5 System
Administrator's Guide, ZN5DRFa X M /usr/share/doc/krbb-server-<version-number>/
TALYNITRDOIFSENET (TIT <version-number> [Y AT LITAV AR—)LEIN T krbb-server
Ny —=IDN—=I3VFSTY),

+ PostScript 8L U HTML F=X D Kerberos V5 UNIX User's Guide, 25l /usr/share/doc/krbb-
workstation-<version-number>/ 7T1L 7 N) (ZZT <version-number> &2 AT LITAV A M—
JLINT krbb-workstation /Xy —2D/N—23VFSTY) TROIFLNET,

+ Kerberos ¥=a7JL-_R—Y — Kerberos BEEEELAIFIFERT SV r—avERET7MILICK
FTEHEDRZaT I R=IDHYTT A TRIVERBYZaT IV - R—TDWDOHDYRARTT,

DSATVNT T )r—3y
« man kerberos — EDLIITVL TV IvILHBEBEL T Kerberos F7 v BB HLVEET 2
HOWR(EAIRMTEINMIDWTERIAT 5. Kerberos VAT ALAANDEA Y= T7 ) - R—I DR
BICEETEZY=ATIL-R—JDEEESRBLET,

« man kinit — ticket-granting ticket ZEVfSE LU F vy 19 5/HDICZDIAT VY REFERTDH
SEICDWTERBALEY,

+ man kdestroy — Kerberos L5 v vl 5EESTZAHICCODAVVREFRITEZAEICDOWT
EREALE T,

« man klist — Kerberos ¥¥v>ash=IL T vl ERRTDEHICZOATVREFRTEH
SEICDOWTERBALE S,
By )r—ay
+ man kadmin — Kerberos V5 7—49RXR—A&EEB G 5HICCDIATVREFERITZHEICDOVWT
SREALET,

« man kdb5 util — Kerberos V5 T—9R—RUEIFTBEL NIV DOEIBMEEEER B LUVETTS
TeDICIDAY VY REFERETEAHEICOWTERBELET,
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Y—N— TS ) r— 3y
+ man krb5kdc — Kerberos V5 KDC ([CXfLCRIB R EAROAVY Y RSAY A S avaEBALET,

+ man kadmind — V5 BEY—N\— (I LCHBAAERIVVRSAY - A avEHRIBLET,

HETFAI
+ man krb5. conf — Kerberos V5 SA 7S YDREIT7MIVICBIFBHRELOF ATRERA T3
VESRBLEY,

« man kdc.conf — Kerberos V5 AS 8L U KDC DB ET7MILICBIT2THRELCFIBTREAR A
ToavEEBALET,

3.7.10.2. EA7%: Kerberos

* http://web.mit.edu/kerberos/www/ — MIT D Kerberos: The Network Authentication Protocol 77"
~R—,

« http://www.nrl.navy.mil/CCS/people/kenh/kerberos-fag.html — Kerberos M FAQ (Frequently Asked
Questions),

« ftp://athena-dist.mit.edu/pub/kerberos/doc/usenix.PS — Jennifer G. Steiner, Clifford Neuman,
KU Jeffrey I. Schiller IZ& % Kerberos: An Authentication Service for Open Network Systems M
PostScript /A\—23>, ZDRFa AV ME Kerberos Z5BAL TWBRIAX T,

* http://web.mit.edu/kerberos/www/dialogue.html — Designing an Authentication System: a Dialogue
in Four Scenes. 7t< 19884 Bill Bryant IC&Y. 19974 Theodore Ts'o ICKUE T, ZDRFa AV
I%. Kerberos B DEREL Y AT AICDWTEZIRWTWABRE2 ADBDRETY  EROSERR
I&. Kerberos ICSERICARLHA D RVARICE>TERBS LWL BB mICRYES,

« http://www.ornl.gov/~jar/HowToKerb.html — How to Kerberize your site &%y h7—%% Kerberos 1t
TEREHODREBESLVWSEERTY,

* http://www.networkcomputing.com/netdesign/kerb1.html — Kerberos Network Design Manual &
Kerberos Y A7 LADZLELBETT,

3.8. Using Firewalls

3.8.1. Introduction to firewalld

The dynamic firewall daemon firewalld provides a dynamically managed firewall with support
for network zones to assign a level of trust to a network and its associated connections and
interfaces. It has support for IPv4 and IPv6 firewall settings. It supports Ethernet bridges and has
a separation of runtime and permanent configuration options. It also has an interface for services
or applications to add firewall rules directly.

3.8.2. Understanding firewalld

A graphical configuration tool, firewall-config, is used to configure firewalld, which in turn uses
iptables tool to communicate with Netfilter in the kernel which implements packet filtering.

To use the graphical firewall-config tool, press the super key and start typing firewall. The
firewall icon will appear. Press enter once it is highlighted. The firewall-config tool appears. You
will be prompted for your user password.
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Comparison of Firewalld to system-config-firewall and iptables

The firewall-config tool has drop a down selection menu labeled Current View. This enables
selecting between Runtime Configuration and Permanent Configuration mode. Notice that if you
select Permanent Configuration, an Edit Services button appears on the right hand side of the
Services tab and an Edit ICMP Types button appears on the right hand side of the ICMP Filter
tab. The reason these buttons only appear in permanent configuration mode is that runtime
changes are limited to enabling or disabling a service. You cannot change a service's parameters
in run time mode.

The firewall service provided by firewalld is dynamic rather than static because changes to the
configuration can be made at anytime and are immediately implemented, there is no need to
save or apply the changes. No unintended disruption of existing network connections occurs as
no part of the firewall has to be reloaded.

There is also an applet, firewall-applet, which can be used to quickly launch the NetworkManager
configuration tab for the network connection in use. From the General tab changes to the
assigned firewall zone can be made. This applet is not installed by default in Fedora.

A command line client, firewall-cmd, is provided. It can be used to make permanent and non-
permanent run-time changes as explained in man firewall-cmd(1). Permanent changes need to
be made as explained in man firewalld(1).

The configuration for firewalld is stored in various XML files in /usr/lib/firewalld/ and /etc/
firewalld/. This allows a great deal of flexibility as the files can be edited, written to, backed up,
used as templates for other installations and so on.

Other applications can communicate with firewalld using D-bus.

3.8.3. Comparison of Firewalld to system-config-firewall and iptables

The essential differences between firewalld and the iptables service are:

+ The iptables service stores configuration in /etc/sysconfig/iptables while firewalld stores it
in various XML files in /usr/Lib/firewalld/ and /etc/firewalld/. Note that the /etc/sysconfig/
iptables file does not exist as firewal ld is installed be default on Fedora.

* With the iptables service, every single change means flushing all the old rules and reading all
the new rules from /etc/sysconfig/iptables while with firewalld there is no re-creating of all
the rules; only the differences are applied. Consequently, firewalld can change the settings
during run time without existing connections being lost.

Both use iptables tool to talk to the kernel packet filter.

3.8.4. Understanding Network Zones

Firewalls can be used to separate networks into different zones based on the level of trust the
user has decided to place on the devices and traffic within that network. NetworkManager
informs firewalld to which zone an interface belongs. An interface's assigned zone can be
changed by NetworkManager or via the firewall-config tool which can open the relevant
NetworkManager window for you.

The zone settings in /etc/firewalld/ are a range of preset settings which can be quickly applied
to a network interface. They are listed here with a brief explanation:

drop (immutable)

Any incoming network packets are dropped, there is no reply. Only outgoing network
connections are possible.
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block (immutable)
Any incoming network connections are rejected with an icmp-host-prohibited message for
IPv4 and icmp6-adm-prohibited for IPv6. Only network connections initiated from within the
system are possible.

public
For use in public areas. You do not trust the other computers on the network to not harm
your computer. Only selected incoming connections are accepted.

external
For use on external networks with masquerading enabled especially for routers. You do
not trust the other computers on the network to not harm your computer. Only selected
incoming connections are accepted.

dmz
For computers in your demilitarized zone that are publicly-accessible with limited access to
your internal network. Only selected incoming connections are accepted.

work
For use in work areas. You mostly trust the other computers on networks to not harm your
computer. Only selected incoming connections are accepted.

home
For use in home areas. You mostly trust the other computers on networks to not harm your
computer. Only selected incoming connections are accepted.

internal
For use on internal networks. You mostly trust the other computers on the networks to not
harm your computer. Only selected incoming connections are accepted.

trusted (immutable)
All network connections are accepted.

It is possible to designate one of these zones to be the default zone. When interface connections
are added to NetworkManager, they are assigned to the default zone. On installation, the default
zone in firewalld is set to be the public zone.

3.8.5. Choosing a Network Zone

The network zone names have been chosen to be self-explanatory and to allow users to quickly
make a reasonable decision. However, a review of the default configuration settings should be
made and unnecessary services disabled according to your needs and risk assessments.

3.8.6. Understanding Predefined Services

A service can be a list of local ports and destinations as well as a list of firewall helper modules
automatically loaded if a service is enabled. The use of predefined services makes it easier for the
user to enable and disable access to a service. Using the predefined services, or custom defined
services, as opposed to opening ports or ranges or ports may make administration easier. Service
configuration options and generic file information are described in the firewalld. service(5) man
page. The services are specified by means of individual XML configuration files which are named
in the following format: service-name. xml.

To view the list of services using the graphical firewall-config tool, press the super key and start
typing firewall. The firewall icon will appear. Press enter once it is highlighted. The firewall-
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config tool appears. You will be prompted for your user password. You can now view the list of
services under the Services tab.

To list the default predefined services available using the command line, issue the following
command as root:

“1# Ls Jusr/lib/firewalld/services/

Files in /usr/lib/firewalld/services/ must not be edited. Only the files in /etc/firewal ld/
services/ should be edited.

To list the system or user created services, issue the following command as root:

It s /etc/firewalld/services/

Services can be added and removed using the graphical firewall-config tool and by editing the
XML files in /etc/firewalld/services/. If a service has not be added or changed by the user,
then no corresponding XML file will be found in /etc/firewalld/services/. The files /usr/Llib/
firewalld/services/ can be used as templates if you wish to add or change a service. As root,
issue a command in the following format:

"1t cp /usr/lib/firewalld/services/[service].xml /etc/firewalld/services/[service].xml

You may then edit the newly created file. firewalld will prefer files in /etc/firewalld/services/
but will fall back to /usr/lib/firewalld/services/ should a file be deleted, but only after a
reload.

3.8.7. Understanding The Direct Interface

firewalld has a so called direct interface, which enables directly passing rules to iptables,
ipb6tables and ebtables. It is intended for use by applications and not users. It is dangerous to use
the direct interface if you are not very familiar with iptables as you could inadvertently cause a
breach in the firewall. firewal ld still tracks what has been added, so it is still possible to query
firewalld and see the changes made by an application using the direct interface mode. The
direct interface is used by adding the -—direct option to firewall-cmd.

The direct interface mode is intended for services or applications to add specific firewall rules
during run time. The rules are not permanent and need to be applied every time after receiving
the start, restart or reload message from firewalld using D-BUS.

3.8.8. Check if firewalld is installed

In Fedora firewalld and the graphical user interface configuration tool firewall-config are
installed by default but firewall-applet is not. This can be checked by running the following
command as root:

“1# yum install firewalld firewall-config

3.8.9. Disabling firewalld

To disable firewalld, run the following commands as root:

14 systemctl disable firewalld #f systemctl stop firewalld
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3.8.9.1. Using the iptables service
To use the iptables service instead of firewalld, first disable firewalld by running the following
command as root:

“]4 systemctl disable firewalld #f systemctl stop firewalld

Then install the iptables-services package by entering the following command as root:

“I# yum install iptables-services

Then, to start iptables service, run the following commands as root:

# touch /etc/sysconfig/iptables
# touch /etc/sysconfig/ip6tables
# systemctl start iptables

# systemctl start ip6tables

# systemctl enable iptables

# systemctl enable ip6tables

3.8.10. Start firewalld

To start firewalld, enter the following command as root:

“1# systemctl start firewalld

3.8.11. Check if firewalld is running

To check if firewalld is running, enter the following command:

~1$ systemctl status firewalld
firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled)
Active: active (running) since Sat 2013-04-06 22:56:59 CEST; 2 days ago
Main PID: 688 (firewalld)
CGroup: name=systemd:/system/firewalld.service

In addition, check if firewall-cmd can connect to the daemon by entering the following
command:

~1$ firewall-cmd --state
running

3.8.12. Installing firewalld

To install firewalld, run the following command as root:
“1# yum install firewalld
To install the graphical user interface tool firewall-config, run the following command as root:

“1# yum install firewall-config
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To install the optional firewall-applet, run the following command as root:

14 yum install firewall-applet

3.8.13. Configuring the Firewall

The firewall can be configured using the graphical user interface tool firewall-config, using the
command line interface tool firewall-cmd and by editing XML configuration files. These methods
will be described in order.

3.8.13.1. Configuring the Firewall using the graphical user interface

3.8.13.1.1. Start the graphical firewall configuration tool

To start the graphical firewall-config tool, press the super key and start typing firewall. The
firewall icon will appear. Press enter once it is highlighted. The firewall-config tool appears. You
will be prompted for your user password.

To start the graphical firewall configuration tool using the command line, enter the following
command as root user:

14t firewall-config

The Firewall Configuration window opens. Note, this command can be run as normal user but
you will then be prompted for the root password from time to time.

Look for the word Connected in the lower left corner. This indicates that the firewall-config tool
is connected to the user space daemon, firewalld.

3.8.13.1.2. Change the firewall settings

To immediately change the current firewall settings, ensure the current view is set to Runtime
Configuration. Alternatively, to edit the settings to be applied at the next system start, or firewall
reload, select Permanent Configuration from the drop down list.

When making changes to the firewall settings in Runtime Configuration mode, your selection
takes immediate effect when you set or clear the check box associated with the service. You
should keep this in mind when working on a system that may be in use by other users.

When making changes to the firewall settings in Permanent Configuration mode, your
selection will only take effect when you reload the firewall or the system restarts. You can
use the reload icon below the File menu, or click the Options menu and select Reload
Firewall.

You can select zones in the left hand side column. You will notice the zones have some services
enabled, you may need to resize the window or scroll to see the full list. You can customize the
settings by selecting and deselecting a service except for the zones block, drop, and trusted as
those zone settings are classified as immutable, they cannot be changed.
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3.8.13.1.3. Add an Interface to a zone

To add or reassign an interface of a connection to zone, start firewall-config, select Options from
the menu bar, select Change Zones of Connections from the drop down menu. The Network
Connections window appears. Select the connection you wish to add or reassign and select Edit.
The Editing a connection window appears. Select the General tab. Select the new firewall zone
from the drop down menu and click Save.

3.8.13.1.4. Set the Default Zone

To set the default zone that new interfaces will be assigned to, start firewall-config, select
Options from the menu bar, select Change Default Zone from the drop down menu. The System
Default Zone window appears. Select the zone form the list that you want to be used as the
default zone and click OK.

3.8.13.1.5. Configuring Services

To enable or disable a predefined or custom service, start the firewall-config tool and select the
network zone whose services are to be configured. Select the Services tab and select the check
box for each type of service you want to trust. Clear the check box to block a service.

To edit a service, start the firewall-config tool and then select Permanent Configuration mode
from the drop-down selection menu labeled Current View. An Edit Services button appears

on the right hand side of the ICMP Filter tab. Click Edit Services, the Service Settings window
appears. Select the service you wish to configure. The Ports and Protocols tab enables adding,
changing, and removing of ports and protocols for the selected service. The modules tab is for
configuring Netfilter helper modules. The Destination tab enables limiting traffic to a particular
destination address and Internet Protocol (IPv4 or IPv6.

3.8.13.1.6. Open Ports in the firewall

To permit traffic through the firewall to a certain port, start the firewall-config tool and select
the network zone whose settings you want to change. Select the Ports tab and the click the Add
button on the right hand side. The Port and Protocol window opens.

Enter the port number or range of ports to permit. Select tcp or udp from the drop down list.

3.8.13.1.7. Enable IP Address Masquerading

To translate IPv4 addresses to a single external address, start the firewall-config tool and select
the network zone whose addresses are to be translated. Select the Masquerading tab and select
the check box to enable the translation of IPv4 addresses to a single address.

3.8.13.1.8. Configure Port Forwarding
To forward inbound network traffic, or packets, for a specific port to an internal address or
alternative port, first enable IP address masquerading, then select the Port Forwarding tab.

Select the protocol of the incoming traffic and the port or range of ports on the upper section of
the window. The lower section is for setting details about the destination.

To forward traffic to a local port, that is to say to a port on the same system, select the Local
forwarding check box. Enter the local port or range of ports for the traffic to be sent to.

To forward traffic to another IPv4 address, select the Forward to another port check box. Enter
the destination IP address and port or port range. The default is to send to the same port if the
port field is left empty. Click OK to apply the changes.
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3.8.13.1.9. Configuring the ICMP Filter

To enable or disable an ICMP filter, start the firewall-config tool and select the network zone
whose messages are to be filtered. Select the ICMP Filter tab and select the check box for each
type of ICMP message you want to filter. Clear the check box to disable a filter. This setting is per
direction and the default allows everything.

To edit an ICMP filter, start the firewall-config tool and then select Permanent Configuration mode
from the drop-down selection menu labeled Current View. An Edit ICMP Types button appears
on the right hand side of the ICMP Filter tab.

3.8.13.2. Configuring the Firewall using the command line tool, firewall-

cmd

The command line tool firewall-cmd is part of the firewal ld application which is installed by
default. You can verify that it is installed by checking the version or displaying the help output.
Enter the following command to check the version:

“1$ firewall-cmd -V, --version

Enter the following command to view the help output:

“1$ firewall-cmd -h, --help

We list a selection of commands below, for a full list please see the man page, man firewall-
cmd(1).

In order to make a command permanent or persistent, add the ——permanent option to all
commands apart from the -—direct commands (which are by their nature temporary). Note
that this not only means the change will be permanent but that the change will only take
effect after firewall reload, service restart, or after system reboot. Settings made with firewall-
cmd without the ——permanent option take effect immediately, but are only valid till next
firewall reload, system boot, or firewal ld service restart. Reloading the firewall does not in
itself break connections, but be aware you are discarding temporary changes by doing so.

3.8.13.3. View the firewall settings using the CLI
To get a text display of the state of firewalld, enter the following command:

~1$ firewall-cmd —-state

To view the list of active zones, with a list of the interfaces currently assigned to them, enter the
following command:

“1$ firewall-cmd --get-active-zones
public: eml wlan@

To find out the zone that an interface, for example em1, is currently assigned to, enter the
following command:
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“1$ firewall-cmd --get-zone-of-interface=eml
public

To find out all the interfaces assigned to a zone, for example the public zone, enter the following
command as root:

14 firewall-cmd ——zone=public --list-interfaces
eml wlan@

This information is obtained from NetworkManager and only shows interfaces not connections.

To find out all the settings of a zone, for example the public zone, enter the following command
as root:

"1t firewall-cmd --zone=public ——list-all
public

interfaces:

services: mdns dhcpvb-client ssh

ports:

forward-ports:

icmp-blocks: source-quench

To view the network zones currently active, enter the following command as root:

“1# firewall-cmd --get-service
cluster-suite pop3s bacula-client smtp ipp radius bacula ftp mdns samba dhcpv6-client dns openvpn imaps
samba-client http https ntp vnc-server telnet Llibvirt ssh ipsec ipp-client amanda-client tftp-client nfs tftp
libvirt-tls

This will list the names of the services in /usr/lib/firewalld/services/. Note that the
configuration files themselves are named service-name. xml.

To view the network zones that will be active after the next firewall reload, enter the following
command as root:

1 firewall-cmd —-get-service --permanent

3.8.13.4. View the firewall settings using nmcli
To get a list of all the interfaces and actions assigned to a zone, enter the following command:

“1$ nmcli -f NAME, DEVICES, ZONE con status

NAME DEVICES ZONE
my-Llittle-wifi wlan0 home
VPN connection 1 wlan0 work
System eml eml -

-- means the interface is assigned to the default zone.

3.8.13.5. Change the firewall settings using the Command Line Interface
(CLI)

3.8.13.5.1. Drop All Packets (Panic Mode)

To start dropping all incoming and outgoing packets, enter the following command as root:
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"1t firewall-cmd --panic-on

All incoming and outgoing packets will be dropped. Active connections will be terminated after a
period of inactivity; the time taken depends on the individual session time out values.

To start passing incoming and outgoing packets again, enter the following command as root:

~1# firewall-cmd —--panic-off

After disabling panic mode, established connections might work again if panic mode was
enabled for a short period of time.

To get a text indication if panic mode is enabled or disabled, enter the following command:

~]$ firewall-cmd ——query-panic & echo “enabled” || echo ”"Not enabled”

3.8.13.5.2. Reload the firewall using the CLI

To reload the firewall with out interrupting user connections, that is to say, with out losing state
information, enter the following command as root:

14t firewall-cmd --reload

To reload the firewall and interrupt user connections, that is to say, to discard state information,
enter the following command as root:

“1# firewall-cmd —--complete-reload

This command should normally only be used in case of severe firewall problems. For example, if
there are state information problems and no connection can be established but the firewall rules
are correct.

3.8.13.5.3. Add an Interface to a Zone using the CLI

To add an interface to a zone, for example to add em1 to the public zone, enter the following
command as root:

14t firewall-cmd --zone=public --add-interface=eml

To make this setting permanent, add the --permanent option and reload the firewall.

3.8.13.5.4. Add an Interface to a Zone by Editing the Interface Configuration File

To add an interface to a zone by editing the i fcfg-em1 configuration file, for example to add em1
to the work zone, as root use an editor to add the following line to i fcfg-em1:

ZONE=work

Note that if you omit the ZONE option, or use ZONE=, or ZONE="", then the default zone will be used.

NetworkManager will automatically reconnect and the zone will be set accordingly.

3.8.13.5.5. Configure the default zone by Editing the firewalld Configuration File

As root, open /etc/firewalld/firewalld. conf and edit the file as follows:
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# default zone

#f The default zone used if an empty zone string is used.
# Default: public

DefaultZone=home

Reload the firewall, by entering the following command as root:

“1# firewall-cmd —--reload

This will reload the firewall without losing state information (TCP sessions will not be
interrupted).

3.8.13.5.6. Set the default zone by using the CLI

To set the default zone, for example to public, enter the following command as root:

“1# firewall-cmd --set-default-zone=public

This change will take immediate effect and in this case it is not necessary to reload the firewall.

3.8.13.5.7. Open Ports in the Firewall using the CLI

List all open ports for a zone, for example dmz, by entering the following command as root:

“1# firewall-cmd --zone=dmz —-list-ports

To add a port to a zone, for example to allow TCP traffic to port 8080 to the dmz zone, enter the
following command as root:

“T# firewall-cmd —--zone=dmz --add-port=8080/tcp

To make this setting permanent, add the --permanent option and reload the firewall.

To add a range of ports to a zone, for example to allow the ports from 5060 to 5061 to the public
zone, enter the following command as root:

“I# firewall-cmd —--zone=public --add-port=5060-5061/udp

To make this setting permanent, add the --permanent option and reload the firewall.

3.8.13.5.8. Add a Service to a Zone using the CLI

To add a service to a zone, for example to allow SMTP to the work zone, enter the following
command as root:

“T# firewall-cmd —--zone=work --add-service=smtp

To make this setting permanent, add the --permanent option and reload the firewall.

3.8.13.5.9. Remove a Service from a Zone using the CLI

To remove a service from a zone, for example to remove SMTP from the work zone, enter the
following command as root:
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“J# firewall-cmd --zone=work —-remove-service=smtp

Add the ——permanent option to make the change persist after system boot. If using this option and
you wish to make the change immediate, reload the firewall, by entering the following command
as root:

"]t firewall-cmd --reload

Note, this will not break established connections. If that is your intention, you could use the --
comp lete-reload option but this will break all established connections not just for the service you
have removed.

3.8.13.5.10. Add a Service to a Zone by Editing XML files

To view the default zone files, enter the following command as root:

“1# s /usr/lib/firewalld/zones/
block.xml drop.xml home. xml public.xml  work.xml
dmz, xml external.xml internal.xml trusted.xml

These files must not be edited. They are used by default if no equivalent file exists in the /etc/
firewalld/zones/ directory.

To view the zone files that have been changed from the default, enter the following command as
root:

“1# s /etc/firewalld/zones/
external.xml public.xml public.xml.old

In the example shown above, the work zone file does not exist. To add the work zone file, enter
the following command as root:

“1# cp /usr/lib/firewalld/zones/work.xml /etc/firewalld/zones/

You can now edit the file in the /etc/firewalld/zones/ directory. If you delete the file, firewalld
will fall back to using the default file in /usr/Llib/firewalld/zones/.

To add a service to a zone, for example to allow SMTP to the work zone, use an editor with root
privileges to edit the /etc/firewalld/zones/work, xml file to include the following line:

<service name="smtp”/>

3.8.13.5.11. Remove a Service from a Zone by Editing XML files

An editor running with root privileges is required to edit the XML zone files. To view the files for
previously configured zones, enter the following command as root:

1t Ls /etc/firewalld/zones/
external.xml public.xml work.xml

To remove a service from a zone, for example to remove SMTP from the work zone, use an editor
with root privileges to edit the /etc/firewalld/zones/work, xml file to remove the following line:

{service name="smtp”/>
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If no other changes have been made to the work. xml file, it can be removed and firewal ld will
use the default /usr/Llib/firewalld/zones/work. xml configuration file after the next reload or
system boot.

3.8.13.5.12. Configure IP Address Masquerading

To check if IP masquerading is enabled, for example for the external zone, enter the following
command as root:

“]# firewall-cmd --zone=external --query-masquerade && echo “enabled” || echo ”Not enabled”
If zone is omitted, the default zone will be used.
To enable IP masquerading, enter the following command as root:
I firewall-cmd --zone=external --add-masquerade
To make this setting permanent, add the —-permanent option and reload the firewall.
To disable IP masquerading, enter the following command as root:

It firewall-cmd --zone=external --remove-masquerade

To make this setting permanent, add the —-permanent option and reload the firewall.

3.8.13.5.13. Configure Port Forwarding using the CLI

To forward inbound network packets from one port to an alternative port or address, first enable
IP address masquerading for a zone, for example external, by entering the following command as
root:

“J# firewall-cmd --zone=external --add-masquerade

To forward packets to a local port, that is to say to a port on the same system, enter the following
command as root:

1 firewall-cmd —-zone=external —-add-forward-port=port=22:proto=tcp:toport=3753

In this example, the packets intended for port 22 are now forwarded to port 3753. The original
destination port is specified with the port option. This option can be a port, or port range,
together with a protocol. The protocol, if specified, must be one of either tcp or udp. The new
local port, the port or range of ports to which the traffic is being forwarded to, is specified with
the toport option. To make this setting permanent, add the --permanent option and reload the
firewall.

To forward packets to another IPv4 address, usually an internal address, without changing the
destination port, enter the following command as root:

“1# firewall-cmd --zone=external --add-forward-port=port=22:proto=tcp:toaddr=192.0.2.55

In this example, the packets intended for port 22 are now forwarded to the same port at the
address given with the toaddr. The original destination port is specified with the port. This option
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can be a port, or port range, together with a protocol. The protocol, if specified, must be one of
either tcp or udp. The new destination port, the port or range of ports to which the traffic is being
forwarded to, is specified with the toport. To make this setting permanent, add the —-permanent
option and reload the firewall.

To forward packets to another port at another IPv4 address, usually an internal address, enter the
following command as root:

14 firewall-cmd --zone=external -—add-forward-port=port=22:proto=tcp:toport=2055:toaddr=192.0. 2. 55

In this example, the packets intended for port 22 are now forwarded to port 2055 at the address
given with the toaddr. The original destination port is specified with the port. This option can

be a port, or port range, together with a protocol. The protocol, if specified, must be one of
either tcp or udp. The new destination port, the port or range of ports to which the traffic is being
forwarded to, is specified with the toport. To make this setting permanent, add the -—permanent
option and reload the firewall.

3.8.13.6. Configuring The Firewall Using XML Files

The configuration settings for firewalld are stored in XML files in the /etc/firewalld/ directory.
Do not edit the files in the /usr/Llib/firewalld/ directory, they are for the default settings. You
will need root user permissions to view and edit the XML files. The XML files are explained in
three man pages:

« firewalld. icmptype(5) man page — Describes XML configuration files for ICMP filtering.

« firewalld.service(5) man page — Describes XML configuration files for firewalld service.

« firewalld. zone(5) man page — Describes XML configuration files for firewalld zone
configuration.

The XML files can be created and edited directly or created indirectly using the graphical

and command line tools. Organizations can distribute them in RPM files which can make
management and version control easier. Tools such as Puppet can distribute such configuration
files.

3.8.13.7. Using the direct interface

It is possible to add and remove chains during runtime by using the —-direct option with the
firewall-cmd tool. A few examples are presented here, please see the firewall-cmd(1) man page
for more information.

It is dangerous to use the direct interface if you are not very familiar with iptables as you could
inadvertently cause a breach in the firewall.

The direct interface mode is intended for services or applications to add specific firewall rules
during run time. The rules are not permanent and need to be applied every time after receiving
the start, restart or reload message from firewal ld using D-BUS.

3.8.13.7.1. Adding a custom rule using the direct interface

To add a custom rule to the chain IN_ZONE_public_allow, issuing a command as root in the
following format:

"]t firewall-cmd --direct —-add-rule ipv4 filter IN ZONE public allow @ -m tcp -p tcp —-dport 666 —j ACCEPT
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3.8.13.7.2. Removing a custom rule using the direct interface
To remove a custom rule from the chain IN_ZONE_public_allow, issuing a command as root in
the following format:

I firewall-cmd ——direct —-remove-rule ipv4 filter IN ZONE public allow -m tcp -p tcp —--dport 666 —j ACCEPT

3.8.13.7.3. Listing custom rules using the direct interface
To list the rules in the chain IN_ZONE_public_allow, issuing a command as root in the following
format:

"1 firewall-cmd —-direct ——get-rules ipv4 filter IN ZONE public allow

3.8.14. Additional Resources

The following sources of information provide additional resources regarding firewal ld.

3.8.14.1. Installed Documentation
 firewalld(1) man page — Describes command options for firewal ld.

« firewalld.conf(5) man page — Contains information to configure firewalld.

« firewall-cmd(1) man page — Describes command options for the firewalld command line
client.

 firewalld. icmptype(5) man page — Describes XML configuration files for ICMP filtering.
« firewalld.service(5) man page — Describes XML configuration files for firewalld serivice.

« firewalld. zone(5) man page — Describes XML configuration files for firewalld zone
configuration.

3.8.14.2. Useful Websites
https.//fedoraproject.org/wiki/FirewallD
The website of the upstream project.
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|Pruﬁ1| Type Destination Nickname
Host2Host 172.16.45.79 ipsecl

E_J_\cmt_i_\.!e prcﬁié: _fnmmun-fma&_iﬁe_d'}_

4.1 IPsec 1%

IPsec DR EINIZEZ UTDI7MILHMERINET:
« /etc/sysconfig/network-scripts/ifcfg-<nickname>

« /etc/sysconfig/network-scripts/keys-<nickname>

/etc/racoon/<remote-ip>.conf
« /etc/racoon/psk. txt
BHEIRESEASBIRINTLSE, /etc/racoon/racoon. conf HEERINET,

AV HTT— AN KRENIT HE X, <remote-ip>. conf A5 H57-6II. /etc/racoon/racoon. confAMEIE I
Yo

4.2.1.6.2. FE)ORAN—RANH IPsec DRE
OARIaAVEBETEIE—HIX. B T—JRAT—avh oY RTLERYNT—IDIEREEDHDIETT K
AM=FRAMNEIARIZIVITH LT AT EBIIRYET:

o BIRAND IP PRL A

o —BREREIL &AL ipsecl, ZNIF IPsec ARV avEBIL MDTNARFIZaARIT a3V EXE
THEHIFERINZET,

- EEINEESF—F/IE racoon ICEY BEIRICERIN=EHD,

¢ AROYAV DML CHEAYN, YL ay RIS — AR T B DI E R TN R
*—,
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FeEZE D=9 RF—2a v AET—9 AT —23VBD IPsec bV RIVEBLTEEWIERLTWAERE
LTLEE W Key Valuedl DEZFOFRIEAF—%2HAVWTER LKL racoon AERIANEDFREF—%
HEMNICERBIVOHRETERLIICTEIEEI—Y—DEHRLIT . EBE5DRANEZDOARYavE
ipsecl EZDIFBIEITRDET,

@

AXFNXF BFESLCARRDBEEEFER TS PSK ZRIRIANETT AN ETSH % PSK H'
FalT4-YRIEBRLET,

ZRAMIF L TCRELCORY Y avEEFRTINERIHYEEAA VAN —ILITEFTIIHLWERT
ERIRIARETY,

PFIE7—9R7—3 oIl 9% IPsec SRET7AIN T, T—VRT—3> B EDRAN—RAMED
IPsec AR avDHIT A, ZOFNCEWTARI D aVEHBRTEHOD—BALHID ipsecl TY. %
D= FERIT7A4IIE /etc/sysconfig/network-scripts/ifcfg-ipsecl EMEIENFT,

DST=X. X. X.XTYPE=IPSEC
ONBOOT=no
IKE METHOD=PSK

J—HORF—2av AL T X X X. X IET—9RXF—23av BD IP PRLATY, 7—IRAF—3v B
WLT X XX XIET—IRFT—23av AD IP PRLATY , ZOEHIET—MEICHEE T BLIBEIN
TWEHA (ONBOOT=no) , F/-. BRI BF—REE AR AFERALE T (IKE_METHOD=PSK)

UFE \ADT—IRAT—2avhEEWESREE T 57/-DILNEERD BRI EF—T71/ (/etc/
sysconfig/network-scripts/keys—ipsecl EIEENF ) DAV T VY TT D IT7AILOAVTYIEHE
BFDT—IRAT—2avTEUTHIRETT T root T—H—FEIFRZDIT7MIVAHHAEZTIEIBREIT
ERS

IKE_PSK=Key Value01

N £ |

root I—HF'—DHAD T7 (AN AFTIHAAFE LOIRETES LI keys-ipsec! T7MIAEEET B0
IS 771 EERR LR TUTOOY VY REFERALEY:

[root@myServer ~] # chmod 600 /etc/sysconfig/network-scripts/keys—ipsecl

WOTHRIF— 4L B TE/-OICHAADT—IRAT—avIlHWT keys-ipsecl I7MIL&RELE
G, HHH R

ROFENUZ ) E—M RAMDIT—X1ARIIIVICNTEEFNARREATLET . D I7M1)LIE
X.X.X.X.conf EMEENFT  ZIT XX X. X IZYE—FIPsec KRARD IP PRLATE , ZDT7MILIE
IPsec PRIV EMEINDEXEEMITERIN. BEEREITRITIEHYFEA,

remote X.X.X.X{
exchange mode aggressive, main;
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my identifier address;
proposal {
encryption algorithm 3des;
hash algorithm shal;
authentication method pre shared key;
dh group 2 ;

IPsec AR a3V HEIEINDEIITERIND. T 74D TT—X1RET7MIVIX, IPsec D Fedora
EREICLUVFERINZUTOBREXEEHET,

remote X. X. X. X
CDERET7AIDLUBEDEIE X. X. X. XIP PRLRICEYEBIIN D) E—M-HRAMITLTOHER
INBZEEIRELET,

exchange_mode aggressive
Fedora ICH13% IPsec DT 74V MDEREIE BEDHRANEAWNWDHOD IPsec ARV 3V DR
EZEFAIT2,. ARI2AVDA—N—ANYRDBLY DN T Ly TRIAE—NEFEALET,

my_identifier address
/—REFREITBEXIMFERATHODHA AR EIEELE T Fedora (&/—REFHBNTZ7=HIC IP 7R
LRZEFERALET,

encryption_algorithm 3des
FREALDEICERAINZESEDOARXEIBELE T, T 74/ NT Triple Data Encryption Standard
(3DES) AMEAINZET,

hash_algorithm sha1l;
J—RET7z—X1RxTYT—2av0EIERINS/N\Y 21 7IIT) X LEJELEY, T 74ILMT
Secure Hash Algorithm /\—Y3> 1 AAMFERINET,

authentication_method pre_shared_key
J—ROXIVI—avRIERINGRAARNEIRELE T, T 74V NT Fedora IFEREED/=0HICE
/\E# %{ﬁﬁ l./i—a_o

dh_group 2
BMICERIND Y 3y - F—D7HIC Diffie-Hellman VI —7&S5EELEFT. T 74T
modp1024 (group 2) NMERINFT,

4.2.1.6.2.1. Racoon SRE771 I

/etc/racoon/racoon. conf Z7AJLIL, include ”/etc/racoon/X.X.X.X. conf” fp5 S A, RTD
IPsec /—RICBWTEA—TRIFTNIEWVTERA OGS (BLV. FNHBBITBT74)L) H. IPsec
MR EMEEINZEZICERINE T, T—I AT —2avAICE LT, include S35 3¥nicHiTd

X. XX XET7—9R7—23avBD IP 7RLATY, LTI IPsec ARV avhBMEINSEE, AR
74 racoon. conf 7ML ERLET,

#f Racoon IKE daemon configuration file.
#f See 'man racoon.conf’ for a description of the format and entries

path include ”/etc/racoon”;
path pre shared key ”/etc/racoon/psk. txt”;
path certificate ”/etc/racoon/certs”;

sainfo anonymous
{
pfs group 2;
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lifetime time 1 hour ;

encryption algorithm 3des, blowfish 448, rijndael ;
authentication algorithm hmac shal, hmac md5 ;
compression algorithm deflate ;

}
include ”/etc/racoon/X. X. X. X. conf”;

DT 7#4ILRD racoon, conf 77 JLIL, IPsec 3RE. FAIHEF—T771I. BLVHEAZICRH L TEERS
NN\ REEHF T, sainfo anonymous ICHBT1—ILRIE, IPsec /—REITT7T—X2 SA #EH LET —
IPsec AR vay (FRTIIENYR—IINEBSETILTIILEEDT) DEESLVF—RBDA
R UATDYRAME, 7T—R2D 71— LR EEHELET:

sainfo anonymous
SA M IPsec 7L T AV ov bRy F T2 REINICIRTOEFZERTHHL TSI EZBHKL
F9,

pfs_group 2
Diffie-Hellman ¥—X# 7O/ A EHF LT, I, IPsec /—RH IPsec AR >avDE2TT—
XIS HEBO—EBN Y avEBIITHZEICLY, AR ERELE S . T 74/ M T. Fedora @
IPsec 2&%(4, Diffie-Hellman B S+ —X# 7 IL—T DT IV —TF2 (F7l& modp1024) A FRHLE T, ¥
IW—T2IE MBREISRAVLAEEIZ, HEENLIFID IPsec EREAESTHIEAMA<.1024E Y ~
DEVI—IVDOREEEFERALET,

lifetime time 1 hour
ZDRSA—H—t SA DEHBREEIEELES BREIEAET— S DA MY EBILSNET, 771
JLRD IPsec @ Fedora BAIZ1BEBIOE MR AIEELE T,

encryption_algorithm 3des, blowfish 448, rijndael
T7I—R2D1DITHR—IEINBESIED AR %EIEELE T Fedora I& 3DES, 448-bit Blowfish, &
&' Rijndael (Advanced Encryption Standard, £7-l& AES TERINZEES) A9 HR—MLET,

authentication_algorithm hmac_shal, hmac_md5
SEED=OICHR—bENo/\y2 - TITY X L%ERRLET, Y R—FINBE—RIE shal LT
md5 ® hashed message authentication codes (HMAC) Td,

compression_algorithm deflate
IP Payload Compression (IPCOMP) (XL T Deflate EfE 7L TV X LEEZELE T, Ihid, EEA
KYRT=VICBEWTIP T—8 TS LD LYRWVELELBEMICTEDLIICLET,

BEiRAMAT 5O BRAMIBWTUTOIAY Y RAFERLEY:
[root@myServer ~1# /sbin/ifup <nickname>

ZZ T <nickname> (X IPsec #E#EICH L TIEELAEBITY,

IPsec ARV avETANTB7/OIC. RAMNETEREINZRYNT—7- /1y ERRLT, IPsec BHT
ESIEINTWBIEEMRIETS7-OIC, tepdump 2—F ) T4 ERITLET /Ty ME AH AV —% 5T
RETHY.ESP Ty hELTRINBREITILESP IEZFNABESILINTWAZEEEKRLE T, /=& ZI1X:

[root@myServer ~]# tcpdump -n -i eth@ host <targetSystem><J «J IP 172.16.45.107 > 172.16.44.192:
AH(spi=0x0954cch6, seq=0xbb) : ESP(spi=0x0c9f2164, seq=0xbb)

4.21.7. xyhNIDI—9—yND—2IBD IPsec :%7E
IPsec it RYNT—I—RyNT—OBDOARIavEBWT. XY NT—22& (LAN % WAN D LH74)
BE)E—RNRYNT—VBERTEOICRETEHIEELTEFT, RYNT—I -y ND—VRDOXR I ay
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IZ.LAN [2HB/—RKHS)E—N LAN IZH D/ —RAEEREZBIICNIE L TH#FET 5010 FHELT
WBRYRNT—2DOEANCE W TIPsec IL—F—D1y N7y THNEE IR TG, #4. DHHHHIHHHHHHH
IPsec #itt#H#H#HH $ RYNT—0 =Ry D—2 /] IPsec M RIL-OARIavERLET,

ipsecO ipsecl

Internet

192.168.1.0/24 gatewayO gatewayl 192.168.2.0/24

4.2 xRy hT—0 =2y NT—DRE®D IPsec b R)L-ARD 3V

ZDYTAT7OTIE.2D2DF4LD LAN DMV d—FyMILU RSN TWBZEERLTWET . 25D LAN
I AVI—Ry M ERALEEXFATRMNRIVERWTOARY YAV AR S LT 572012, IPsec
W= —%FALFT EERICEIRYIN/TyME. ZhS5D LAN ORI Ty N & {RELTWSEES
DS ITBEOI. TIV— b Ix—RAESIRELRYET,192.168.1.0/24 IP SEHICH B/ —KHDS
192.168.2.0/24 SEICHZEI—DD/—RAEAI 2= — SN B TOE R, IPsec /3y NDALIE, B
S/ ES. BLVIN—T1V T DL IPsec L —F—THRYHEDHLNZDT, /—RIF L TRLISEBNT
ER

FYRT—I =Ry NI — OB EHRIODEEINSBERISUTA2EHET:
« HERED IPsec L—9—DHEEHIST I ARRER IP PRLR

* IPsec JL—4—IZ&YEYIRHNS LAN/WAN DRy hT—2-7RLZREH (192.168.1.0/24 %
10.0.1.0/24 D &H72)

« XRYNT—=0-J=RDBAVEI—RYMT =% —RTZ5 =KD TINAZAD IP PRLR

o —BRREELEAIL, ipsecl, INIF IPsec ARITIVAEFAL MDTNNARFIFaRIT a3V EXE
IHREHDIFERINZET,

. BERESEX—F71F racoon ICEYBEIMICERINEED

© ARIYAV DML CHAYN, Bys 2y IR — AT B DI BRI TN R
*—,

4.21.7.1. %y D=0 =y T7—2/B®D (VPN) O3>
RYRT— =y RD—HBD IPsec ARIavE, TSAR—M B TRYMINTERYNT—D - NS5 Ty
IHBIN—RINBEHBLT.BEVDRYNT—IDEHIT. 2DD IPsec IL—9—4%FRHLET,

To & 2N, #4. Sttt IPsect# ICRIND LI, 192.168.1.0/24 TSAR—K-RyRT—
IH192.168.2.0/24 TS5AR—=N- Ry NT—=DICRYNT—0 - NS D400 5 FEETBRLIE My b
gatewayQ Z@Y. ipsecO N& AV 9—Ry b aRRHL T ipsecl A&, gatewayl ~&.192.168.2.0/24
PTRYRIANETELT,

IPsec IL—%—It. DICT RLRAAEER IP PRLREZNFNDTSAR—N RyNT—IIEHREIN2&E
DA—HZYNTFNAZREBEELFTEI—AD IPsec L—F—DBEELIN/=OxIavaEDOIEE
EELTWBAAESIE S T74v21% IPsec IL—9—ARBLTWEZT,
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ipsecO ipsecl

192.168.1.0/24 gateway0 PRI 192.168.2.0/24

4.3 xRy b T—9 =y NT—IRD IPsec

RHOYDRYNT—VREFTaviE & IP I—9—BLVA VY=Y NBEDT7A T 04—, & IPsec
= —ELCYTRYN T —RIZTABDA VN SRYN - TPAT O — I 5 EHE T, IPsec IL—9—E LT
YTRIYNDT = ITAIE 2DDA—H YN FNRAREF DI DDV RAF LT, IPsec L—9—ELTENME
T2 1Ty IP PRLREFDED,. BLVTFAR—M BT RYMINTEIS -~/ ELTEMETE TS
AR—KIP PRLREFHDED, & IPsec IL—F—I&, TSAR—K-RYNT—IDFOICT =IO/ 5FAL
FI.EHLLUE D IPsec I—F—IT/ Ty Nk BT DIT/NNT Yy -5 — oz %=FEHRALET,

KYRNT—=V =Ry RT—VRBD IPsec ARV LAV %R ETDOIUTOFIEEZFERALET:

1. RYNDI—OEBY— )L ARENTDAHIC, ATV R-2ILIZEWT system—config-network & AALE
EP

2. IPseciREVAH —RERHTBOIC, IPsec T ICBWTHREIYvILET,

3. XYNI—=U—yNT—URD IPsec AR aVvEZRERBTH-OIELEIYYILET,

4. ARYAVD—BRZVIFR—LEAALET, & 2L, ipsecd, HEITIGL T, AVE1—9%RETS
;3&:EEﬂﬂ'ﬂt::l???aV’&ﬁ&ﬁ]t:?’é?l‘VOTﬁ“y77\%i%TRLi'ﬂ'oﬁﬁéfc&bﬂ\ ELEI)vILE

5. AxYYavOEEELTRYNI—I—yhI—VBBE Sk (VPN) ZBIRLET ELEI YV ILET,

6. FAHITIBESILOBRLRRLEY: FEIF/IEEE,

FEESABIRT S BEF—IROTOERCBVWTEAINAIFRIEWNTEEA. BEIRSL
EZEIRTDE racoon T—EVHIBEEST—2BELET, BB SEAFERLZVLARSIE, ipsec-tools
Ny —IRA R M=) I TWRIThIEWNTEE A,

T2 DIED A7)y I LET,
7. O—HAILRYRNT—IR=JICBVWT. UTOEREADLET:

o O—HAILRYRND—ITFRLR — FSAR—M- Ry NT—H|CERIN, IPsec L—HICHITBT /A
ADIPT7KRLZA,

s O—HIYTRYMNTRY — O—HIRYNT—T IP FRLADYTRYRTRY,
s O—ANRYRNT—=O5 = 1A — TIAR—(FTRYRDT—I D14,
WITBTDIECEY)vILET,
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IPsec Settings

IPsec - Local Network

Please enter your local network settings:

Local network address: i'192.158.1.3 |

Local subnet mask: 1255.255.255.0 |

Local network gateway: 11?2.31.1.1| ]

‘ @gancel ‘ ‘ 4m Back ‘ ‘ ®p Forward

4.4 O—AlL-ryhT—U1ER

8. JVE—RRYNT—IR—JIZBVWT.UTOBEREAALTT:

JE—NIP PRLRA — ## T 5AR—N- Ry RT—2IIF LTIPsec Ib—4—®D /T ) v o7 KL R AT BE
R IP PRL R, =B DHFITIE. ipsecO ICF L Tlipsecl M/RXT Yy IICFRLRAAIBER IP PRL 2%
AALET  HEXRAKRTT,

JE—R-RYRT—2-FRLR — ## IPsec IL—F—INAVREIN=TSAR—KHTRYRDRY L

7—2-FRLR, FI=EDHITIL. ipsecl ZRELTWSDAS 192,168.1.0 #AHALE T ipsecO %
BELTUWSAS 192.168.2.0  AHLET,

- UE—MHTRYINTRY — UE—I IP PRLRDY T RYRTRY,

« VE—hRYNT—=D-F—rIA — YE—FRYNT—=T-FRLRICHT BT — DA D IP 7RL

Ao

* 6OFIRICEVWTFHESENMBRINGE. ERATIEST—2EETEHN 1DEMRTHLHICE

7y LET,

X —ZRET DI 1 DEM T BDICERET ) I LET . CDF—RBBFEXFDH5PSHHE
AEDEDNERETT,

I 27OIETCZY )Y ILET,
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IPsec Settings

IPsec - Remote Network

Please enter your remote network settings:

Remote |P address: 172.16.57.27] |

Remote network address: |192.158.1.D |

Remote subnet mask: 1255.255.255.0 |

Remote network gateway: |192.168.1.1 |

i @Qancel ‘ | 4@ Back ‘ | »furward‘

B4.5 JE—h-RyhT—VIER
9. IPsec — Summary R—IIZEWTIEREHESEL. Apply 22Uy ILET,
10. REZREFTBHDIC 771)L => RTF Z:ERLET,
11. YRMAS IPsec AR aVEBRL AXILaVEBMCTHIDICENEY ) vILET,
12. 1P 7#7—RZEMICLET:
a. /etc/sysctl.conf ZiR&E L. net. ipv4. ip_forward IC 1 =&Y LET,

b. ZEEAEMCTEEHICLLTOITYRAFERLET

[root@myServer ~1# /sbin/sysctl -p /etc/sysctl.conf

IPsec ARV avaEEAMILTEZRYNT—2- 29 TME DBEICIHUT IPsec L—F—BBLT/ STy M EE
SO Ry NT—7 - L—H—EBEMITERLE T,

4.2.1.7.2. FED IPsec XY NT7—0 =2y T—VBDERE

LAN A (lana.example.com) & U LAN B (lanb.example.com) BB E WM IPsec b RIVERRHL
TEHBLEVWERELET LANA DRYRT7—2-F7RLRIE 192.168.1.0/24 sFICHY . LAN B 1
192.168.2.0/24 &% FERALET . S—bhJxA IP PRLRIE, LAN A IT3FLT 192.168.1.254 . LAN B
IZx$LT 192.168.2.254 T, IPsec L—49—I&. & LAN S —RIzAM DS RBEIN THEY. 2DD Ry T—
D FINAREFERALET: ethO (FAVI—FYMDST I ERTEAMOSOT V2 AATREMRERH IP 7KL X%
EYHTHEATWET , —AH.ethl [FREBTEIL—FT10 T mELTEMELT. HBRYNT—0 - /=K
E—hF-RYRT—=7-J—RAE LAN Ty e LET,
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KRYNT—IDE®D IPsec AXVavid, r3dhdtlinux OEEFOEFIHEX—42FHALET . F-.A
& B DEEEIL. IPsec IL—F—DEIDEREEF—%racoon NEEIMICERBLVOBIETLIEICEELE
T LAN A DBEEHEN IPsec ORI av%h ipsecd ERZTITRIEITROFT . —H.LAN B OEHEEN
IPsec ORI avk ipsecl E&[FIFET,

LATFDFIIE, LAN A IS 3Ry hTD— =%y hD—2/] IPsec ART2av®d ifcfg Z71ILDABTESRL
FT . ZOBUCBWTARI 3V EHBNTDHOD—ERARIE ipsecO T, ZDOFERT7AIVIE /
etc/sysconfig/network-scripts/ifcfg-ipsecd &MEIENFET,

TYPE=IPSEC

ONBOOT=yes
IKE_METHOD=PSK
SRCGW=192, 168. 1. 254
DSTGW=192. 168. 2. 254
SRCNET=192. 168.1.0/24
DSTNET=192.168.2.0/24
DST=X.X.X.X

UTFO—BIZcO771IOARBAERALET:

TYPE=IPSEC
EROBEEEELET,

ONBOOT=yes
7“_ FE%‘C?%nﬁﬁf*ﬂ,Hﬂﬂf.'éﬂé?b‘%?ﬁi l/i—a_o

IKE_METHOD=PSK
ERMER TSRO EMHABROAAEEELTY,

SRCGW=192.168.1.254
EETT—MITA4D IP PRLZ,LAN AICR LTI LAN A D4 — kx4, LAN B IS L TI& LAN B
/7£_|"71’fo

DSTGW=192.168.2.254
FLCHET—RITAD IP PRLZ,LAN A I LTI LAN B @4 —h x4, LAN B ICRLTIE LAN A @
T—kozA,

SRCNET=192.168.1.0/24
IPsec #EfRICH T BEETRYNT—VAIEELE T, ZOHTIE LAN A DRYNT—VEETY,

DSTNET=192.168.2.0/24
IPsec #EfRICK T BB TERYNT—VAIEELE T, ZOHITIE LAN A DRYNT—VEETY,

DST=X.X.X.X
LAN B OAERHST I A ATREAR IP PRL R,

UToHE. EADRYNTI—IDERE WIFREET 57-0DIC{FEHET 5. /etc/sysconfig/network-scripts/
keys—ipsecX (X I&.LAN A ICXLTO.LAN B I LTI TE) EMEENZERIEAE T —T771ILDOAATT,
ZDI77MIVDABRIEELCTHZRETT, F/o root I—H—FRIFDNIDI7M IV HZIEZITEDREITY,

IKE_PSK=r3dh4t L1nux
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N 82

root 1—H—71F3H" keys-ipsecX 77 M ILEHAIAHCIRENTEZDE LI ZTOI7(IVEEHT 7
O T7AIVERRICLLTOOY Y REFRALET:

chmod 600 /etc/sysconfig/network-scripts/keys—ipsecl

WO TEEREIF—AZTETEHIC. WAD IPsec L—F—IZHWT keys—ipsecX 77 L EIRELE T, ##
HHHHHH

LATFOFIE, IPsec ORI avIiixdd 3 /etc/racoon/racoon. conf S8 77MILOHREBTT . 771 DB
#ICH B include TId. BEIMICERIN, IPsec hYRILAEITLTVWEBEEDHAERNET,

# Racoon IKE daemon configuration file

#f See 'man racoon.conf’ for a description of the format and entries.
path include ”/etc/racoon”;

path pre shared key ”/etc/racoon/psk. txt”;

path certificate ”/etc/racoon/certs”;

sainfo anonymous

{

pfs_group 2;

Lifetime time 1 hour ;

encryption algorithm 3des, blowfish 448, rijndael ;
authentication algorithm hmac shal, hmac md5 ;
compression _algorithm deflate ;
}

include ”/etc/racoon/X.X.X.X.conf”

UFRIEE—R RN T—IOANDEHERDOEERMNAERET7IINTT, ZDT71ILIE X. X. X. X. conf &LV
ZHITT(ZTT XX X. XIEZVE—KNIPsec L—H—D IP PRLATY) . ZDT7AILIEL, IPsec b RILH
AWEINZEZIIBEFMICERIN., BEERETREITIEHYFEA.

remote X.X.X.X{
exchange mode aggressive, main;
my identifier address;
proposal {
encryption algorithm 3des;
hash _algorithm shat;
authentication method pre shared key;
dh group 2 ;
}
}

IPsec R ARIAT BICKILD TP TAT—FT AV BN A—RILTEMITA>TWRIThIEWFEEALIP
TAT—T AV T BT BHIT:

1. /etc/sysctl.conf Z#E&E L. net. ipv4. ip forward I 1 A=y hLET,

2. BHEABMCTREHICLLTOIAYYREFERALET

[root@myServer ~] # sysctl -p /etc/sysctl.conf

IPsec A RIRT 37O I —9—ICBVWTUTOOYVRAEFALET,
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[root@myServer ~] # /sbin/ifup ipsec®d

ART2aVHIEMEIN.LANA & LANBEAASEWMIAI1 =/ —TEE T, IPsec ARI2aVILH
WT ifup #4179 2ZEICEYIN— IRV TMEHTHEBIBICERINET,

[root@myServer ~] #f /sbin/ip route list

IPsec ARV 2av%uTANGZHDIC. RAMNETEREINDIRYNT—0 - Ry NeRRTDHDIT HEH
S5 —NETRER T /N RUZHWT tepdump I—F 1) FT1%&ETL T, IPsec BETHERSEINTWSI L&
BALET . ALEZUL LANA D IPsec ARI2aV%EF vy §5OICUTOAY Y REFERLET:

[root@myServer ~] # tcpdump -n -i eth® host lana.example.com

Ny MEAH AYE —%BERETHY ESP Ny hELTRINBANETTLESP IFEESEINTLSEW
IEKRTY L&A (NIRRT 13 H BTN EERLET):

12:24:26. 155529 lanb. example.com > lana.example.com: AH(spi=0x021c9834, seq=0x358): ¥
lanb. example.com > lana. example.com: ESP(spi=0x00c887ad, seq=0x358) (DF) ¥
(ipip-proto-4)

4.2.1.8. IPsec AR avDEEE(=ELE
IPsec AT a3V T —MEICENETELIBZEINTOAITNIX. OV RSAUDSHIETEET,

ARV aV5EFIRYT B2 RANE IPsec ICRT 28 RAM F/zld Ry NT7—2/ IPsec ICFT 5%
IPsec L—#ICEWTUATOOAYVREFHRALET,

[root@myServer ~] # /sbin/ifup <nickname>

ZZT <nickname> &, ipsecd DL AICEREL=YIR—LTT,

BERAELET50IC U TOaY Y REFERLET:

[root@myServer ~] # /sbin/ifdown <nickname>

4.2.2. Secure Shell

Secure Shell (SSH) (ZEF a7 AF v RN ETHDIRFAEDAIA=r—2a VT 3ODIFRAINZHE AN
BREryh7—2-7OMIIVTY,SSH EDEEIF BEEIN, BEANSKREINFT BESOOT L VI &
BRI —H—RENRRT—REDIYVIWEREE A EEIRBT2-DITTERINET,

SSH IZBMICT BT ENIEEICHETT, BIC sshd Y—ERERRIAT5IE T VAT A EREZ I
32EDIC8Y ELWIA—H—ZENRRAT— R ERTOCROBICIREINDEE AT LADT IR
HEFRILE Y, SSH H—E R T BIBHER AR TCP R—hM& 22 T, LR S BRET 71U Jetc/ssh/
sshd_config ZIBIELTC. Y —EREZBEHNTEIET. INEEBTEET D T771)LIE SSH I T 51t
DEREATavEEHRET,

Secure Shell (SSH) &, 12DR—FERAWB I TR, AVE2—9—BOBS{EIN b RILEIREL
G, A SSH HHHHHHHE NS T4v IR TD R R E BB T DO TR S INETHA, K—h
747—R%&FERTBIED VPN EEUKSWEEIMADLITTIEHYEE AL

! http://www.redhatmagazine.com/2007/11/27/advanced-ssh-configuration-and-tunneling-we-dont-need-no-stinking-
vpn-software
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LUKS T4 RVBE 1k

4.221.BB5Ic&BO00 4>
SSH [FaAvEa—49—ICO7 M0 5DICESROEREZYR—ALTVWET, CNIF/RRT7—RE2AWS L
YEIXBZMNMIRELTT ELEL YNy T Inhi ENERDIAERFTTEIET,

EEICLBOT A VA TEBRIREDERAITONENHYET, 771JL /etc/ssh/sshd_config IZH
WC U TDITERDEIICTVAAVNLTEERLET:

PubkeyAuthentication yes
AuthorizedKeysFile .ssh/authorized keys

BHDITICELY SSH 7OV S AN ABEBIEITELLIICERLET .2 TRIZ. RTIN AT —RTOLNEHE
BABEETE. VATLADR—LTALIN)—ICHBT7MILERLET,

RICATDZ LR S RAT LI R T BOICERTE. 9547V MD SSH F—R7PEZEKTHIETT, AV
VK ssh-keygen (FZ AT ALICAT AV T B1-OICERET S RSA 2048-bit F—%4EKLF T F—IFEERK
RET 7/.ssh FALIMN—ILRBEINET  F—DEYNREZEF I BITERAMYF -b AFIHTEET,2048-
bits (FBZLLBBAWVTY A, ATaeas1E 8192-bit ¥F—F THARTEET,

T/ ssh TALI M) —ICBVWTAERIN 2 Z DDF —% R T RETY,ssh-keygen RT3 & XHHE
EFEHLSIE F—IFFBRBEARBIC id rsaB LV id rsa.pub EVWDEZRINDIFONET, BICTBED
IEINBIENSHRETEIRETYT, LHLALS, RARIEOTIVLEIELTVWEY AT AICERET %00
EXHYVET, —EIRTLICEASIE, F—% KR AMIBNT2REBEEQF AL ROAETT:

$ cat id_rsa.pub >> 7/.ssh/authorized keys

ZhiE. ABEE% authorized_key 774 ILICEBIILE Y, SSH 77— avid. 071V &R T EXIC,
ZDI7AIN R LET,

INZAT—RPDEREEARER LT, EHAMIC SSH F—AZ B IARETY, ZOE. IRTOFEALTL
R\ E% authorized_key 77/ /LD OHEEICHIBRL THEXT,

4.2.3. LUKS 1 RVBEF1b

Linux Unified Key Setup-on-disk-format (or LUKS) (&, Linux A Ea—49—D/—F 423V &BESLT
FBLDCLET, TN EIS BRI - AV EI—I =P L—NT I AT AT % FIEEICEETY L LUKS
FEHDOI——-F—DPNN—FT12aV DL ARSI L TERINEYRY—-F—% BB TEELIIC
LEY,

4.2.3.1. Fedora IZ81$5% LUKS =%

Fedora l&. Y AT LY AT LADEESLEETTEHIC LUKS FIALES . T 7AW RT. 771V AT A
BRESIET2A T avidA VAN —ILRICF v IINTVWER AN RTIRVEESIETEE T avE
BIRTDE, AVE1—YERBEITE-VI/NIRTL—IADERONET, ZD/XRATL—XIE, /R—F 123y
HESTHHOICAVONZLAESEE "Ov /IR LES . T 74 NDNR—F423> - T—TIVEER
TEEHIHBRIRTZEBBIELAEWA—FT 123V EHBIRTEE T T /R—FT 123y - T—TILDEREIC
TyhINET,

Fedora T 7#JLk LUKS %1% SHA256 /Ny 2% 3D AES 128 TY M ATRERESIZRDESYT
9

« AES - Advanced Encryption Standard - FIPS PUB 1972

2 http://csre.nist.gov/publications/fips/fips197 /fips-197.pdf
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« Twofish (A 128-bit Block Cipher)
» Serpent
. cast5 - RFC 21447

. cast6 - RFC 2612%

4.2.3.2. 74LIRN)DFEIE S
10

ZOFIEICHIEBEBILTENN—FT12avIilhHdITRTDT—INHIBRINT T, TR TOBERELD
TL& I CDFIEEIRDBRNCT —F = NEY —AANBERICNNY I Ty T LTI

ZDFIRIF N—T12aVIlHBBEFEOT—Y%HIFRL T EAT S LUKS EIFOELEER—2 &2 3
T27=0IC, scrub HERALET, COEBNRN—RIIE SIS TR EDKHEABST-DICEET
Foscrub IFRETIFAV AN —ILINTWERA BRI IRNCA VAN —ILTE2RENHYET KDY
ICBACZEEEMRT DI MDA ERSZEFRATEIEETEET,

ot

iz H=
=

FHTNR—FT1 avaRESLATNE ULTOERRIBRICIISET UTOH YT IL-TEIE /home /38—
T4 avEBSIELETH. EARN—FT12aVTEHERATEEY,

UTFOFIBILBEEDT —9%FRTRYEDZTLLY . ZDLO TEADBBNCTANINN\v I 7y SRR
ICLEY ., /home DML LA/ A\—FT 423>V THEIVDEIHYET (ZZTIL /dev/VGOO/LV_home TY),
LRI RTroot ELTERITINABITNIEWTER A CNSFIBOKRITTRT, FIEBNKINTIETHEA
TlEWIFEHE A,

4.2.3.3. ATV TN ATy T DExAA

1. ULV TICAYET: telinit 1

2. N—=FT42avESVY LT —HTIEDHFET: scrub —-p random /home
3. BEED /home 7>~ hLEY: umount /home

4. HLLUKBLEADS, /home 2 ELTWETOERERDIFTIEHB7=0HIC fuser ZFHLET: fuser
-mvk /home

5. /home NEIVIVRINTWARWTIEEMEEELET: cat /proc/mounts | grep home

6. N—FT42avaHEIELZET: cryptsetup ——verbose —-verify-passphrase luksFormat /dev/
VGOO/LV_home

3 http://www.ietf.org/rfc/rfc2144.txt
4 http://www.ietf.org/rfc/rfc2612.txt
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7-Zip BESLT7—HAT

7. FLLBESIEIN/T/NA A%&FEZET: cryptsetup LuksOpen /dev/VGOO/LV home home
8. ZIUIHBIEEMERLET: Ls -1 /dev/mapper | grep home

9. 77V AT LEVEKLETY: mkfs, ext3 /dev/mapper/home

10. ¥ MNLZET: mount /dev/mapper/home /home

11. RA2Z&AMEELZET: df -h | grep home

12. LN % /etc/crypttab [SEHIILE Y : home /dev/VGOO/LV_home none

13. /etc/fstab Z#REL T. /home ODHWI VM) ZHIERL T, /dev/mapper/home /home ext3 defaults
1 2%EMLET,

14. fstab T M) AKEERLE 9 : mount /home
15. 774JLR®D SELinux ZFa) 74 AVFFARNEETTLET: /shin/restorecon -v -R /home
16. B#EEILZE T shutdown —-r now

17. /etc/crypttab ICHBD TV MJIE, AV E2—F—DT—REFIZ luks NRTL—XERBWEHEDESICL
FY,

18.root ELTATAV LT N\w o7y T HETLET,

4.2.3.4. =12z ZER LI=TL&LOIDY,
BOTEITIVET,. CNTAVELI—9—5FTICLTWBBELRLIRE TESL). TRTOT—HICH
FTHESEIN/NN—FT1avaEFEsFELE,

4.2.3.5. BEKRD) Y
LUKS ®EESIEN—R T4 AVICET 255 MIE. L TFDY) ISR L T ZIL:

* LUKS - Linux Unified Key Setup5

* HOWTO: Creating an encrypted Physical Volume (PV) using a second hard drive, pvmove, and a
Fedora LiveCD®

4.2.4.7-Zip E5tT7—h47

7-Zip" W& T —AAT DAV T Y ERET B DICR N REES (AES-256) HEATES, /ORIy
TA—LTRERDT7AIVEREY IV TT BLDARL—FTAV T VAT L (FEZIE, BED Linux &5
D Windows) ZEH T 2EHOIAVEL1—IBTT — V5B ETIHNELHY, FHEEVARERRESEY
Ja—>arhAslneE CnIEERBICERTY,

4.2.41.7-Zip 41V AMN—=)L

7-Zip |& Fedora DEAR/NYT—ITIEHYEHAN . VIRNIZTYRIN) TAFARETT . —EIVAM—
LT BE EHRRFEEAVEEES . Ny yr—JIdaVEa—49—IlBWVWTYIRNIZTTORBY DB A EHTS
TL&I,

5 https://code.google.com/p/cryptsetup/
6 https://bugzilla.redhat.com/attachment.cgi?id=161912
7 http://www.7-zip.org/
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4242 ATV T - INA - ATV T DAV A= )L D5t

o WERAEEXFET: 7V —aYy > VAFAY—IL - mEKEIYvILET, £/-1E. GNOME 3 I
BWCT7I9F4ETq > T r—vay - ERey)vyoLET,

« sudo 7Y AT 7-Zip ZAVAM—JLLFT: sudo yum install p7zip

s ImARZFALCHT: exit

4.2.4.3. A7 TN - 2Ty T DFEWNE DEREA

UTFDINSDERAICEY. "FFatU N TALIN) ZEHELEYBESIELEYTEIENTESTLLITTD

"FALOR) EFDEERYET COBMIET7AIN AT LICBW T I ERTEIENTEDRTRTDTA
LIRN)ET7AIVICERTEET,

s WREREFT: 7SV s—ray > YRFLY—I > WK EVYVILET
s EEEAIEESELEST: (FOVT M HEEIT/RRAT—REAALET) 7za a -mhe=on -ms=on —p

Documents. 7z Documents/

INT "RFaXVN TALINI D ERINE S INFT T AT ORI T —H1 T2 ETNFLWGATIC
BEILT. TNZRELET,

« FILWTALIN)ZERMLET: mkdir newplace

« BESIET7MIV%F%ELET: mv Documents. 7z newplace

« FILWTFALIMNIABEILET: cd newplace

o IPANVERRERLET: (FOVTIDHEAEZITNNRT—R%E A LET) 7za x Documents. 7z

INTT—HMTIFFH LB RIICEREINFE T U TORBIICNETCORTYTETRTY) -7y LT,
FORIDREEICAVE1—95ETLET,

s TALYUN)ELEARYFE T cd ..
o TAMNDT —HATETRANDEELI-EDEHIBRLES: rm -r newplace
s WHARERUCET: exit

4.2.4.4.GUI B otxa7i 7-Zip T—HA T %EK T % 5%
7-Zip T—HA 7ROV BW\BET—H(TERALLSIC GUI ASBEITEET, L L. £Fa 7% 7-Zip
—HATEERT DIt WODDEIEABETT,

UTFDINLDERBPICEY,"FFAXVN TALIN) ZERLICYBESELIZYTHIENTESTLELI . TTD
"TALOM)" EZDEFRYET . CORMET7AIN I AT LAICBWTT I ERATRIENTERTARTDTA
LONIET7AIVICERTEET,

C TPANTFIF—EBELT: TIOTAETA > TPAN BOYyILET
L URFAAYN TANT— BB ILET

< ERE ATVAVEBERLET

© IPAMERFELT 72 BERLET

L MDA TV ARBILET

CIPAN—BEESETR £V LES
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o NRAT—ROIEBINRAT—RZAALEYT
o "ERR" NIV ED)VILET

INTEHR—LT1LIM)—IT "Documents.7z" 77MI DN CE I EBIATEE T, 771V ERI VRS
. T—HATOABDPRRIINDENCT —HATDNRRAT—REER5NFET, —EIELWWIRT—RAZH
INBE T7MIHDRAEET . EITRE. T—HMTILBEBYIRIETEZE Y, "Documents.7z" 771 )L %H|
BRYBIEICELY, CDFB AR Z T, AVEL1—Y—ATOREICRLET,

4245 R

7-Zip & Microsoft Windows ¥ Mac OS X ICF 74U N CRBIN TV ER A TNODTSY M7+ —AIC
BWT 7-Zip 774V EFERLEVWRSIE, ZN560 AV E1—9ISE T R/N—T3> D 7-Zip AV AM—)L
TREURENHYET, 7-Zip download page® #SHBLTLEIN,

4.2.5. GNU Privacy Guard (GnuPG) OfFFH

GnuPG (GPQ) X, R /-BE%H I LY. HRADAZI2a=r—2aV (HREDFMSBVAEDEDES
HET)ERL LY. TBEDICEDNET. GPG & GPG BL XN email £FALANZOEEMAR
FCEBEINICLET, EWHEXDE. GPG I HATICEYBZINATI 1= —o 3V NERICH AT
STHBIEE DY THBIEETREICLET, E=ENT—REEELLY, REARIYLEY, Ay
t—UEBELEYTEOERCBIFICAZDT.GPG BB TY,

GPG (&, AVE21—8—P Ry NT—V - RSATIRIFINTWS 77 (I EBEND/FIZBESLTHDH
ICEITEBTEFT, CNICEY, I7MIUDRBAINTOAV ALY BRI AFLIIFHARAEFNDDERCE
WD, IO REZEBINTEXT,

To utilize GPG for authentication or encryption of email you must first generate your public and
private keys. After generating the keys you will have to setup your email client to utilize them.

4.2.5.1. GNOME IZH175 GPG ¥—D 4K

Seahorse 1—F 1) F1IC&Y GPG BEEARZICARYET, IV K su —¢ "yum install seahorse” &
72lEV IRz 7 OB/ EIBRAEFEALK GUI ICBWT, Seahorse AV AN—)L TEXT,

BAEERTDITIE NRAT—REBESHE 2 BIRLET, INILLYT U —>aY Seahorse HYEEIL

F9 77 A INAZa—DOFREBIRLET . ELT. PGP F—EFIRL. T 24 BIRLET . HAT
NHETHEINERT. IR —L. BFA—ITRLA BLOFTTarynaxwb (Bl: John C. Smith,
jsmith@example.com, B) EANLET AR EBIRLETRO/NRTIL—IEBWEDLEZ54707
DRARINFZT BN/ RTL—XTIN . BEAPTWVWEDEEIRLET 0K 20Uy I 2L EIMERIN
79,

1O

NR2ATL—R%ET5NBE BE@IIENTERARY, ZDREAVTHESEINLT 9D RbhZE
ED

ot

2 H=
=

8 http://www.7-zip.org/download.html
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GPG ¥— ID ZRDIF37DIL FILLERINBORIC"F— ID" FIERFT, Z<DIFE. F— ID 2E
K9 BE."0x6789ABCD" D&LHICHE ID DFEGIC "OxX" B DOEXFT MERD/N\vITyTaEY, EIHRER
BRTICRETBNETY,

4252 . KDE IZH1F15 GPG F—D AR

A UAZA—DS PV r—23y > A—F1) 571 > BSY—ILERIRLT KGpg 7OV S %8B LE
T INET KGpg 2FALLIENRIFNIE, TOVS LD HRI-EBED GPG #RT7EERTEZSOER
BEHLGREALE T Y177 Ry RS FILWERTEERTE/-H0 7OV S heRRLET, Ll BF
A= TFRLR BLUOATavOIAV RN ADLETBORI(EY M) E7I)VT) T LR EBHIRWT
BZETORBLBRTEF T ROY(7ATINARTL—XIIWNTBTAV TR RINET, ZDEE H
RIDEDI ALV D Kepg T4V RIICRTIINET,

Wegs
/|

NRATL—R %N 2E BEMITENTEIRRY, ZOREZAVTHESEINLT -9 Kb
ED

I

GPG ¥— ID 2R D3OI FLLERINRBORIC"F— ID"HAERFT . Z<DBE.F—IDEE
KT BE."0x6789ABCD" M LHITHE ID DFEIIC"OX" NN DEXFET MBBON\vITyTAREY, EIHRER
BATICRE IBRETY,

4.2.5.3. AV R4V =AW GPG DERK
RO TIVAT Y REERALET: gog --gen-key

COIARVRIE ARBEMERTERINZBRT7EERLET MBDALIK. HRAOIAI2Zr—a v %
REEDN D/ F I BT RDICHBT-DORFAEREERLET, TEERY. HARTOLARERALET (&
UTA=Y VTNV ZAMD I, HRFDSERHMIN/2OAZI 2= —2avEaZITRYUWEE Z S, Hiaf-D o
TWBAICHLT),

—EDFAVIIMTEEREBLTHALIIERELET HEICSUTHEESEIY K TB/HIC Enter
F—HLIFT IBZBHOTOV T M. HR-ANNEETHHEHOBEEAERTILOHSNRET,

ERR L7 WBOREEARIR L TSI L
(1) RSA B & T RSA (¥HR{E)
(2) DSA B &L U Elgamal
(3) DSA (BHDH)
(4) RSA (BEDH)
ENITLETM?

FEAETRTDGBEICEWT WHEHAELWMEIRTT RSA BITBEAELTEHLITIIRL I77M1)LE
et TEET,

RICCBEOREIZRRLEY:

RSA i3 1024 ~ 4096 Ev hORIICTEZET,
BORKEIZEED LETH? (2048)

BOHEREFEAEITANTOI—H—ICE>TTHA T BVBLNILDEF 1) T1ZEKRLET,

RICEAVWDEITEIDONEEIRLETAELED "none" 2FATELDYIC. RMEEBIRT A& I3EE
SLWEZXTY e 2 BICHBIEFA—ITRLANEICRDE RYBICLYMESABEOHERA
EDHBIEICTDDEET,
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BOBMBEZEEL TKRIL,
0= XkLEEA
d=n BRICKWLET
w=n BERICKHLET
m=n MRRICKBLET
y=n FRICKMLEY
B COMELTEMICLETH? (0)

FeEZE Ny DEZANTHE RN ERBEMBRYET, (ELINEDLDE BEEM LB TIDRMH
EEETELY,)

gpg 7OV S LIZEZBERASNBRNC. LLTOTOYTIMERNFT: Is this correct (y/n)? 7Ot
AR bOLEB-HIC, y *ANDLET,

RICBRIEEFA—ITRLREAALEFT . ZOTOCRIZEEDEAE L TCERIETAZEICEATZEDT
HBEBITEIW, DO, EBOEHIEEOET ATV TAT15EBETINDLMIITKLTEIDT,
IAYTRARNYRILEFEWEE A,

GPG ¥F—DEFA—INETFRLREANLFTADEFA—INTRLREZRIRT 2 MELHRT=DRHE
BERDITBIEDNLVEHLLARYET , CNIFOAZI2a = —2av AR T 52528 LLET  LEXIK A—
)2 51) AMIEWT [[DocsProject/Selflntroduction| self-introduction]] I LTI ® GPG F—%{FH
LTWBE ZDNAMIBWTHERATEZEFA—ITRLRAZAALET,

AR - T4—ILREIA) T 2ARMDIEREZHD=DIFRALET, (HBAXIIELRZEMICT L TER
DEAFALTFT . ZFLT"Z74R" P "F—TY—2-TAVIIN DLIRAAVNEBWTEFNEFNDHE
HREBILET,)

TARTCOIVINIAELTNIE ROV TMIBWT. HITDDICXF O #AALET H LI, HDR
BABIETZOIMMDA T avaEFRALEYT, REICMBERBISTTE/IR7L—X% AN LET . 9p9 70O
TSLIFNATL—=RE2BANTELI8R ANIST—DI LW EEERICLET,

RI&MIC, gpg X TEBRY —BRBAELIDICSVY LRT—95EMLET, 7TOERERAE—RT7y TS
B1-DICCDFIEOE. T IREEDLET. VI LBF—EFTEFT . H LIV AT LICBEWTHHD S RS
HEERITLET.COFIEN R T I5E BIEKL FRITIER/NTEET:

pub 1024D/1B2AFA1C 2005-03-31 John Q. Doe <jqdoe@example.com>
Key fingerprint = 117C FE83 22EA B843 3E86 6486 4320 545E 1B2A FA1C
sub 1024g/CEA4B22E 2005-03-31 [expires: 2006-03-31]

BOT1VH=TIVUMI. HRI-DBDI-ODEBEHD "EL" T, HRIOERBEOLAFBIUIAIND

TERLFRIT o/l MBEBAERTEDLIILET  CD TV H—TYVMNEEXBDTHEDEITHY
FRAWDTETAVA—TYVNERRTBDIC.COAR Y REHRIZOEFA—ITRLRITEEHZ
TEBULEY: gpg --fingerprint jgdoe@example. com

"GPG F— ID" |&,. NEHRAHEA T H16ESELNSRYET, EDOBICEWT.GPG F— ID I
1B2AFA1IC TY . Z<DBE. F¥— ID 2EW\WEbhbtE 5L, "0x1B2AFA1C" IZH B LI, F— ID DHIIC "0OX"
HNoOX%E9d,

g

NRRATL—RX%ETNBE RBEFIIENTIAKAY, ZOREBVTHESELINLT 9D RbhZE
ED

M
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4.2.5.4. Alpine T®D GPG D&

BEFA—ILIZA4T Vb Alpine £7-1& Pine #EE L TW5 &, ez-pine-gpg £ 2> O—KLTA Y AM—=ILT
DRENHYFTT, DV IMNITTIFIRTE hitp://business-php.com/opensource/ez-pine-gpg/ Ho AFA]
HETY ., — & ez-pine-gpg AV A=)V 3E, " /.pinerc 77M I ABIETEIHELNHYET  UTHBE
ERYFT:

1. /home/username/bin & 3EEL/ZAVAM—IL - IRATEEIHRZOSNDIRETT,

2. 2FFICEWT._RECIPIENTS_ M1%IC# % gpg-identifier (#7270 GPG AFIEDHF FTE S
ABNBERETY, IITHARIEBHD GPG #BFa20HZEAIL, "Alice" NERBESEIN/AvEZ—
TEFEDRSIE A=V EH RO NRHBERAVWTESEININLTT  ELanELAITNIE EE
BHRIFINT N DDA =V 5FRITRARY, HREEBENEVLIEERBVWHEAARYET,

IDEIICRABTLLD:

# This variable takes a list of programs that message text is piped into
#t after MIME decoding, prior to display.
display-filters= LEADING("---—- BEGIN PGP”) /home/max/bin/ez-pine-gpg-incoming

# This defines a program that message text is piped into before MIME

#f encoding, prior to sending

sending-filters=/home/max/bin/ez-pine-gpg-sign INCLUDEALLHDRS ,
/home/username/bin/ez-pine-gpg-encrypt RECIPIENTS gpg-identifier,
/home/username/bin/ez-pine-gpg-sign-and-encrypt INCLUDEALLHDRS RECIPIENTS gpg-identifier

4.2.5.5. Evolution T®D GPG Df#EF

4.2.5.5.1. Evolution &&ICERT 376D GPG D% E

Evolution ICBWTHERAT 27D GPG %X E T 571, Evolution XA AZa—H538IRL, £/
ICHB Y=L BEE... ZBIRL. A—IL-TAVVINEBRLET A/ RIICBW T ERATEFA—ILDT
HIOVRNERIRLET , ZLCRERY VEREIRLE T Evolution PAD Y N IF149DYAT7ATHRRE
nFd. X171 97 5ERLET,

PGP/GPG F— ID 74— ILRIZBWTC. ZDT AV MDEFA—=ILT7RL AL TS GPG F— ID #A N
LET.F— ID BMaMd-oZYLAITNIEL, coav > REFEBLET: gpg —fingerprint EMAIL ADDRESS,
F—IDEF—DT4VH=TIV VI DEBE8XF (4 /XN ERALTT  BEA—INEEETEHEXINTESD
HEANEESIETZA T avas v IR EBWIATAT T DT AV NERTREE HTLK
Avt—IU%BILBETIEERLEVWVDHAELNERA,

@

)T BWTARRAEEINTWAEHAEDIFTTOWAWNE BEESTREXIF—Y VT I H D
EEIEETIA T avERIRT2ET. TNODOMEENDEFA—IABSILTEIEIETEEE
Ao XDYICEFEMEDF v IIEEKBMLIZCEABKRTEY(T7ATDRRINET,

4.2.5.5.2. Evolution ZAW/=E&FA— )L DIREL

Evolution ¥ A2T<% GPG ELZINAvE—YDEMMEEBEIMICFTvI LE T, Evolution /AR
BN (X . BAIAINSE) I2HICXyE—U% GPG REETCERITNIK, FLAF—TRDHOYET,
Ay E—IPRREEINH, O—DIWZETO—NUEF—EZB L L TLAITIIE NF—IEEEBTLLD,
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GNU Privacy Guard (GnuPG) D&

AV E—IDRIAEINT F—DELZINTVWSASIE NF—3FEEBTLLI . —IL-TAaAVEI)vITS
EX Evolution [EBRICET X)) T118HRALVEDVM7OV 4R RLET AREEZF—YVTITE
M7=l F—DRMBEDEFA—INTRLATHRZEMBEEZMEALET: gpg --keyserver pgp.mit. edu
--search email address, IELW\F—%AVR—K9B70II, Evolution ICKYIRHINDIEREF OF—
ID &E—BIEBZRELSHZIMELNEEA,

4.2.5.5.3. Evolution ZFAWEFA—ILDEZ LRSI
BEFA—NICBETBIEILIY BFA-LUDEREILHBEDNODEDNEID %, ZIEED

BFA—IERELTVWDEE EF2YT15BIRL AvE—V5EBLTSH/HIC PGP BLEREIRLET,
Avtz—I%BEEIb T B7HIC. PGP BB ZEIRLET ALIIICESEINAYE—V% BTN EL
hEtHA.TNIITYRTSIFT1RX T, Evolution [EH747D GPG F—D/SR7L—X% AAT3LIEL
9, (3E%KTDE Evolution IFTS—AFKEIETET, ) DY avDIIA VT DIHDIZID/INAT—
R&SLERT B4 T a5 RIRT B&, Evolution 28 T §2HBRRENTEET. BEELVCESITHLHICBUN
AT—REFEIREIEHYEH A,

4.2.5.6. Thunderbird Zf\\ /= GPG D

Fedora lZ thunderbird /3y —IIZHWT Mozilla Thunderbird %, #7=. mozilla-mail /Sy —I D
Mozilla Suite email 77V 5 —<avaE#&F 9, Thunderbird IE#E I = Mozilla email 7 7))y —<3
VTCT . ZNIF TRINFIC T T)r—o3y > 49 —% vk > Thunderbird Email ELTERNET,

Mozilla Bk XMV DT P —2a v IiCH LWMEREEBINT 2 ST 1 THDILRIERE A R—b

L& 9, Enigmail #:3&I& Mozilla ® email & FIC GPG Y R—M&IRMHLE T, Enigmail D/N—Y3>

I&. Mozilla Thunderbird & Mozilla Suite (Seamonkey) AT L TEELE Y, AOL D Netscape V7
RITT7 1% Mozilla RICE DX CDILREFERALET,

Fedora ¥ 27 AT Enigmail 24V A=)V B7DIC LT DERBRICHEVE T,

Enigmail &, XZa—IBB&A T2 avICEWT OpenPGP &EWHEEAFALE Y, GPG 1Z OpenPGP D=
ETHY. ALEKRELTEERZIZET,

Enigmail DR—ALR—I http://enigmail.mozdev.org/download.html TY

ZDR—IE Enigmail & GPG D70 2avDAY)—>ay hNaigELET: hitp.//enigmail. mozdev.org/
screenshots.html.

4.2.5.6.1. Enigmail 1> A~—)L

Enigmail I& Fedora YR MIZEWTHIARBETYT . IYRS4T yum install thunderbird-
enignai l EAANTEIET AVAMN—ILTEFT . VAT AL > BE > VI Moz 7OEM/BIBRICEK
V). thunderbird-enigmail %=1~ AR—JL TEXT,

4.2.5.7. RARESICDOWNT
1. Wikipedia - Public Key Cryptography9

2. HowsStuffWorks - Encryption10

° http://en.wikipedia.org/wiki/Public-key_cryptography
9 http://computer.howstuffworks.com/encryption.htm
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BEREF1YT1D—RIRA

UTFO—RRAERWEF21YTABITOMEBZRMHLETT:

PEEFRECEBELCIITETZOH XYM —ITEHREINDI TN TOT Y2 SIELET /IR
T—RDES R HREESEIHIEIXEETT,

AVAM=IENTWBYINIITERITITBH—ERADEEZR/IRICLET,

X1 T4%RIETDY TN T EY— IV EFERLET, &AL, 877 2§ (MAC) B
Security-Enhanced Linux (SELinux). /3y 248 ) 0 T (7714704 —IL) D Netfilter iptables.
774 VEES L ® GNU Privacy Guard (GnuPG) T3,

ARELSIE, HEBRICISINY—EZADIMBOY—EREZBIRICIST=HDIFERIND ) X7 EF/N
RICT B7=0DIC. DEEIN=V AT AICBWTERYNT—0 - H—EXEETLET,

A—H—THIUNEMHIFLET: MO RT—RRYY—5ERLTGREILES; RLTVW LW —H—
THOYREHIBRLES

VRATFLET TV r—avoalEERMICLELA—LET, T 72N T EF 1Y T1BEEDY AT LAY
I& /var/log/secure & /var/log/audit/audit. log ICEXAFNhF T, FE: EROOSTH—NICOT %
FEBZEIF  HEEIRANAERITEOICO—AIL OO AR ZIBIETHIEABCBIFICARYET,

ERITWEICRDETroot ELTAVM YV LERHA BEEIIVREREZIC root ELTAVVREETTS
7= sudo A{FAT B EAEREINT T, sudo #EITTEBL—H—I(F /etc/sudoers TIHREINTWL
F9,/etc/sudoers 77 M =RETB/HDIC visudo I—FT 1) T1&FERALET,
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tXaT7IRA AN =)L

X354k Fedora AV AN—ILTB7=5HIC CD ¥ DVD 274 R RSATICWNE=HHTDEEHNSIE
FUFT WOV AT LEEZFATICERTETEIEICLY . BHOLEMDEX I T(EBELRETLIZIEN
FUEEICAYET,

6.1. TARY - IN\—F 143>
NSA i£ /boot, /, /home, /tmp, BLT /var/tmp ICF L TR LZD/IR—FT 423V EMR T2 EAHLELT
WET, ZNThOEBHIZERYEFTN, EN\—FT12avIlBRYBEAET,

/boot - ZD/IN—F 4 avid, T—hhICV AT ALY ZAAENZHZAD/N—FT 423V TT, VAT L%
Fedora N7 —Rg27=DIfFEHbNET—bO—F —EA—RIA XA=IJEZDNR—FT 12 aVIREINET,
ZDONR—F A2 aVIdB ST RETIEHYETAZD/NN—F42avd [ ILEFNTWT, FD/N—F4>3
VHRESEINTWSEMN LUK OERTHARBEICARDZSIE, VAT LT —INFBZENTELRLIARDS
TL&D,

/home - —H—7—% (/home) BMIZLI=/NN—T 123V DRDOYVIC / ITFREINTVWBEE ARL—
TAVYIT VAT AN RREIRDRERERD N—T 123V —RICRDAREE LI BHYET 2. VR T L%
RDIN—T30D Fedora NPy T L—R§35EX, /home X"—F12avilhdT—9EFTDEFICLEWL
R AVAN=ILRICEEEINABWVWEDITEIENFEEICEBICRYE T root N—T13V (/) BENS
ET—HIEKAICEDNZITREEDNHYVE T, DN —FT 12 aV BNV ITYTDORRICTHIEHT
X9,

/tmp B&LY /var/tmp - /tmp & /var/tmp T1LVZMNJIEEELEREBBIODRENBEEINRVWT—4%
RETZDIFEDODNET LOLALS, INSDTALIN)DIDOHELDT—ITHINDE ANL—
THEETRTHET DAL HYET, MDY, INLDTALIRNID | DFRIREINTWSE, Y
AT LDRREIRYIZY 19 DHRHEIHYET DD, INSDTALIN) ZENBED/N\—T 4
DIAVIIBEITAIEIERWIAT47TY,

6.2. LUKS /N—F 12 aviES b DFI

Linux Unified Key Setup-on-disk-format' (LUKS) B St DRI EELYEBICA>TEITVWET VR
M—IL-TOERFBIC N—F12aVERBEESLTEIA TS avh1—F—~RRFINDTLLY, I—HF—IT,
N—=T423aVDT—F%atFaTIlTBDILEDLDNEIREDESREMIRT D/-ODHEELDZ/IRTL—
XEFHBLARITFRIEWNTER A,

! http://fedoraproject.org/wiki/Security_Guide/9/LUKSDiskEncryption
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VINIDIT DAV TF A

YINIITDAVTF VA EF 2T RV AT LEMIETD/-OIFERICEETT B EDNVRATALILEA
T5-ODICBEMOR—ILEFRATIOAHSTOIC Y INITTD/yFHF AR EEICARYRETEBRYER
KBRTHIERBOHTEETT,

7.1. &=/ NEDY IO T7 DAV A=)

AVEA—X9IIHBYVINIT T OER DR EE SO AREEL HED T ERATE/NNT—VUEIFEAVR
R—=ILTBZEDNRANTSIFAATT,HL DVD BS54V AR—ILLTWBESIE AV AR —=ILHRICI VR
A= LW —J A EREIGRIRT AR HYFE T MO/ —I BN REBETHE DI 27X #
DOWDTEVRTLANEBIMTRZENTEET,

7.2. 2% )54 7vITT—MNDEEERTE
TRTCDYINITTIINTHEHET, LIELIE,. SNODNTIE AT LAEBEDHDL—F—ICIS T AIRE
ML BHIHPEEAYES, Sy FEYTTVAVYRT ARV 21— —DRAD— B ARREAYE
T AR ATERVWLIZNSDIHBEE SISO IML)—IZEF 1) T1- Ny FEAV A=)V T B5HEH
ARFORETY,

BEOI—H—IlE>T EFa) T4 - 7y T T—MITEBRYBA VY AR—ILINBZRETY, ¥l

T4 TYTT—NDBEEA VAL DEER. RATENRINEWNFRVOEEBIFTSNFTH HDEDH
VATALICB I BRETLIZMDVINIIT EFRATIERELRDARENHZEVIDITHRIRIEE 1
5LFET,

EVRAPHEDEEARI—Y—ICE>T X2 T4 7Y TTF—MEI TFAMNIN AV AN—ILERT V21—
WTBRETT INYFN))—AINTHOSVRATALICAVAMN—ILINBZETDE, Y RATLERETEDH
ISBIOAY M A= AFIRELAHYE T, NSOV MA—ILIZZFDOMERMICIKFELEZ T BIMD 77
AT A= =L A IT7AT 04— ILDFER. BLVOVINITTEREDEREESHLNET,

7.3. BEIEFORE

Fedora (FHRRT V21— TIRTOTYTT— BRI ELIBREINTVET, VAT LDEDEIIC
TYTT—NeA VA=V T 2D EERBLIEWGE."YINILT7 - Ty T T— DR E" ICLUERLAIFNE
WIEHA.FIAARERTY T T — M BRE BRSO ATV 1— Ty T T DEREE R
TEEY,

Gnome T Y RF L > BE > VINITT7OEHFICBWTTZySTF—haaybO—I)LTEF
T KDETIE. 7TV —v3y > RE > VINIZTTOEHICHVET,

7.4, FLHSNTIRIMN)DODEL SN\ —I DAV R
N—JL

VIR T - IRy —IIE)RIMN) B L TRARAINE T LKAONTYRIMNITT AR T T—VEL %
YR—=MLTWET /T —VELZIE VR MICLYRREIN TV —UR  BEEERAINTHS
EREINTWRWIEEFIRT 3720, NREBORMAFERALET, CNICKY N\vTr—IUMERIN 2%
A—H—HYovO0—RTIEI BEEAF OTEEINTUEIHNELNAWY IR I T 2R EN R
INFE9,

ZBEZDYRIMN) BB TERWIRI M FRBEBZDBW YT —U%/FDURIN) ZEATEIE
AT AICBERILIIRBEOHZI—F2RYVAL YR I 2LYELET . yum Y TRIT 7 DEEFIC
JIRIM)ZBINT2EZITEFRLTLESIL,
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Hompess it + CVE

SR BIMAT £ CVE ¥ 27 Ak, —RICHISNBEREF 1) 7 ORFBIE REICH T 5577
EAIRELET, MITRE A 7 XU DE L RLRBED YA/~ £F2 ) F(BADESRBES, ¥ 2
> AERIELTOET,

MITRE #t 13T R TDIEFMEREICH LT CVE BRI FAEIYYTET, 10D CVE A ERDYIMNIZT
T —IDEBDORVY — IR ET AR HD70. VINITTDELRDE D %@ L CHSE 2B
THREHIEDNET,

8.1.YUM 7571

yum-plugin-security /Nv/r—1 Fedora DBEBED —DTT AV AM—ILINTWBE, ZD/\r—JIC
FYRHEIND yum EV2—ICEY EF 2V T BEEDOEHDAEIG T 2L yum ZHIFRTEX Y, Red
Hat 7 R4 ) —ICB 9 2 1EHRE R T 2DIERAINE T, INid. Red Hat @ Bugzilla 7—4R—

2UZH BT F7=lE MITRE @ Common Vulnerabilities and Exposures 74L2hJ—® CVE HEH',
N —IBHICLYRINET,

INLOMEEAEMICT BT &I, yum install yum-plugin-security ¥V RERTTEHWEHETY,
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SELinux

9.1. SELinux &

Security-Enhanced Linux (SELinux) |& Linux A—XJVICET 5 #HHHEH BB ORETY  INIE E
KRR D ISR SN B T AR SN IR ECTH B L &FEFRLF T, Thid National Security
Agency ICEUERRINE LT, Linux Y AT AICBWT 770 ETORRICH LT, Fo. EREIN KUV —
IKEDWTTI2avIil L TUL—ILEREITERT,

SELinux AT 2EEX . TALIVN)IPT NI REZET ., 770V EF TR LTS RBLET , - —H°
£179 57V RK¥ Mozilla® Firefox® 7 U —2avD &5 70€RE. YTV LTERIN
FTELDARLV—FTAVIT VAT AR YTV EDIIIIAT Oy ERYEYTEN. BLVHT
JIIINEDIIICBEEWNIPY EY TR %HIET S, ERT VX5 (DAC: Discretionary Access
Control) Y A7 L%EFERALET.DAC #FRTEARL—FTAV IV RTLILBWC, A—Y—HFRETZT7
A (TN DNR—Zy2avawFIELET, &AL Linux® ARL—FA VTV AT AICEWT, 21—
HF—HNBEEDHR—LTALIN)ELEFRHAAAAEICTEE T, - —27O0R (HTVIN) VBT
HICHEARBRICT VRS HABEEN HYE T COBERVWT I avIlIbRLFRELHYEHEA,

DAC DMK EFET DI EIE BER Y AT AEF 1Y TAICEAMICELTWERADAC 72ERHE

. A—H—ERBHEDHEIVNTEY, - —DRE, 7075 LOBERBLVCETEL. LVT—HD

BEEPREMDLIB MO EF1) T BEAEOBERERELEIT. ThThOI——HIBEEDI7ILIC
BT 2R REEEEL. VAT LALEDEF 1) TR —5BEITEIENRATBE T, IHITAT
DOFOTSLD, A—H—|HERFBEINI-N—IvoavadT RCBIEHCTEICLYEITINFT . ZLT.
NEA—F—DI77MNICR T BTV RAEABRICEEBELE T, TDH. BEDH BV I 77T/ LTE
HREINFTASLDVRAT LY —EREFETOVS LD, TOEHEIZZNMNGBADZ T VERTRITYT
ZREAHYET, ZDH. NSO TOATSLADENMIBITERBA Y RTFLDRET IV EAEEFICA
NBBRICISINDARESHYES,

LBLUF I, Security-Enhanced Linux (SELinux) Z3{TLTWAW Linux ZRL—FT 14V AT LIZBWT
FRINE/ =3Iy a3 VDFITT . INLDHFICHIFZ/R—IvoavEHNESFVDVRTLERREZDE
LNERBAT77AIDIN—Iv2avaRATDHICE Is -l ATV REFERLET:

$ s -L filel
-rw-rw-r——, 1 user1 groupl 0 May 11 10:46 filel

=# 3 DD/X—=3Iy>avEwh rux A filel ICFLT Linux user! —%— (ZDBE.FiEE) ORFOT7
O AEESIELET RD 3 DD/R—IvavEvh ru- A, filel IZ LT Linux groupl ZIL—7 D
DTV EAEEHIFEILET  RED 3 DDO/R—IyiavEvh r— A filel ITRHLTIRTOI—H -1
DT ZEEFIELET, ik, TRTOI—H—¢TAANEEFNET,

DAC #8 IS EARMITBE RS AT LEzF2) T4ISBELTWEHADAC 772 R¥IEIK, 2—F—EEE
DIHEDIWTHY, 2—H—DERE. 7OV S LOEBB L VEREE. BLUT—YDHBEMEPTEEDL
SR DX FAREAEDBEREERLET . TNZTNDI——DNEEDI7MIIVICET R AR ENE
R VAT LAREDEX 1) TR —%EHITEIENRARET T, IHIC. TARTDT AT S LD, 1—
P—ITHEREZEIN//NA—Iy avaTRTBIERCEICLYRITINET  ZLT. 22— —DT7
AT TET I ERAEEEBRICEELET . 20O BEEDOHDY IR 7ICH L TIEREINEE A,
ZLDY AT LY —EREFETOT S LD TOEBEHEIEDNMIBADTEWERTRITTI2BHENHYET,

! "Integrating Flexible Support for Security Policies into the Linux Operating System", by Peter Loscocco and Stephen
Smalley. 2D XIEIT4 National Security Agency D7=HICEBIN, KRR BFICHEWTEI SIS N TWE T MHYY—RICET2
S & R 2 XY M [http://www.nsa.gov/research/_files/selinux/papers/freenix01/index.shtml] &S B LTIV,
NTDREEZEED Murray McAllister IC&YETINELT,
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#9Z SELinux

FD1H. INSDTOTSLADENNMIBIFERAN Y AT LADEET /2 AEEFICANDBRRICISS
NaA gL HYET, >

LLTFIZ. SELinux 23479 % Linux AL —F 4V TV AT ALICBWT, 7O R, Linux 21— — 8LV 77
AIVICERINZEF 1) T/ BEEBRESZSOSNILOFITY, ZOIEERIE SELinux #asit SIEEN, s -
IaAvVREFERALTRIINET:

$ Ls -Z filel
-rw-rw-r-—, userl groupl unconfined u:object r:user home t:s@ filel

ZDHITIE, SELinux A (unconfined u), A—JL (object _r), ¥4~ (user_home t) HBLULRIL (s0) %12

HLET . ZOBERIZT IV ERFEHDOHED/=DILERAINET . DAC ZAHWVSE, 7/ AHED Linux 1—
Y= —T ID DAEDWTHIEIIN F T, SELinux R > —JL—JLIE DAC IL—ILD#HEFEIND

CEERATHBLIEDNERTT . FT DAC L= DT IR EEERTNIL, SELinux RY S —I)L—ILHMHEFH
INFHA,

Linux & SELinux @O 1—4H—

SELinux #3479 % Linux AL —F 4V TV AT ALAICEWT, Linux 21— —&RB L&D IS SELinux 11—
Y= HYF 9, SELinux 21— —Id SELinux /RY) ¥ —D—ER T, Linux T—H—H* SELinux 21— —
ISR DTN ETRELEEITEAH,. CORF XV MIAEEAZXBITS7/HIC, "Linux 21— —" &
"SELinux 1—H—" #FHELEY,

9.1.1. SELinux #2179 5H =

s IRTDTOARRETZAINIIATTIRILARFIFIONET A1 T TOCRABITORXA >V ET7AIVE
FDIATHEEFZLET,SELinux RUS—IL—ILA, EDELIICTOERDRT7AILERYEYTEN, L
CEDIIITTAEADBEICPYEYTEMNIDWTERFRLET, TNABATRMICEFA 5 SELinux 7RY
V—DBEETRIEZDH TIEANHFTINET,

o HRYKEMAT I REIE, - —HAEERITHIEIL, Linux 2—Y—&7)—7 ID IZE DL MR
UNIX® /8—3IvSav a3 s mIC#B A T, SELinux |& SELinux 2—H'—. 0= . 9147 B8LUVATav D
LARIVDEDIT. TR TOFBARERBRICEDOVWTT 7V REEZHIBTLET,

 SELinux RU2—d. BEEFICLYERIN, VAT LLEFTREREIIN, - —ICLYERICREINFE
Ao

- ERZ EFINZHBOMBEEBOLET. H20: TOCRDNRASVTRITIN, TD/ZHEE VI
PDBEINZE T, /2. SELinux RYL—IL—IBEDIIIITTAERADN I771 LD TAERICT V2T
O EEFELET. ZTDH, TOAELANBAINTE. ZOTOCADBEE DL, $L07OEIHNT
VERGTDEIBREINTVEI7MINIIRLTDH  HEBEDN T IR TEET, 7z& AL, Apache HTTP
Server BMEAINTE, SELinux RUS—IL—IL BT IR AT TEHLHOBMIFLIEHFZEINTWRITN
X HBEDNI—H—DE—LTALINIIHZI7MI EHmHFATLOIL. ZOTOREFERTEEFHE
Ao

s HIRINIY—ER H—ERBLVT—EVH LY FAIFREICRY ., BEDRIEICHEERDZTIEZAD
AEEFAINDBLIIC,. SELinux BN ZNSAFIR T 22 S HF T,

* SELinux BT —9 DB S LOTEMEREITOIFERINE Y, Fe, TOEREZEFEINLBVA
ADHRELTT,

2 "Integrating Flexible Support for Security Policies into the Linux Operating System", by Peter Loscocco and Stephen
Smalley. 2D XIETT4 National Security Agency D7=HICEFIN, RHDBFICBVWTEI SIS N TWE T MY —RICETS
S RE 2 XY Md## [http://www.nsa.gov/research/_files/selinux/papers/freenix01/index.shtml] S B LT EIW, T
NTDIREEZED Murray McAllister IC&YETINZE LS,
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5l

SELinux IXRDEDTIEHYFEHA:

o YAIIATEY I ILT,
o INRAT—R, I7AT 94— IV, Fl=idhDEFX21) T4 AT LDRE,
o« MAEMARtEXaYTFa4V)a—3a,

SELinux IEBEEDEF 1) T4V ) 2a—2a R ET DI INTOWET . TNSEZBEIBZIZEDT
[EHYFEHEALSELinUX ZEITLTWBEETE VIMNIIFERTIEDZE HRILICKWRRT—RAEFD
ZETFATIF—=IREDRWEX AT AEBTICRWGITEIENEETT,

9.1.2. 3l
AT DfliE SELinux AAEDEIIctEF 1) T45E EIEDINAEERBALET:

o« BEDTIVIAVIIIEE T . 7AEADR 77V ERLKBREDT IR EHF AT 54 ED SELinux RS —
=L EELRITNIE, 271V T I EADEEINET,

+ SELinux ' Linux 1—H#'—%HIRTEXF T, HEZ<DHIRIN /= SELinux 1—H—»" SELinux R 2—
ICFEELET . EXF 2T —ILEZNSIGERINEBEOR R 55 57-DIC. Linux 2—H—»H'HIR
I SELinux 2—H—IC®/ IS DIF5NET, /=& Z 1L, Linux 2—H—% SELinux user_u 21— —I(C
W DFBIEICLY, Linux 2—H—% (fBISEREINTWRWERY) sudo ¥ su DELD7R set user ID
(setuid) 7T —2ava R CIAKRYET T h—LTALIMNICH B I7AINPT T ) r—ay
ERITTERCARYET - REINTWEE, A—H—DNER—LTALINIIHE2BEDHZD 771 IV EET
THIEEFEET,

s TOERASBAFERAINET, TOEANBEDRAMVTRITINIET . IhiE. 7O MO+
ICEWFERINEI7MIVILT I ERATEIEEMEE T F TOAMOTOERICTIERTEIEE
BEEET, /=& 2, SELinux 221TL WS EE MICSEEINTWWRITNIE, INEE A Samba H—/3N—
ICBATEFEA. T MYSQL® ICKYFEAINDE T —IR—ZADII A DO TOERICLYFERAIND
T7AINEmAHAEETTE/HOIC. Samba H—/N\—IIBATEIEIZTEF A,

« SELinux A& EIRICL Y ELFIRT B1RICIIHE T, Domain Name System (DNS)® 4r—/X—p LI
LIFBEWIY —VEREELTHLNTWAIETHEREER LI T, HEED DNS ——%AEDIE
WCHEFT DOV —VEREAFRTEEY, Fedora T DNS H—/\—& LT Berkeley Internet Name
Daemon (BIND)* ZE4TLTWREX, BBENY — VRt A ET TR —N—%4IRLENESX
ZEHED SELinux RY Y —HYV'—2 774l ° % BIND named B HI2&Y, i FOERICEY,
V—VERERBTEHINDIEEETET,

* Red Hat® Magazine6 MDECE Risk report: Three years of Red Hat Enterprise Linux 4’8 Red Hat®
Enterprise Linux® 4 IZHFB1ZHED SELinux §—4vhRYS—D 7, TIVZTOA M HEIRINEL
7o

% http://en.wikipedia.org/wiki/Domain_Name_System

* https://www.isc.org/software/bind

PRANRE IP PRLRADTYE YT D578 % &, DNS Y ——ICkU BB INZFF AN T7 1)L,

6 http://www.redhatmagazine.com/

7 http://www.redhatmagazine.com/2008/02/26/risk-report-three-years-of-red-hat-enterprise-linux-4/

8 Cox, Mark. "Risk report: Three years of Red Hat Enterprise Linux 4". 200842 8 26 H %47, 200948 8 27 A7/t A FesR:
http://www.redhatmagazine.com/2008/02/26/risk-report-three-years-of-red-hat-enterprise-linux-4/.
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+ SELinux ICBI 92 RIBEWB LU, SELinux ICEYIHNBIFIFEFRTI/ZATOA4MIEAT2IERIZ.RD
LinuxWorld.com® DEBEAS B LTSI, A seatbelt for server software: SELinux blocks real-world
exp/oits1 o

- Red Hat Enterprise Linux 4 &0 5 ICEMBS 7= SELinux IC& YR X 7= OpenPegasus'?
DIY 2704 MIEAT M IE. James Morris D SELinux mitigates remote root vulnerability in
OpenPegasus'® 707 faaSRLTEIW,

Tresys Technology'* = 7H4 ~ (DHR) I1Z SELinux Mitigation News'® £ avh®HYET, 2hik
SELinux ICEUIEIRE /IR L SN RIED TV R TOM Me—ELLTWET,

9.1.3. SELinux 7—F7 90 Fv—

SELinux I Linux 1—RIJLOAICHEAAFEN T Linux X2 F4EY 2—ILTF, SELinux IEE A AR AT
BERAR) Y —I—IVICKYEIMELE S, TOCZAD 77V ERACEED LI Fa) T4BEEDT VAN E
TINBEZ BREIA—FRIVLIZEWT SELinux IZLWEBIYIAZFNZE T, SELinux AR —IL— )L HN R VEAEF
Ag5E MHEINET, ZOTRIFNIE BENTOvIIN, TOEAN IS —%FITRYET,

TOEZADFFAPIESTD L)% SELinux QHIEFIEF vy aINFE T, IDOF vy ald 7 I AR I—Fvy
<1 (AVC: Access Vector Cache) ELTHIGNTVWE Y HIEf A+ vy ad 5 EILY, SELinux RY T —

=L BERINZBEHEEFSL /N TI4—VVAEWNELE T, T DAC ITLY TV EREERTINS
& SELinux ARY Y —IL— LB RAF LBV EEBEZTEWTLEIL,

90.1.4. tHDARL—F AT RFTALIZE TS SELinux
FRL—=F AV TV AT LICETD SELinux ORTICEATIEHMIILL T ORBHRAS R IZIL:

» Gentoo SELinux Handbook¥n: http.//www.gentoo.org/proj/en/hardened/selinux/selinux-
handbook.xml.

» Debian: http://wiki.debian.org/SELinux.
« Ubuntu: https://wiki.ubuntu.com/SELinux & &1 https://help.ubuntu.com/community/SELinux.

* Red Hat Enterprise Linux: Red Hat Enterprise Linux Deployment Guide'® &V Red Hat
Enterprise Linux 4 SELinux Guide”.

 Fedora: http://fedoraproject.org/wiki/SELinux & & Fedora Core 5 SELinux FAQ”Bo

9.2. SELinux AVFF XK

TOvRET7AIVIE, SELinux 2—H— 1&RE 147 LT T2avELTLRIVAEDEBNERES
. SELinux AV TFF AR TSN IFINTWET, SELinux ZEITLTVWBEE, ZDBERDITRNTHT S

s http://www.linuxworld.com

10 http://www.linuxworld.com/news/2008/022408-selinux.html?page=1

" Marti, Don. "A seatbelt for server software: SELinux blocks real-world exploits". 200842 A 24 H %17, 200948827 H7
V= RHeER: http://www.linuxworld.com/news/2008/022408-selinux.html?page=1.

2 hitp://www.openpegasus.org/

13 http://james-morris.livejournal.com/25421.html

14 http://www.tresys.com/

'5 hitp://www.tresys.com/innovation.php

'8 http://www.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5.2/html/Deployment_Guide/selg-overview.html
7 http://www.redhat.com/docs/manuals/enterprise/RHEL-4-Manual/selinux-guide/

'8 http://docs.fedoraproject.org/selinux-fag-fc5/
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SELinux IYF %Xk

E2HIEDOHIET D= HITEAINE T, Fedora Tld. SELinux B EIR—2 77 X l{H (RBAC: Role-
Based Access Control), ¥4 7L 74— Xk (TE: Type Enforcement®), 8L UFF>aveLTwIL
FLARJItEF2) T4 (MLS: Multi-Level Security) ZRELET,

LLTFIE SELinux OV TF AMNERTRT BB TT, SELinux IV F7F A ME, SELinux #5479 % Linux A~
L—FAV IV RFALAICBWT, 7OE X, Linux 21— — 8L T77MIICBWTHERINE T, 771IILET A
LZM)®D SELinux AV TFFAMERRTBICE Is -Z AV REFRALET:

$ s -Z filel
—rw-rw-r——, userl groupl unconfined u:object r:user_home t:s@ filel

SELinux a>7F XM SELinux user:role:type:level #3IZHEWE T :

SELinux #it#

SELinux 2—H'—#H B FIZ. BFEDRIIDEY M FALIXFFED MLS SHICT LRI INEZRY S —
IS5 BB FTT ., ZNETND Linux T—H—I(F SELinux R —H T SELinux 2—%—Ixt
IS5 NET, INICLY, Linux —H—HY SELinux 21— —ICH T BHIRAR A TEET, [IS DT
517z SELinux 2—H =83 Fid. 21— —DANBKEIELRIVEEERTE-HIL. TDEYI 3
VNIHIFBTOEADH® SELinux AV TFFAMTCHERINE T, SELinux & Linux 2—H%—7Hov
RDFIEDIFD—E %KY BT, Linux root T—H—& LT semanage login -l AYVRAERTLE
ER

# /usr/sbin/semanage login -1

Login Name SELinux User MLS/MCS Range

_ default unconfined u s0-s0:c0.c1023
root unconfined u s0-s0:c0.c1023
system u system u s0-s0:c0.c1023

HAORBRIEV AT AICKYELRDZDELNE R ALogin Name IBER I Linux 2—Y'—D—&TY, . &
7=.SELinux User IEBIZ Linux 2—H—»W DS TWS SELinux 2—H—7T9, 7Ot RIox
LTl&, SELinux 2—H =D 7V R RERIEBIE L NIV EFIBRL T, X DIEE MLS/MCS Range (£
JILFLARIEF2) T4 (Multi-Level Security:MLS) ExILFATFTY—EF2 51 (MCS:Multi-
Category Security) ICEWERINBLRILTT LRIVICDWTEDISEEICERLET,

HH

SELinux O —&R 2 131 ER— 27/ R &l (RBAC: Role-Based Access Control) E¥al)F4ET
VT, #%EIE RBAC DEMTY, SELinux 2—H—H&ENIR L TERAIN ZBIN R AT LT
FEAINFTBENRASVE SELinux 21— —DRBEDHNEELTREBLET, ABIENTEZRE
NABIENTEBRAAVERELET - RIS, IND TV ERATERZA TV MNIATEEIHLE
T INICKY MER EFHREDHRBHEARSTFEIFICRYET,

Hit
FATNIIAT T I3 — ALV NDBHUETT Y17 TACRBEIFTDRAA LV ET7AIVEIFTD YA T % E
HLZE YL, SELinux RS —IL— I 91T HBEWMCEDIIIICTIERTED RAXMY NI TICT Y
TATEZHNEID RAMVYDMED RAAVNIT VR TEBZNEIDEERLETHFED SELinux RY
== DENEHFATRIGEDH TV ERADNFAINET,

HHt
LARIE MLS BLUORILFATFITYEF2) T4 (MCS) DBMETYMLS SEREIZL RO TE, LA
WD ERNIL tH-#i EL T LRIVD R CARSIE # ELTEDNET (s0-s0 (E s0 ERALTT),
BLRIVIGHBEEAT T (AT2ay) DI TY, AT TIVHHNUEL, LRIVH st #H-# & L TED
NET. ATITVLI RN i ELTEDNET,
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ATFT) ORI EHRLABETHNIL, B TEFET /&2 IK. c0.¢3 1k c0,¢1,¢2,c3 EALTT,/
etc/selinux/targeted/setrans. conf Z71JLICLY, LRI (s0:c0) 2 ANBEDFHHPTWER (I
CompanyConfidential) ICX D IFET, TFAMNTT 49 —T setrans, conf AfRELAVTLEE

LW\ ZE G SIS semanage ZFALET, 55X semanage(8) ¥ a7 I R—IUESRBLTEX

W\, Fedora Tl 4—47vhRY S —H MCS Z#@HILET, ZLT. —DODEBEE s0 DHH* MCS IZHY
%9 .Fedora @ MCS (& 1024 D AT T &HHR—MLET: c0 H5 c1023 T, s0-s0:¢0.c1023 (&
[BRE sO T.IRTOATIVISH L TERATINET,

MLS #* Bell-La Padula Mandatory Access Model'® %3 L. Labeled Security Protection Profile
(LSPP) IREBETHEBINE T, MLS $IBRAFHE T 57<0HIC, selinux-policy-mis /X —I% A ZAh—)L
L.MLS #1Z#dD SELinux R —Ii25 & /etc/selinux/config 771 L TERELE T, Fedora IC
FERIN TS MLS RY D —F FHEIN B ED—ERD TRV, ZLDTOT S LRAM U EEIEL
FT,TDDH. TRIMNTREILEITS MLS FEKL HYFEA (X Window System ZHR—ILZF
B A). LHLEDS, upstream SELinux Reference Policy?® IZ#% MLS RYS—IZ, §RTHTOTS
LRXVEBTLOBEINTULET,

9.2.1. RX(V &

HBERAAVNCHDTOEZA . FLWRASVEIFD entrypoint ¥4 T&FDT7T)r—avaEFTTRIE
ICEY MMDRAA B LT T entrypoint /8—3I v 3> A SELinux RY S —ICBWTHERIN. KXY
ICABT=OIERATEZT7 S r—oavaHIELET U TOBIN KXV B A 5HBALET:

1. A—HY—DPRRT—REZEBLEZWTT . INETBHIC passwd 7Y —23v%RTLES, /usr/
bin/passwd MEIT/NAF YA passwd_exec t 4 TDSNILAE[FIFONTWET:

$ ls -Z /usr/bin/passwd
-rwsr-xr-x root root system u:object r:passwd exec t:s@ /usr/bin/passwd

passwd 7 UL —avh Jetc/shadow ICF 7 ERALET, Il shadow t 1T DSRILHTFIFSH
TWET:

$ s -Z /etc/shadow
—————————— . root root system u:object r:shadow t:s@ /etc/shadow

2. SELinux RYS—IL—JLIZ&Y, passwd t RXAVTEITHDOTOERD shadow t F1TDSRILEH
DIFAINAEHEXTEBSIITEINE T, shadow t Y1 FIF/RAT—RELEETBDICNEERD
T7AINDHIBEAINET, ZNIC /etc/gshadow, /etc/shadow, BLPFD/NYITY T I74ILDEFE
nxd,

3. SELinux R —IL—JLIC &Y, passwd_t KXA D' passwd_exec t ¥4 FITx9 B entrypoint /83—
Iy avERDOIEEEEINET,

4., a—H—nh" Jusr/bin/passwd 7Y —2 3V aRTTEHEE, A—HF—DT o) TOT S LA passwd_t
RAA BB LE T, SELinux 2V E ZEDT I3V IEEIN, passwd_t KA VIZBEWTE
THROTTVr—avh shadow t 94T DSRIVEFE D IT7MIVICT IV EZATEBIL—ILHEFEETED
T.passwd 7F)r—30h /etc/shadow ICT7 I EZRTRIEEFATIN, A—HF—D/RT—REHR
HLET,

ZOFITIREN TR RAM VBB EGRIAT2-O0EARNLHELTHFERAINE T passwd t KX/ TE
TFhOY TR shadow t 4T DSRIVEREF DA TV TIMITIERATEDEWND), ZEDIL—ILHDH

" http://en.wikipedia.org/wiki/Bell-LaPadula_model
20 http://oss.tresys.com/projects/refpolicy
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7O+ 2R® SELinux AYFF RN

BICEDIDDOLT YT IR FLWLWR AL VITEBR TEDFIII, ihd SELinux RY—IL—ILHEETS
WMHENHYFET  ZOFITIE YT T TA—AAV MMREELET:

« passwd_exec t 94T DNV EE DT S Yr—avaE2iT33I&ICEY, passwd t RXMVDHFN AN
FI,lib t 94T DEIRRAINIHESATSIDLDAETTE MOITRTOT ) r—avaexE
TTEFEHA,

o passwd t DELIBRAINT=RASDHD, shadow t §4TDSRIWAEHF D IT7AIIT I A TEET,
BR7OEANR—/R—2—HF—ERTEITINTLTE, passwd_t KAV TEITINTWRVLWDT, %
NSOT7OtEAH shadow t Y1 TDSRIVEFDT7AIVICT I ERATEEZH A,

o BRAIINIRALY DHD passwd_t RAM VBB TEE T, /& xlE sendmai l_t RXAVTERITLTWS
sendmai |l 7O, passwd LT BEYULIERIHYFEA. TD/=H, passwd t RXMVICKRITTE
Ft A,

o passwd t RXMYTERITINTVWARTOERIF. etc t ¥ shadow t ¥4 TDSN)ILAEFEDIT7(ILD LI,

RAINEYITOIRIGAEETEET, INITLY, passwd 7TV r—oavMERBD 77V EREEL
THAEZTEEEHITET,

9.2.2. 7Ot XM SELinux OAvFF Ak
7O AD SELinux AVTFHRAMERRTDICIE . ps —eZ IV REFRALET &AL

1. 77)hr—ay 5 SRFAY—IL S Gk BEEL mREREXET,
2. /Jusr/bin/passwd AY VY REETLET . HLWIRT—REAALEFEHA.

3. HLWAT b i REBI=Fd.FLTps -eZ | grep passwd AWV REETFTLET, HAKLL
TOEILEDTT:

unconfined u:unconfined r:passwd t:s0-s0:c0.c1023 13212 pts/1 00:00:00 passwd

4. DI T-IHARICBWTC, passwd 7 FUTr—2avEBYHETHIC Ctr 46 ZAALET,

ZDBITIE, /usr/bin/passwd 7T r— 3> (passwd_exec t 4T DSRILERFD) NEITINDEEX,
A—HF—D ) TOERH passwd t RXMVITEBLET 3 E: 917D, TORRITHLTR A V&, 7714
CHLTYITEERZLET,

RTHOTALRD SELinux AV THFRAMERTTBITIE ps —eZ AV REFEALEY LT HAD—H
TI.BEVDIRATLEERREHNELNEEA:

system u:system r:dhcpc t:s0 1869 ? 00:00:00 dhclient
system u:system r:sshd t:s0-s@:c0.c1023 1882 ? 00:00:00 sshd
system u:system r:gpm t:s@ 1964 ? 00:00:00 gpm
system u:system r:crond t:s0-s0:c0.c1023 1973 ? 00:00:00 crond
system u:system r:kerneloops t:s@ 1983 ? 00:00:05 kerneloops

system u:system r:crond t:s0-s0:c0.c1023 1991 ? 00:00:00 atd

system r A—JLIZ. T—EVDLIRVRAFLATOACADEDIFERINET  II1T IV T+—AXV DR
KAV EDBELET,

9.2.3. A—H¥—M@IF SELinux O>FF X
H27=D Linux 21— —ICBEED TSN TWS SELinux AV TFANERTRTBICIE. id -2 AvVREFEA
LEY:
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unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023

Fedora CIFZEET, Linux —H—HAFIRINFICEITINE T, 2D SELinux > FF AN, Linux 21—
H#'—#% SELinux unconfined u A—H—IIHSFIF5NBZEARLET, Zhid unconfined r O—JL&EL
TETIN. unconfined t KAMUIZBWTERITINEY,s0-s0 Z MLS S5 TY ., CDIHE. BIZ s &[H
CTY,. A= —DTIEREAFDOHTIVIE c0.c1023 (CLYEERINFE T, INIE. TRTOATITY (c0
A c1023) TF,

9.3. Targeted Policy

Targeted policy is the default SELinux policy used in Fedora. When using targeted policy,
processes that are targeted run in a confined domain, and processes that are not targeted run in
an unconfined domain. For example, by default, logged in users run in the unconfined_t domain,
and system processes started by init run in the initrc_t domain - both of these domains are
unconfined.

Unconfined domains (as well as confined domains) are subject to executable and writeable
memory checks. By default, subjects running in an unconfined domain can not allocate writeable
memory and execute it. This reduces vulnerability to buffer overflow attacks®'. These memory
checks are disabled by setting Booleans, which allow the SELinux policy to be modified at
runtime. Boolean configuration is discussed later.

9.3.1. Confined Processes

Almost every service that listens on a network is confined in Fedora. Also, most processes that
run as the Linux root user and perform tasks for users, such as the passwd application, are
confined. When a process is confined, it runs in its own domain, such as the httpd process
running in the httpd_t domain. If a confined process is compromised by an attacker, depending
on SELinux policy configuration, an attacker's access to resources and the possible damage they
can do is limited.

The following example demonstrates how SELinux prevents the Apache HTTP Server (httpd) from
reading files that are not correctly labeled, such as files intended for use by Samba. This is an
example, and should not be used in production. It assumes that the httpd, wget, setroubleshoot-
server, dbus and audit packages are installed, that the SELinux targeted policy is used, and that
SELinux is running in enforcing mode:

1. SELinux A"BMEIN. TV I74—RAE—RTERITIN YT YIRS —DFERAINTWSIEAHERT
Bf=8IC. sestatus AV REEFTLET:

$ /usr/sbin/sestatus

SELinux status: enabled
SELinuxfs mount: /selinux
Current mode: enforcing
Mode from config file: enforcing
Policy version: 24
Policy from config file: targeted

SELinux B"BMEXINTULWBEX, SELinux status: enabled ANRINZET, SELinux IV T4—2R
E—RTEFTINTWBEE Current mode: enforcing ASRINET ., SELinux §—4 v kRS —AME
BAXIhTWBEE Policy from config file: targeted AMIRINZT,

21 http://en.wikipedia.org/wiki/Buffer_overflow
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2. Asthe Linux root user, run the touch /var/www/html/testfile command to create a file.

3. SELinux VT FAMERRTSITIE s -Z /var/www/html/testfile AYVRERTLET:
-rw-r--r-— root root unconfined u:object r:httpd sys content t:s@ /var/www/html/testfile

By default, Linux users run unconfined in Fedora, which is why the testfi le file is labeled
with the SELinux unconfined_u user. RBAC is used for processes, not files. Roles do not have
a meaning for files - the object_r role is a generic role used for files (on persistent storage
and network file systems). Under the /proc/ directory, files related to processes may use the
system r role.’? The httpd sys content t type allows the httpd process to access this file.

4. As the Linux root user, run the service httpd start command to start the httpd process. The
output is as follows if httpd starts successfully:

#f /sbin/service httpd start
Starting httpd: [ oK ]

5. Linux 2—Y—HEZAAZT I RAEEFEDTALIRM)ICEE L, wget http://localhost/testfile 3
TUREERTLET EBHEDERENSEEINTOWAITFNIE, OV RIKRIILET:

$ wget http://localhost/testfile

--2010-05-11 13:19:07-- http://localhost/testfile
Resolving localhost... ::1, 127.0.0.1

Connecting to localhost|::1]:80... connected.

HTTP request sent, awaiting response... 200 0K
Length: @ [text/plain]

Saving to: “testfile”

[ <= 10 --.-K/s in 0s
2010-05-11 13:19:07 (0.00 B/s) - “testfile” saved [0/0]
6. The chcon command relabels files; however, such label changes do not survive when the
file system is relabeled. For permanent changes that survive a file system relabel, use the

semanage command, which is discussed later. As the Linux root user, run the following
command to change the type to a type used by Samba:

chcon -t samba_share t /var/www/html/testfile
ZTENBERTITBICE Is -Z /var/wew/html/testfile #ETLET:
-rw-r—-r—— root root unconfined u:object r:samba share t:s@ /var/www/html/testfile
7. 3F: BRIED DAC /R—3Ivavildiy httpd TOEZD testfile (KPR TEFHT, Linux 12— —

NEXAAT I EREEARFDTALIRN)ICEEL, wget http://localhost/testfile A¥RERITL
FI M EBHEORENSEREINTVWAITNIE. OOV R HIILET:

$ wget http://localhost/testfile

22 When using other policies, such as MLS, other roles may be used, for example, secadm_r.
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--2010-05-11 13:23:49-- http://localhost/testfile
Resolving localhost... ::1, 127.0.0.1

Connecting to localhost|::1]:80... connected

HTTP request sent, awaiting response... 403 Forbidden
2010-05-11 13:23:49 ERROR 403: Forbidden

8. As the Linux root user, run the rm =i /var/www/html/testfile command to remove testfi le.

9. Ifyou do not require httpd to be running, as the Linux root user, run the service httpd stop
command to stop httpd:

# /sbin/service httpd stop
Stopping httpd: [ 0K ]

This example demonstrates the additional security added by SELinux. Although DAC rules
allowed the httpd process access to testfile in step 7, because the file was labeled with a type
that the httpd process does not have access to, SELinux denied access. After step 7, an error
similar to the following is logged to /var/log/messages:

May 11 13:23:51 localhost setroubleshoot: SELinux is preventing /usr/sbin/httpd “"getattr” access to /var/www/
html/testfile. For complete SELinux messages. run sealert -l ca2ab0df-fcb9-46d1-8283-037450d1efcc

PRI 774 ILH /var/log/messages. YYYYMMDD F X% AT 2HhELNEH A, syslog-ng ZE1TL
TWAEE LEIoO 774JLH /var/log/messages. X XX A2EATAINELNFHE A, setroubleshootd
BLWauditd 7OERAHDRITHASIE UTDOLIARTS—4" /var/log/audit/audit. log ICEBERINFE
ER

type=AVC msg=audit(1220706212.937:70): avc: denied { getattr } for pid=1904 comm="httpd”
path="/var/www/html/testfile” dev=sdab ino=247576 scontext=unconfined u:system r:httpd t:s0
tcontext=unconfined u:object r:samba share t:s@ tclass=file

type=SYSCALL msg=audit(1220706212.937:70): arch=40000003 syscall=196 success=no exit=-13 a0=b9%21da0
al=bf9581dc a2=555ff4 a3=2008171 items=0 ppid=1902 pid=1904 auid=500 uid=48 gid=48 euid=48

suid=48 fsuid=48 egid=48 sgid=48 fsgid=48 tty=(none) ses=1 comm="httpd” exe="/usr/sbin/httpd”
subj=unconfined u:system r:httpd t:s0 key=(null)

F LTFDEOIRITS—H /var/log/httpd/error_log ICEBERINET:

[Tue May 11 13:23:49 2010] [error] [client ::12] (13)Permission denied: access to /testfile denied

9.3.2. Unconfined Processes

Unconfined processes run in unconfined domains, for example, init programs run in the
unconfined initrc_t domain, unconfined kernel processes run in the kernel_t domain, and
unconfined Linux users run in the unconfined_t domain. For unconfined processes, SELinux
policy rules are applied, but policy rules exist that allow processes running in unconfined
domains almost all access. Processes running in unconfined domains fall back to using DAC rules
exclusively. If an unconfined process is compromised, SELinux does not prevent an attacker from
gaining access to system resources and data, but of course, DAC rules are still used. SELinux is a
security enhancement on top of DAC rules - it does not replace them.

The following example demonstrates how the Apache HTTP Server (httpd) can access data
intended for use by Samba, when running unconfined. Note: in Fedora, the httpd process
runs in the confined httpd_t domain by default. This is an example, and should not be used in
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production. It assumes that the httpd, wget, setroubleshoot-server, dbus and audit packages are
installed, that the SELinux targeted policy is used, and that SELinux is running in enforcing mode:

1. SELinux AABEMEIN, TV I74—RE—RTERITIN YTV MRIV D —DNERINTWSIEEHERT
B7=HI, sestatus AV REETLET:

$ /usr/sbin/sestatus

SELinux status: enabled
SELinuxfs mount: /selinux
Current mode: enforcing
Mode from config file: enforcing
Policy version: 24

Policy from config file: targeted

SELinux D"BEMEINTWAEX,SELinux status: enabled ARSI ZF T, SELinux ATV 74—
E—RTEITINTWVBEE _Current mode: enforcing ASRINF T, SELinux ¥—4"w MRy & —AME
BHINTWBEE _Policy from config file: targeted ASRINZET,

2. Asthe Linux root user, run the touch /var/www/html/test2file command to create a file.

3. SELinux OV FTFAMERTITBITIE Is -Z /var/www/html/test2file AV REERITLET:

-rw-r--r-— root root unconfined u:object r:httpd sys content t:s@ /var/www/html/test2file

By default, Linux users run unconfined in Fedora, which is why the test2fi le file is labeled
with the SELinux unconfined_u user. RBAC is used for processes, not files. Roles do not have
a meaning for files - the object_r role is a generic role used for files (on persistent storage
and network file systems). Under the /proc/ directory, files related to processes may use the
system r role.?® The httpd sys content t type allows the httpd process to access this file.

4. The chcon command relabels files; however, such label changes do not survive when the
file system is relabeled. For permanent changes that survive a file system relabel, use the
semanage command, which is discussed later. As the Linux root user, run the following
command to change the type to a type used by Samba:

chcon -t samba_share t /var/www/html/test2file

EEARRITDICIE Ls -Z /var/www/html/test2file AV REEITFTLET:
-rw-r--r-— root root unconfined u:object r:samba share t:s@ /var/www/html/test2file
5. httpd 7OECADNRITHTHBIEAMERTHICIE, service httpd status AV RERTLET:

$ /sbin/service httpd status
httpd is stopped

If the output differs, run the service httpd stop command as the Linux root user to stop the
httpd process:

#f /sbin/service httpd stop
Stopping httpd: [ oK 1]

2 When using other policies, such as MLS, other roles may also be used, for example, secadm_r.

161



#9Z SELinux

6.

8.

To make the httpd process run unconfined, run the following command as the Linux root
user to change the type of /usr/sbin/httpd, to a type that does not transition to a confined
domain:

chcon -t unconfined exec t /usr/sbin/httpd

/usr/sbin/httpd A% unconfined exec t FATDSRILADIFNSTWDIE AR T DI Is -7 /
usr/sbin/httpd ATV REEFTLET:

—rwxr-xr-x root root system u:object r:unconfined exec t /usr/sbin/httpd

As the Linux root user, run the service httpd start command to start the httpd process. The
output is as follows if httpd starts successfully:

#f /sbin/service httpd start
Starting httpd: [ 0K ]

Run the ps —eZ | grep httpd command to view the httpd running in the unconfined_t
domain:

$ ps -eZ | grep httpd

unconfined u:system r:unconfined t 7721
unconfined u:system r:unconfined t 7723
unconfined u:system r:unconfined t 7724
unconfined u:system r:unconfined t 7725
unconfined u:system r:unconfined t 7726
unconfined u:system r:unconfined t 7727
unconfined u:system r:unconfined t 7728
unconfined u:system r:unconfined t 7729
unconfined u:system r:unconfined t 7730

00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd

10. Linux A—Y—HEXART IV RAEEREDTALIRNJIZEE L. wget http://localhost/testfile O

VURERITLETFREDRENSERINTWVRITNIZ, ZOITY R EILET:

--2009-05-07 01:41:10-- http://localhost/test2file
Resolving localhost... 127.0.0.1

Connecting to localhost|127.0.0.1|:80... connected
HTTP request sent, awaiting response... 200 0K
Length: @ [text/plain]

Saving to: “test2file.1’

[ <= J--.-K/s in 0s

2009-05-07 01:41:10 (0.00 B/s) - “test2file.1’ saved [0/0]

httpd Ot XA samba_share t Y1 T DRIV EFEDT7MIVIIT V2 AMEEFBWNIEO DS
9, httpd AHIBR I/ unconfined t RAMVTRITEINET, ZFLT.DAC IL—ILEZFEHTBLIIC
BYEd., ZhickY wget ATV RAENERIILET  httpd HHIRI N7 httpd t KAV TERIFINT
WaE wget ATV RANKBLET,

11. The restorecon command restores the default SELinux context for files. As the Linux root

user, run the restorecon -v /usr/sbin/httpd command to restore the default SELinux context
for /usr/sbin/httpd:

#t /sbin/restorecon -v /usr/sbin/httpd
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restorecon reset /usr/sbin/httpd context system u:object r:unconfined notrans exec t:s0-
>system u:object r:httpd exec t:s@

/usr/sbin/httpd A% httpd exec t 94 TDSNIAF DT EAMEFRTB/6IC s -Z /usr/sbin/
httpd v RAEEITLET:

$ Ls -Z /usr/sbin/httpd
-rwxr-xr-x root root system u:object r:httpd exec t /usr/sbin/httpd

12. As the Linux root user, run the /sbin/service httpd restart command to restart httpd. After
restarting, run the ps -eZ | grep httpd to confirm that httpd is running in the confined
httpd t domain:

#f /sbin/service httpd restart
Stopping httpd: [ oK 1]
Starting httpd: [ 0K 1]
#t ps -eZ | grep httpd

unconfined u:system r:httpd t 8880
unconfined u:system r:httpd t 8882
unconfined u:system r:httpd t 8883
unconfined u:system r:httpd t 8884
unconfined u:system r:httpd t 8885
unconfined u:system r:httpd t 8886
unconfined u:system r:httpd t 8887
unconfined u:system r:httpd t 8888
unconfined u:system r:httpd t 8889

00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd

13. As the Linux root user, run the rm =i /var/www/html/test2file command to remove
test2file.

14. If you do not require httpd to be running, as the Linux root user, run the service httpd stop
command to stop httpd:

#t /sbin/service httpd stop
Stopping httpd: [ 0K ]

The examples in these sections demonstrate how data can be protected from a compromised
confined-process (protected by SELinux), as well as how data is more accessible to an attacker
from a compromised unconfined-process (not protected by SELinux).

9.3.3. Confined and Unconfined Users

Each Linux user is mapped to an SELinux user via SELinux policy. This allows Linux users to
inherit the restrictions on SELinux users. This Linux user mapping is seen by running the semanage
login -l command as the Linux root user:

# /usr/sbin/semanage login -1

Login Name SELinux User MLS/MCS Range
_ default unconfined u s0-s0:c0.c1023
root unconfined u s0-s0:c0.c1023
system u system u s0-s0:c0.c1023

In Fedora 19, Linux users are mapped to the SELinux _ default__ login by default (which is
mapped to the SELinux unconfined_u user). The following defines the default-mapping:
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_ default

unconfined u

s0-s0:c0.c1023

The following example demonstrates adding a new Linux user, and that Linux user being mapped
to the SELinux unconfined u user. It assumes that the Linux root user is running unconfined, as it

does by default in Fedora 19:

1. As the Linux root user, run the /usr/sbin/useradd newuser command to create a new Linux
user named newuser.

2. As the Linux root user, run the passwd newuser command to assign a password to the Linux

newuser user:

#f passwd newuser

Changing password for user newuser.
New UNIX password: Enter a password

Retype new UNIX password: Enter the same password again
passwd: all authentication tokens updated successfully.

3. Log out of your current session, and log in as the Linux newuser user. When you log in,
pam_selinux maps the Linux user to an SELinux user (in this case, unconfined_u), and sets up
the resulting SELinux context. The Linux user's shell is then launched with this context. Run
the id -Z command to view the context of a Linux user:

[newuser@localhost ~]$ id -Z
unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023

4. Log out of the Linux newuser's session, and log in with your account. If you do not want the
Linux newuser user, run the /usr/sbin/userdel -r newuser command as the Linux root user

to remove it, along with the Linux newuser's home directory.

Confined and unconfined Linux users are subject to executable and writeable memory checks,
and are also restricted by MCS (and MLS, if the MLS policy is used). If unconfined Linux users
execute an application that SELinux policy defines can transition from the unconfined_t domain
to its own confined domain, unconfined Linux users are still subject to the restrictions of

that confined domain. The security benefit of this is that, even though a Linux user is running
unconfined, the application remains confined, and therefore, the exploitation of a flaw in the
application can be limited by policy. Note: this does not protect the system from the user.
Instead, the user and the system are being protected from possible damage caused by a flaw in

the application.

The following confined SELinux users are available in Fedora 19:

9.1 SELinux User Capabilities

su and sudo Execute Networking

in home

directory and /

tmp/
guest_u guest_t no no optional no
xguest_u xguest_t yes no optional only Firefox
user_u user_t yes no optional yes
staff_u staff_t yes only sudo optional yes

 Linux users in the guest_t, xguest_t, and user_t domains can only run set user ID (setuid)
applications if SELinux policy permits it (such as passwd). They can not run the su and /usr/bin/
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sudo setuid applications, and therefore, can not use these applications to become the Linux
root user.

* Linux users in the guest_t domain have no network access, and can only log in via a terminal
(including ssh; they can log in via ssh, but can not use ssh to connect to another system).

* The only network access Linux users in the xguest_t domain have is Firefox connecting to web
pages.

» Linux users in the xguest_t, user_t and staff_t domains can log in via the X Window System
and a terminal.

* By default, Linux users in the staff_t domain do not have permissions to execute applications
with /usr/bin/sudo. These permissions must be configured by an administrator.

By default, Linux users in the guest_t and xguest_t domains can not execute applications in their
home directories or /tmp/, preventing them from executing applications (which inherit users'
permissions) in directories they have write access to. This helps prevent flawed or malicious
applications from modifying files users' own.

By default, Linux users in the user_t and staff_t domains can execute applications in their home
directories and /tmp/. Refer to #HHH A #HHHHE for information about allowing and
preventing users from executing applications in their home directories and /tmp/.

9.4. SELinux COEIE

LLRD+ESIavid, Fedora ICB1F28E% SELinux /Syy— ISy —S DAV A=V B LR, £ H
INdO7 774, B4 SELinux 52 E 774, SELinux ®ARNEEERM{L, SELinux DE—R, 7—)7>
DRE. — BB LKA T7IINELVOTALINIDTIRIVOZEE,  mount ATV RERWI71ILY
AFLSNRILD EEZENFS 77AIWVYRATFLDIIVN, T7AIVETALIN) HAE—B LT —H1T T3
EXIT SELinux AV T F AN RETZHEICET IR OWTERBALET,

9.4.1. SELinux /X\y/sr—

Fedora Tl&. SELinux 4 Y AN —JLHRICFETHRALBVWRY . B2A Y AMN— L TRETIV AM—)LE

NFEFT. TFAMNE—RTRNM Y AM—=ILERTLTWBE, policycoreutils-python /Xy —I HEHETA

AM=ILEINFHA TR T, SELinux ¥— v NRY O —HMER I, SELinux ATV 74—RXE—KRTE
TLET UUTIESEA SELinux Ny —I DERTY:

policycoreutils-python: SELinux Z#2{ES L VEIE T 27| semanage, audit2allow, audit2why HELV
chcat DEIRA—T4) T1ZRELIET,

policycoreutils: SELinux Z1R{ESLVEE T S7/-8IC restorecon, secon, setfiles, semodule,
load policy, &1 setsebool D&HA—F 1) F4&IBHLET,

policycoreutils-gui: SELinux = BB 27=HDICT 5 747)L°Y—)L system—config-selinux ZIZFELZET,

selinux-policy: SELinux ) 77L Y AR S —%RMHLEF T, SELinux ) 77L Y AR S —(E5E 274 SELinux
RYL—T9,SELinux ¥—7 v bR —D LI MORY S —DEMELTERINE T, ISR DEHIE
Tresys Technology SELinux Reference Policy* MR_R— %S BB LT X\, selinux-policy-devel 7%y
r— D, /usr/share/selinux/devel/policygentool > /usr/share/selinux/devel/policyhelp ML
BRRY—IL R =7/ VB ERBELE T, 2D/ \vF—JIk selinux-policy /8w —IIl—I X EL
7o

4 http://oss.tresys.com/projects/refpolicy
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selinux-policy-policy: SELinux RV —%RHLEF T, ¥—4 v MR > —mIFE selinux-policy-targeted
AV AM—=)LLET,MLS B} selinux-policy-mis A~ AN—ILLET,

setroubleshoot-server: 77t AH SELinux ICEYIBB IN/EZICERINAIEG AvE—I %, sealert
(CDONRNYTF—IICLYIRBINET) 2V TR RINDEMASRBBICE#RLET,

setools, setools-gui, & U setools-console: ZNHMD /vy —E Tresys Technology SETools
distribution® ERHLET, INSIE K —D AR PEVEDE BEEOT DTSV T BLULKR—
M 774V FFRANDERPOHIERINSGRE DY —ILELVF1T S TY, setools /v —
Tl SETools BT DAZ /89 r—ITY , setools-gui /Xy —UH apol, seaudit, BLTU sediffx Y—
JLERHBELZE T, setools-console /8y —U ' seaudit-report, sechecker, sediff, seinfo, sesearch,
findcon, replcon, LV indexcon AX Y RSAVY—ILERELET . N SDY—ILICE T ZEEMIE
Tresys Technology SETools?’ R—I%BEBLTIEIWL,

libselinux-utils: avcstat, getenforce, getsebool, matchpathcon, selinuxconlist, selinuxdefcon,
selinuxenabled, setenforce, togglesebool W—IL AR LZE T,

mestrans: s0-s0:¢0.c1023 DLHRL RV EFHHP T LT SB/HIC SystemLow-SystemHigh DLIBRFIIC
THLEY, DN\ —IIMEETA VAL INER A,

Fedora ICBWT/\wr—S %AV AM—)LE BT, Linux root 2—H'—& LT yum install package-
name XV RERTLET, 7c&ZE . mestrans 1X9/r—2 %AV ZAM—)LF 5ITIE, yum install mcstrans
IRV REERITLET Fedora ICBWTTRTDA VY AN—=ILiFEH/ Ny —I B9 5ICIE, yum update 3
TUREEITLET,

Ryl —SHEBRT27-0IC yum AT 2HEDEMIE Managing Software with yum?®®?® &8 LTK
IV,
(]

BID/N—23> D Fedora IcEW T audit2allow -M ZAAWTCO—AILRY Y —FETa—ILAERKTS
EXIT, selinux-policy-devel Ny —I BB ERYFET,

9.4.2. 95O 771)L

Fedora 19 Tld, \vr—IDERED /Ay —UBIRMSHIRIN TWRIFNIE, dbus, setroubleshoot-
server BL audit I\ —I DAV AN—=ILEINET,

AT D &S % SELinux IEB Ay E—UDEHET /var/log/audit/audit. log ICEEAFNFT:

type=AVC msg=audit(1223024155.684:49): avc: denied { getattr } for pid=2000 comm="httpd”
path="/var/www/html/filel” dev=dm-0 ino=399185 scontext=unconfined u:system r:httpd t:s0
tcontext=system u:object r:samba share t:s@ tclass=file

25 http://oss.tresys.com/projects/setools

26 Brindle, Joshua. "Re: blurb for fedora setools packages" Murray McAllister 38 CDEF A—JL,2008FE11H1H, ZD/N—
JavIlBIIB TR TORELZEEIE Murray McAllister ICEYETFINELE,

27 http://oss.tresys.com/projects/setools

28 http://docs.fedoraproject.org/yum/en/

29 Managing Software with yum, Stuart Ellis Z, Paul W. Frields, Rodrigo Menezes, Hugo Cisneiros #,
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AV DRET7AIV

F/-.setroubleshootd AEIELTULNBE, /var/log/audit/audit. log BASDIETAvE—INEEHAPT L
FBRICE#I N, /var/log/messages ITESNET:

May 7 18:55:56 localhost setroubleshoot: SELinux is preventing httpd (httpd t) "getattr” to /var/www/html/
filel (samba share t). For complete SELinux messages. run sealert -l de7e30d6-5488-466d-a606-92¢c9f40d316d

Fedora 19 Tld, (3% setroubleshootd A’ —E RE L T BGHIICEITINBZEDHYFH A LD
LA S AVC XytE—I% D9 2ODICEZERINET HLW 2 DOTAOV S LN, hEREXIC
setroubleshoot ZBAB 2D A HE L TEMELES: sedispatch LU seapplet,sedispatch HEEZE
YITORTLD—EELTEMELE T F/ AVC HEEHIRELLEZIIAYE—D% dbus BEATHERFLE
9, I, setroubleshootd BEMEL TWBASIK, TOFFEZIITESNF T, /21X, setroubleshootd
DEMEL TOWARIINIL, ZNZREIBLE T seapplet (& Y AT LDY—ILN—TEHESTEY—ILT
F,setroubleshootd T dbus XvtE—Y%FEET . ZLTC A—H—HMESTELE1—F57HIC BH/NT
ILNEELET,

EEAYE—IDBIDGMICEEEINE T EDT—EVZRITLTWEMNILYTT:

F—EV A7 OALE

auditd on /var/log/audit/audit. log

auditd off; rsyslogd on /var/log/messages

rsyslogd on & auditd on /var/log/audit/audit. log, FEAPTWERADESTAvE—IH /

var/log/messages ICEEEINET

T—EVOBHRE
auditd, rsyslogd, &£V setroubleshootd 7—EV AT —NFICEHEIMICRIIA T 2L DR ETBIC
(&, Linux root —H'—&ELTUTOITVREERITLET:

/sbin/chkconfig --levels 2345 auditd on

/sbin/chkconfig —-levels 2345 rsyslog on

INSDHY—EZANETHTHEIEEFERT BICIL, service service-name status YV RAEFERALE
ER]

$ /sbin/service auditd status
auditd (pid 1318) is running..

DY —EZANERITINTWRITINIL (service-name is stopped), ZNSAFAIET B7=8IC Linux root
a—#%—&LTservice service-name start AV RAEBRALET, B

#f /sbin/service auditd start
Starting auditd: [ oK ]

9.43. XMV DERET7AIL
/etc/selinux/config 771 LB AL D SELinux SREZ7AI T FHETS SELinux E—R& SELinux
R)O—%FIEHLET:

DT 7AUNDYRTALICHETS SELinux DIREEEFIEIL £3,
# SELINUX= Zh 5 3 DDEDENI ZFERTEET:
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s enforcing - SELinux ¥ a ) F 1R O—DgHIIhFzd,
# permissive - SELinux A&HEII 2D YICEELERTLET,
it disabled - SELinux RY Y —hm&HrAEFNEEA,
SELINUX=enforcing

# SELINUXTYPE= Zh 5 2 DDEDENI AFHTEET:

it targeted - ¥ —4'w hRY O —HREINET,

# nls - YILFLARILEF2Y T 1 RE,

SELINUXTYPE=targeted

SELINUX=enforcing
SELINUX # 73> h" SELinux OEIMEE—R%EFRELE Y, SELinux (& 3 DDE—RPHYEY: TV
TA—RA N—3v T BLUTEMNTT, TV I74—RE—REFHLTWAEE, SELinux R —h 5@ %l
I, SELinux A* SELinux R —IIL—ILEDWTT7IEREER L IEEXAvE—UDRBHEINET,
=y TE—REFRALTWSEE SELinux R Y—D@HI SN FEH A, SELinux A7 7R %AET
LEEAD.SELinux BTV I74—RAE—RTEMELTWNIX IBEEIN/IZT DT I avERER LS
MNEEHFEINFET, EWPE—RTHELTWBE, SELinux NMEMIEINZE T (SELinux EY2—IL A Linux
H—FIVICEBHEINFEA).DAC L—ILOADFERINZET,

SELINUXTYPE=targeted
SELINUXTYPE # 7> av A& % SELinux RYY—%RELE T Y— VMRS —DIZEDRY
V=TT MLS R)Y—EFRLIEWVGEDH COATVaVvEERBLET MLS R —%FHT3IC
I, selinux-policy-mls /Ny — %A A=)l L. /etc/selinux/config [C&H VT SELINUXTYPE=mls
EREL VAT LAEBEELET,

N 82

DRATLDN N—IYITE—RFLEFBEDE—RTHELTWSE, A—F—DRBEYRSRILDT74
WNTIR—=3y2aVaEFFBEET, 7. SELinux DM ERICARSTWBEZITERIN I 771ILIESRILD
DFLNTVEY , INIE TV I4A—RE—RNICE BT HEEICHEESIESRILET MBS RILD
FEINT7AINPSNILDIFIN TN ERWI7MILA EEABIERITIEAHSICIK ERNE—RHMD
=YV TE—RPIVIF—RE—RNIIEETEEX 7ML AT LD BEMICESNILDIFLE
ER

9.4.4. SELinux DMt LV EML

SELinux MYREEAFEEE S BICIZ /usr/sbin/getenforce F7-Id /usr/sbhin/sestatus AV RAFEHLE
9 .getenforce AV KM Enforcing, Permissive, F7zl& Disabled 3R LF 3, SELinux B AZhMRE =
(SELinux R —IL— LRIV TA—RATHBEX), getenforce AY KA Enforcing ZRLET:

$ /usr/sbin/getenforce
Enforcing

SELinux 2" B®ICR>TWBEX, getenforce IV RAY Permissive AR LFET, LH L. SELinux 7R
V== DIV ITA—ATIEHYFEE A DAC L—ILDAHDMERINZE T, SELinux D ERDITHL>TWS
&.getenforce ¥ KA  Disabled ZRLET,

sestatus Y R4 SELinux DRREEFEHINS SELinux RS —%RLET:

$ /usr/sbin/sestatus

SELinux status: enabled
SELinuxfs mount: /selinux
Current mode: enforcing
Mode from config file: enforcing
Policy version: 23

168



SELinux ®A®bH LUERE

Policy from config file: targeted

SELinux D EM{EIN TWBEX, SELinux status: enabled ASRINZET ., SELinux ATV 74—RE—R
TEITINTWBEE, Current mode: enforcing AMIRINZET,SELinux ¥—4 v RUS—AERIN TV
%&E Policy from config file: targeted AN RINFET,

9.4.4.1. SELinux &ML
SELinux =ML IN=Y 2T AICBWT, SELINUX=disabled # 7> 3> A /etc/selinux/config IZE&FE
INTWET:

B D7 74D YRTLICEITS SELinux DREZHIEL T,
# SELINNX= Ch 5 3 DDEDEND ZFERTEEY:

#

E= S =3

enforcing - SELinux ¥ a1 F 4R —r@flIhzxd,
permissive - SELinux ABHEII N2 DY ICEEERTLET,
disabled - SELinux R v—hmHAAFETNFEE A,

SELINUX=disabled
# SELINUXTYPE= Zhd 2 DDEDEN D A2 FERTXET:

#
#

targeted - ¥ —4'w R S —HREINF T,
mls - YILFLANLEF1) T 1 1RE,

SELINUXTYPE=targeted

F7.getenforce A¥ KA Disabled 2R LFET:

$ /usr/sbin/getenforce
Disabled

SELinux =B%b 3 5ICid:
1.

SELinux /8w —IBNA YV AM—ILEINTWBIE AT BICIE, rpm —qa | grep selinux, rpm -

q policycoreutils, LU rpm —ga | grep setroubleshoot AWV RAMALE T, ZOHARIZLL
TONRYT—=IDBAV ZAN—ILEINTWBZEERELFT: selinux-policy-targeted, selinux-policy,
libselinux, libselinux-python, libselinux-utils, policycoreutils, setroubleshoot, setroubleshoot-server,
setroubleshoot-plugins, CNSD /Xy —I HA > A h—)LINTWARIFNIE, Linux root 2 —1—
ELTyum install package-name SR TAVAM—ILLET UATONY—IEA T3> TY:
policycoreutils-gui, setroubleshoot, selinux-policy-devel, & U mestrans,

SELinux D BIIARBEIIC. 77MIVY AT LILHDET7AILH SELinux AV TFANTIRILTIF
INTVWBRLELRHYET, CNETBRNL FIRINIRAM VDB T IR ZIET INEAEENHY
FI.NILKY Y RTLDEERT—MahIFSNET, CNERACITIK, /ete/selinux/config 1T
SELINUX=permissive #38ELET:

# This file controls the state of SELinux on the system.

#f SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive — SELinux prints warnings instead of enforcing
# disabled - No SELinux policy is loaded.
SELINUX=permissive

#f SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection
SELINUXTYPE=targeted

3. YRATFLEBHEBHTSIIE. Linux root I—H—&LT reboot AV RERTLET, REFEEIFFIC, 77

AW ZT LD ZRIMFFINE T, SNV TOEZANTRTDT7M)L% SELinux AV THFANTINIL
MIFLET:

%% Warning —— SELinux targeted policy relabel is required.
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*x* Relabeling could take a very long time, depending on file
*x% system size and speed of hard drives.
Kook

BITICHBE * X SNILFIFINE 1000 7740 ERLET, LOFITIE. 4 DD * XFEA
4000 774D SRIVFIFINTWEIEEZRLET , TRTDI7MILIITRIVE T B IDICRER
BRI, S RTAILH B IT7AIEEN—RTARIDEEIKFELE T RIAD Y AT LTI, CONIEH
10 HIFELIDIDYEE A,

4., NR—IyITE—RTIE. SELinux RV —H TV IA—RINFHA LI L. TV ITA—RE—RTEMEL
TWBEEBINZIETOT7I2avIil L CIEEAY E—UDRBHINE T, TV I74—RE—RIZE
B9 570IC, SELinux A RIBIDEEIRFICT 72 avaEEB L TWRWIEEHER T 5728IC, Linux root
d—H'—&LTgrep "SELinux is preventing” /var/log/messages A<¥ Y RAEZEITLZET,SELinux
AEIEDREFFICT I avAIERFLTOWRITNIE, 2OV R EEHEE D LEE AL, SELinux AAEE
W77 ERAERBLTONIL BB E NS T IV a—F 1 V7§ DT DI #H A B IR LT X
L

5. /var/log/messages ICIEBAXvt—IU DR ITHIL, /ete/selinux/config ICHULT SELINUX=enforcing
RELET:

f COT7AUNDYRTLICEFS SELinux DRREEFIFEL £9,

# SELINUX= Zhd 3 DOEDENI EAFEATEET:

it enforcing - SELinux £F¥a ) F 1R >—D@HIIhFE T,

# permissive - SELinux AE&EII 2 b Y ICEEERTLET,
i disabled - SELinux R ¥ —h'ZmARAEFNFEH A,
SELINUX=enforcing

#f SELINUXTYPE= 25 2 DDEDENI AFHTIET:

it targeted - ¥ —4'w bR O —DREINZE T,

it mls - TILFLAREFal)F11RE,

SELINUXTYPE=targeted

6. YATFLLEIREILTT, BiLE%. getenforce AW KA Enforcing SR TZEAERLET:

$ /usr/sbin/getenforce
Enforcing

7. SELinux & Linux 2—H—O¥ Mt 13 &R R T 5114, Linux root 2—H—& LT /usr/sbin/
semanage login -l ARV RERITLET HANRDELIICARYET:

Login Name SELinux User MLS/MCS Range

~ default unconfined u s0-s0:c0.c1023
root unconfined u s0-s0:c0.c1023
system_u system_u s0-s0:c0.c1023

IHRLOTWAITNIEK, 2—Y—DW IS DT EEBIETS7/=HII, Linux root T—H—&LTUTDIAVYRAESE
TLEd,SELinux-user username is already defined ARELTE. FNODELEAE B L TEELLT
9, 2T T.username IZ unconfined u, guest u, F7=I& xguest u T

1.

/usr/sbin/semanage user -a -S targeted -P user -R "unconfined r system r” -r s0-s0:c0.c1023 unconfined u

/usr/sbin/semanage login -m -S targeted -s “unconfined u” -r s0-s0:c0.c1023 default

3.

/usr/sbin/semanage login -m -S targeted -s "unconfined u” -r s0-s0:c0.c1023 root
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/usr/sbin/semanage user -a -S targeted -P user -R guest r guest u

5.

/usr/sbin/semanage user -a -S targeted -P user -R xguest r xguest u

N 82

DRATLD N—IyYTE—RFLFEDE—RTHELTWRE, A—F =D RBEURSRILDT74
JNTIR—w o avaERFBEEY, F/o. SELinux DMEMNITAR>TWBEZITERINI2 771 ILIESRILY
DFLNTVET , INIE TV IA—RE—RICE BT 5 EICBBEESIESRILET . AMBEEITRILD
FINET7AILRINILDIFINTONAEWI 7LD RIEABIERBITIEABCICIE BEHE—RHD
IN—=3ZYITE—RPIVI+—RE—RNIIEBTHEX T7MI AT LN BEIMICEZNILDIFLE
ER

9.4.4.2. SELinux O &Exh1b
SELinux Z#E3p{b 9 BI2id. /ete/selinux/config (CHWT SELINUX=disabled 38 FELFT:

B ZDT77AIUDYRTALICEITS SELinux DREEFIFL T

# SELINUX= 25 3 DOEDENDEFRATEE T :

i enforcing - SELinux ¥ a ) F 4 R) > —rR&EIINET,
permissive - SELinux KIS B bV ICEEERRLET,
disabled - SELinux R ¥ —h'mAREFNRFTFHA.
SELINUX=disabled

#t SELINUXTYPE= Zhd 2 DDEDEN D A2 FERTXET:

= =

t targeted - ¥—4'w N RY O —HREINZET,
e mls - TILFLAR)EFa )T 1 I3E,

SELINUXTYPE=targeted
AT LEBEELET, BiRE){L. getenforce O¥ KA Disabled ARG EEFERLET:

$ /usr/sbin/getenforce
Disabled

9.4.5. SELinux E—N
SELinux I£ 3 DDE—RAHYET:

+ Enforcing: SELinux /R!) > —A%5& %] XN ZF 9, SELinux A* SELinux R Y—ICEDWTT7 I/ REERX
nE9d,

+ Permissive: SELinux 7R > —d &I SN F R A, SELinux A7V EREEST LEHFA. LOL. TV T4—
AE—RTEFTLTVWSBE I BEEINET7IavICH LIRS LAZED OV ICEEHEINET,

+ Disabled: SELinux "&b INFd,DAC L—ILDADFEARINET,

IV I74—RE—REN—IVITE—ROBTERETSICIE /usr/sbin/setenforce YV RAEFALE

9, /usr/shin/setenforce TITo/-EHII. BEEBZIIRMINFEFA TV ITA—RAE—RIZEET3IC
IZ. Linux root Z—#*—& LT /usr/sbin/setenforce 1 A¥ Y REERTLET /N—IVvITE—RICEET
BICIE. /usr/shin/setenforce 0 AV RAEITLETIRED SELinux E—R&ERZIRTSICIE /usr/sbin/
getenforce AV RAMFEALZT,

KEH R E— RO B IIHASELinux #itHHHI B W TERYIR b TWET,
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9.4.6. 717

T—=1)TI&Y, SELinux RY S —ER DA LT, SELinux R —D—EAERTEICERETEFT.
1E SELinux R —DBEFAAAFELIEBIAV/IMILETEIERL Y —ERD NFS 771V AT LI
TOEATERSIOICTERED. BEETEELIIRYET,

9.4.6.1. 77 VD—EXKTR
T—)T V. FDFHBE,. LU DATHD—EIZL, Linux root T—H—& LT semanage boolean -1 &5
TFLET UTORIFTRTOT—)7oa—EBRRLEEA:

#f /usr/sbin/semanage boolean -l

SELinux boolean Description

ftp_home dir -> off Allow ftp to read and write files in the user home directories
xen_use nfs -> off Allow xen to manage nfs files

xguest connect network -> on Allow xguest to configure Network Manager

SELinux boolean FINT—) 7V & —BERRLE T Description FIH, T—UT VDA A TH, HLV
FThhifATchrdra—ERRLET,

LUTFOBNIEWT, ftp_home dir 77— 7 HB AT T, SELinux (&Y FTP F—EY (vsftpd) BAR—LAT 4
LYNMN)EGRAHAFBLIVEZIAHTEIEHETINET:

ftp home dir -> off Allow ftp to read and write files in the user home directories

getsebool —a AXYRN . T—YUTF V. FNONA VYDA TMIDWT—EBRRLET . FNEFNDRBAIZE A
SNFEALUTOHUIITARTOT )7 oa—EBRRLEFEA:

$ /usr/sbin/getsebool -a

allow console login -=> off
allow cvs read shadow --> off
allow daemons dump core —-> on

boolean-name 7—) 7V DIRRED A H—ERTT BICIT getsebool boolean-name A<¥ Y RAEERITL
9

$ /usr/sbin/getsebool allow console login
allow console login —=> off

BHROT-IT70E—BTHICE ZERYYO—EEZFRLEY:

$ getsebool allow console login allow cvs read shadow allow daemons dump core
allow console login —=> off

allow cvs read shadow --> off

allow daemons dump core —-> on

9.4.6.2. 7T VDHKRE
setsebool boolean-name x AR VRN T =P a4V FIEA7ICLET, ZI T boolean-name B
T—UTVDERITT o x & AT BITIE on IS, A TICTBICIE of FITLET,

LUFDAIE httpd can network connect db 7—U 7 VAR ETEHIEAERALET:

1. httpd_can_network _connect_db 7—U7 U ARETHTITY, INICLY, Apache HTTP Server DR
DIVTRRET 21— BT —IR—UEHRTEEEA:
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$ /usr/sbin/getsebool httpd can network connect db
httpd can network connect db --> off

2. FT—HR—2T7A VI IEHT BICIE Apache HTTP Server RV FhEEYV 12— )L A —BRICELT
%7=81Z, Linux root 21— —& LT setsebool httpd can network connect db ond¥YRAEZEITL
Y,

3. T=UYTPUBR AV THBIEETERTDICIE. getsebool httpd can network connect db O¥Y R%&(FE
BLx9:

$ /usr/sbin/getsebool httpd can network connect db
httpd can network connect db —-> on

ZhiT&Y. Apache HTTP Server DAV F AP EV 21— I T—IR—AY—N\—(TEHETEET,

4, COEBRIIBEBRICAMARYIEA EEEBEEEZREERICTSICIE, Linux root —H—& LT
setsebool -P boolean-name on AV RAaZETLET:

#f /usr/sbin/setsebool -P httpd can network connect db on

5. —ERIZEDBEICRETICIE, Linux root T—H'—& LT setsebool
httpd can network connect db off ¥V RERTLET . EREABRIAEZICEMICTSIC
|&.setsebool -P httpd can network connect db off ¥V RAEZETLET,

9.4.6.3.NFS BLU' CIFS ®ltD7T—) 7>

BT, I5AT7 VY MAICT IV I Tz NFS 774V AT LD NFS 774V AT LREITFDRY —IZLY

EBZINFEEDOIVTHEFRANTINILDFINE T, —RHIAR) O—ICEWT, ZOBEDIAVTF AN
nfs t ¥4 75 FALET. T/ JS1 7V MAICI UV hEN Tz Samba HE X, RV —ICLYERIN/E
EDOAVTFANTINILDFEINET, —RARRYO—ICBWT. COZEDIAVTFAMI cifs t 147
HERALET,

RYD—EREIIKFELT. H—EZADN nfs t R cifs t I TDIRILEFEDI7AILEFZAAATERULDE
LREEA.CNICEY. ZNSDI(1T AT D I7MIL Y AT LD T IV MNIN MDY —E RICLYSFHAHAHE
FEIETORAR—NINBZEERSIFE T nfs t BLU cifs t 4 TICTF I ERTBIEAFT T —ER%

EIHT 2D TNT oAV FEIEFIICTEET,

setsebool ¥ R& semanage A< RiZ Linux root 1—H'—& L TETITIMENHYFE T, setsebool

-P AV RHDEFEZKFLIT T BREBBICERARMLUALAATNIL -P AT VavaFRLARWTL
7230

Apache HTTP Server

NFS 771V AT 4 (nfs_t 94T DSRIVEREDT7AIV) ICT VA& 5IC1E:
/usr/shin/setsebool -P httpd use nfs on

Samba 774V AT A (cifs t AT DIRIVEFREDT7MIV) ICT I RAEHFT T 5IC13:

/usr/sbin/setsebool -P httpd use cifs on

Samba
NFS 7714V AT LETYRR—NTBICIE:
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/usr/sbin/setsebool -P samba_share nfs on

FTP (vsftpd)
NFS 274\ AT LT I ABEFA T 51C14:

/usr/sbin/setsebool -P allow ftpd use nfs on
Samba 77MIVY AT LT VR AR T 5IC1T:

/usr/sbin/setsebool -P allow ftpd use cifs on

o —EX
DY —ERICRTS NFS BEEDT )7V O—&IT:

/usr/shin/semanage boolean -l | grep nfs
fthDHY—E I TS Samba BEDT -7V D—EId:

/usr/sbin/semanage boolean -l | grep cifs
e

ZNSDT—Y)F7H Fedora 19 ICRAMEI NS SELinux RYS—IchYET, InSIEthp/N— 3>
Fedora £/cl3thDARL—FT 4V T AT LAILARINGR) O—ICEELRVWITEEEAHYET,

SELinux 7—YU7 B9 BEEMIZ hitp://docs.fedoraproject.org 124 % SELinux Managing Confined
Services Guide Z#5 R LTI,

9.4.7. SELinux QYT F AN - 774ILDIRIL DT

SELinux 2#ZE{TLTWABY AT AICBW T, TRTOTOERETFAIL D X1 T(BAEBEHRART HET
SNRIMTFIFINTWET, OIS IE SELinux AV TFANEEENE T, ZNIET770ILICR LT Is -2 a7
VREFEALTRRINET:

$ Ls -Z filel
-rw-rw-r-— user1 groupl unconfined u:object r:user home t:s@ filel

ZDFITIE, SELinux A*1—H'— (unconfined u), O—JL (object r), &4 7 (user_home_t) EELULRIL
(s0) ZRELET, COBRIET I/ RFEEDHIEDOITFERINET . DAC Y RTALILBEWTC. 77EA
D Linux 2—H—&JIL—T ID OAHIEDWTHIEIINE T, SELinux R >—JL—JLid DAC JL—Jb
DRICHEBINZTY,EY DAC L— L7V REED T NIE SELinux RS —IL—ILAMERAINEEA,

74D SELinux AV TF AN =BT 3 5781, cheon, semanage fcontext, LU restorecon DLD
REHOOTVREHYET,

9.4.7.1. —BFHIZRZE & chcon

chcon AX Y RABT7AILEIFD SELinux AVTFTFAMNEZEEBELE T, LA LD S, checon TITo2EEIL,
T7AIWY AT LDE TNV /shin/restorecon A<V RICLYEINET, SELinux RYP—IckY, a1—
HF—NIRTDEED 77U LT SELinux AV TFF ARNEZE B TEDZNEI D EFHIFEIINE T, cheon &
FATZEE I—H—HEETS SELinux AV TFFRAMDITARTEE—EARELE T, M@EDRT71IL
471 SELinux B 7V A%EE T2 —ROARRRERYET,
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SELinux A TF 2K - 774 DZNILDF

DA499) 772X
o T7AINDIATHZEE TSI cheon -t type File-name IRV R%ERTLET,IIT type I
httpd sys content t DLIRYAT T, file-name (771 °TF4LINIDERITY,

o TALIN)EFDHRDIATEZEETBICIE cheon -R -t type directory-name IV REETLE
9,2 T type I& httpd sys content t DLD/RHA1 T T . directory-name [$F74LIN)BTY,

TJ7AIFERIETALIN)DIATDER
LUTFOBIESA4TDEEICDWTHBLET, SELinux IV FFANDMDBHIIZTELIHA:

1. R—LT4LIN)DHRIZEETZICE cd ATV REF|I AL TEITLET,

2. HLWIPAIEERTDICIE touch filel vV REEIFLET . filel @ SELinux IVTFFRAMER
TRYTBICIE s -Z filel AvVREFERALET:

$ ls -Z filel
-rw-rw-r-— userl groupl unconfined u:object r:user home t:s@ filel

ZDFITIE filel @IFD SELinux 3>5F XA, SELinux unconfined u 21— — object r O—
JL.user_home t #4147 LV s0 LRI EEHET,SELinux AV TFAMNDZNZTNDOEDICETS
SRBAEH#SELinux #i### SR LTI,

3. 94 7% samba share t ICZEE 9 BICIE chcon -t samba share t filel ¥V REETLET -t &
ToavidFM T DI ELEBELE T Is -Z filel TEEARTRLET:

$ s -Z filel
-rw-rw-r—— user1 groupl unconfined u:object r:samba share t:s@ filel

4, filel 274JVICEAY S SELinux AV T7F A48T I BICIE /sbin/restorecon -v filel OAYV K%
FRLFT.EEEARTTDICIE -vA TS avaFERLET:

$ /sbin/restorecon -v filel
restorecon reset filel context unconfined u:object r:samba share t:s@->system u:object r:user home t:s0

ZDBITIE BIDH AT samba_share t NIELWLNY AT user_home t ICIETINE T, Y= v R —
(Fedora 19 MIZHE SELinux R ¥—) 2FEHT2EE, 771D FFDORE SELinux IV TF AN
S B, /sbin/restorecon A< KA /etc/selinux/targeted/contexts/files/ F4L IR )IC
HBIT7AINEFTHIAHET,

DI avIiHBHE FzEAE filel BATALIR)ABSIE FALIMIITLTRCESICEELE T,

FTALIN)BLOZOAVTFANIATDER

UTOFNE FLWTALIMN) EER L. (RBREEDEET) TALIN)DT7A1ILE5 4T % Apache HTTP
Server ICEWERAINBYASICEERTTHIEICDWTERALE T Apache HTTP Server A° (/var/www/
html/ DRDOYID) BIRF AV ML—REFERALEWRSIE COFICHBERENMERINET:

1. FLWTALIN)AERT D78, Linux root T—H—&LTmkdir /web AvVREETLFET. FL
T EZDT774)L 3@ (filel, file2, BLU filed) ZEKTD7/=8IC, touch /web/file{1,2,3} aAvv
REETLET,ZZICHB /web/ TALIR)ET7AIVIE default t 4T DSRILVEMITSONET:

#f ls -dZ /web
drwxr-xr-x root root unconfined u:object r:default t:s@ /web
# ls -LZ /web
-rw-r——r-— root root unconfined u:object r:default t:s0@ filel
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—rw-r--r—— root root unconfined u:object r:default t:s@ file2
-rw-r——r-— root root unconfined u:object r:default t:s@ file3

2. /web/ F4LIN) (EFDHF) DHAT% httpd_sys_content_t [CEE I, Linux root 1—4H—
&L T chcon -R -t httpd sys content t /web/ AvVRAEZEITLET:

# chcon -R -t httpd sys content t /web/

#t Ls -dZ /web/

drwxr-xr-x root root unconfined u:object r:httpd sys content t:sO /web/
# ls -LZ /web/

-rw-r--r—— root root unconfined u:object r:httpd sys content t:s@ filel
-rw-r--r-— root root unconfined u:object r:httpd sys content t:s@ file2
-rw-r——r-— root root unconfined u:object r:httpd sys content t:s@ file3

3. E#® SELinux AV TFANAEITTTBICIE, Linux root 21— —& LT /shin/restorecon -R -v /
web/ AXVRERTLET,

#f /sbin/restorecon -R -v /web/

restorecon reset /web context unconfined u:object r:httpd sys content t:sO->system u:object r:default t:s0
restorecon reset /web/file2 context unconfined u:object r:httpd sys content t:s@-

>system u:object r:default t:s@

restorecon reset /web/file3 context unconfined u:object r:httpd sys content t:s0-

>system u:object r:default t:s@

restorecon reset /web/filel context unconfined u:object r:httpd sys content t:s0-

>system u:object r:default t:s@

chcon ICEATZEEMIL chcon(1) ¥ ZaT7ILR—UASRBLTLEIL,
(]

s

JE&C

HAT T TA—RAV MDY SELinux ¥—4F Y RY S —THERAINDEXASVD/IR—I v av T, 1
EAEDGE.SELinux A—H—¢O—ILHEERTIFEY,

9.4.7.2. Xk #mHIRZ E: semanage fcontext

/usr/shin/semanage fcontext AV Y RN T7AJLD SELinux AVTFRANEZEBLE T Y—F VbR —
HERATREEZED file contexts ICFEETBI771IICRHTIEDTHNIL, F/IL, /web/ F4L TN
EERTBRE HLWIZAILPT4LIMIIH LT file contexts. local ISEMINBALIE. 2Dy
RTIThN/=ZLEH /etc/selinux/targeted/contexts/files/file contexts J7AILICEBININFE T, Z
NIE 77D AT LADBEINIVTIFTINZEZIFEAINS, setfiles BTNSDT7 M ZFHHAHET
F7/= BHED SELinux OV TFAMNEEITTT 5. ¥n/sbin/restorecon BNINSDT7A I EFHEFHAFET, I

N, 7MWY AT LDBIRIVFIFENTZEETEH, /usr/shin/semanage fcontext ICLUITHhN/ZEE

MG INZERTT, I——NMEEDT7MILD SELinux IV TFFRANELEB TELHNEI D%, SELinux
RY—DHELET,

D490 ) TR
SELinux AV FHANET7MIL Y AT LDOB SNV DT ZICHKRET2EEIESICE:

1. F74IWPTALINIDTEENRREFEATHIEEBVHL, /usr/sbin/semanage fcontext -a
options file-name|directory-name A< R%&ER{TLET,

2. AVFFANDEEAEATSICIE /sbin/restorecon -v file-name|directory-name <R
HERITLET,
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71N DIATDER
UTOHNET77AINDIATDEBRICDOWTCERBALE Y, SELinux AV TFANDMDOBMHIIZEER LI HA:

1. FLWI7MILEMER T BICIE. Linux root T—H'—& LT touch /ete/filel AV RERTLEY,/

etc/ TALIMICH LLER SNz T7MIVIZ ABEET etec t 1 TDSRILERITONET:
#t s -Z /etc/filel
-rw-r--r—— root root unconfined u:object r:etc t:s0 /etc/filel

2. filel %A 7% samba_share_t (CEEF ST, Linux root 2—4H—& LT /usr/sbin/semanage
fcontext -a -t samba_share t /etc/filel AV REERTLET . -aFTYavd LWL I—R%E
MUEF -t AT >avn 917 (samba_share t) EEHRLETE: COIATYRERTLTE Y174 E
BELZHELIEA-filel 3L etc t IATDINILERTONTVET:

#f /usr/sbin/semanage fcontext -a -t samba share t /etc/filel

it s -Z /etc/filel

-rw-r——r—— root root unconfined u:object r:etc t:s0 /etc/filel
/usr/sbin/semanage fcontext -a -t samba share t /etc/filel OV RALLTDIER% /etc/
selinux/targeted/contexts/files/file contexts. local IZBAILET:

/etc/filel unconfined u:object r:samba share t:s0

3. 4T HZEETBITIE Linux root 21— —& LT /sbin/restorecon -v /etc/filel AYY RERLT
L9 .semanage AT RA Jete/filel AIFDITUMN)—% file.contexts. local ICBIMTBDT./
shin/restorecon AV RN YA 7% samba share t [CEBELET:

#f /sbin/restorecon -v /etc/filel
restorecon reset /etc/filel context unconfined u:object r:etc t:s@->system u:object r:samba share t:s@

4. Linuxroot I—H—& LT, filel ZHIFRTBICIE rm i /ete/filel ATV RERITLET,

5. /etc/filel MIHIEBMIN/ZOYTHFAMNEHIFRYT 5ICIE, Linux root 21— —& LT /usr/shin/
semanage fcontext -d /etc/filel AX Y RERITLEY, AV TFAMEIRINBEE, restorecon
AEFTTEIEICLY, Y147 % samba_share t HhS etc t ICEBLET,

TALIN)DIATDER

DFOANZ. FLWTALIRN)EER L. EDT ALY N) D771V 94T % Apache HTTP Server ICLYU1E
BINZ91ICERTHIEaHALET:

1.

FLWTFALIRN)AVER T BICIE. Linux root T—H—&LTmkdir /web A¥YREEITLET D
F4LIRMIE default t 4 TDSRILERIFONTWET:

#t ls -dZ /web
drwxr-xr-x root root unconfined u:object r:default t:s@ /web

ls -d A7 >avil&V. T4LIMNIDORBTIERLL ETDOTALIMNICEAT2E®R%E s —BERRLET -
I A7 avil&y SELinux AV TFF AN (ZOHITIE unconfined u:object r:default t:s0) % ls &
~LET,

/web/ MH AT % httpd_sys_content_t ICE B 5IlId. Linux root 2—H—& LT /usr/sbin/
semanage fcontext -a -t httpd sys content t /web AWV REZEIFTLET.-a AT avaHmLLL

177



#9Z SELinux

J—R&EBIMLET .-t 7T >arh 947 (httpd sys content t) ZEFRLET T TOIVVREEST
LTE VM TEEELTELIEA - /web/ [FF7 default t ¥4 TDSNILEMIFONTWET:

#t /usr/sbin/semanage fcontext -a -t httpd sys content t /web
#t s -dZ /web
drwxr-xr-x root root unconfined u:object r:default t:s@ /web

/usr/sbin/semanage fcontext -a -t httpd sys content t /web AV RHALLTDIER% /etc/
selinux/targeted/contexts/files/file contexts. local IZBIILET:

/web unconfined u:object r:httpd sys content t:s0

AT =BT BT, Linux root 2—H'—&LT /sbin/restorecon -v /web AYVREEITLE
9, semanage A<V KD /web AIFD IV R)—% file.contexts. local ICBITBDT. /shin/
restorecon AV RMNY A7 % httpd sys content t ICEEBELET:

#f /sbin/restorecon -v /web
restorecon reset /web context unconfined u:object r:default t:sO->system u:object r:httpd sys content t:s0

FILHERINIZT7AINET ALY RNISIBET . HHT1LIM)D SELinux 94 T&MEALE Y, 2%
AT 2EE BLU. /web/ AIFIBMIN/ SELinux IV TFANEHIRT BHIIC, /web/T4L IR
IERINT=T74ILET 4L R) A httpd sys content t 9147 DINILERIFONET,

/web/ \EMIN AV TFAMNEEIBRY S, Linux root —H'—& LT /usr/sbin/semanage
fcontext -d /web AvRAEEITLET,

EAED SELinux Y TFANEEITT BICIE, Linux root 2—H—& LT /shin/restorecon -v /web
avVREETLET,

TALINIBLCZEDAVTFANIATDER

LTFoBIE. FILWTALIMNIZER L. (RBETDEET) T1LIMN)DT71IL91T % Apache HTTP
Server ICEWUEAINZ YA TICEERTHIEICDWTERBALE T, Apache HTTP Server A% (/var/www/
html/ DRHYVID) BOIRF AV —IEFERALZWASIE COBICHZRENFERINET:

1.

HLWTALYMN)EERT D702, Linux root T—H—& LT mkdir /web I¥ Y REERTLET . FL
T ZEZDT774)L 3@ (filel, file2, HELUV filed) Z{EHKTB/HIT, touch /web/file{1,2,3} v
RERTLIET,ZFIUICHD /web/ TALORN)ET7AIVIE default t F4TDSRILERIFONET:

#t Ls -dZ /web
drwxr-xr-x root root unconfined u:object r:default t:s0 /web
# Ls -LZ /web
-rw-r--r-— root root unconfined u:object r:default t:s0@ filel
-rw-r-—r-— root root unconfined u:object r:default t:s@ file2
-rw-r--r-- root root unconfined u:object r:default t:s@ file3

/web/ TALYIRN)BLVZDHRICHBZTI7AIDIAT% httpd sys content t [ICEETBIC

[Z. Linux root Z—1—& LT /usr/sbin/semanage fcontext -a -t httpd sys content t ”/
web(/.%)?” XV REEFTLET ~a A 72avdHLWLIO—REBMLES -t A TS >avh o147
(httpd_sys_content_t) ZE&LE T, " /web(/.*%)?” IERKIRICLY, semanage ARV RHAEE% /
web/ FALYN)BELVZDOHILHZI7MIIVICERAINE T F: SOOIV RERITLTE Y1 T2 EE
EHELIHA - /web/ BLUVZDHILHZT71IIE, F72 default t Y1 TDSRIVEIFSTVET:

# Ls -dZ /web
drwxr-xr-x root root unconfined u:object r:default t:sO /web
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#t ls -LZ /web

-rw-r--r-— root root unconfined u:object r:default t:s0@ filel
-rw-r——r-— root root unconfined u:object r:default t:s@ file2
-rw-r--r-- root root unconfined u:object r:default t:s@ file3

/usr/shin/semanage fcontext -a -t httpd sys content t "/web(/.*)?” A<V KRNI TFTOER%
/etc/selinux/targeted/contexts/files/file contexts. local I3BIILET:

/web(/.%)? system u:object r:httpd sys content t:s0@

/web/ FALYVMN)BLVZDHRICHZI7AIN DI T %HZEET I, Linux root T—H—&ELT/
sbin/restorecon -R -v /web AY Y RERTLET.-RATavh BRI, DFY /web/ BLVZED
TICHBDTRTOI7AIET4LZRIH httpd sys content t 4 TDSNILE[FIFSONBIEEEL
LFd,semanage AV RHNITUR)—% /web(/.%)? [EFD file.contexts. local IBMTZDT,/
shin/restorecon AV RKHBH 4/ T % httpd sys content t (CEELZET:

#f /sbin/restorecon -R -v /web

restorecon reset /web context unconfined u:object r:default t:sO->system u:object r:httpd sys content t:s@
restorecon reset /web/file2 context unconfined u:object r:default t:s0-

>system u:object r:httpd sys content t:s0

restorecon reset /web/file3 context unconfined u:object r:default t:s0-

>system u:object r:httpd sys content t:s@

restorecon reset /web/filel context unconfined u:object r:default t:s0-

>system u:object r:httpd sys content t:s@

HULERINAT7AIILET ALY MNIFIZEET, D SELinux 1 TEMELE T, ZDHITIL, /web/
FALIMNINERINT=T774ILETALIR) D httpd sys content t ¥4 TDSNIIL A IFONET,

7/web (/. %) ITBIMMIN OV TF ANEHIBRT BIZIE, Linux root Z—4H—&LT /usr/sbin/
semanage fcontext -d ”/web(/.%)?” vV R&AEZETLET,

EAE D SELinux OV TF A MEEITTBITIE, Linux root Z—4%—& LT /sbin/restorecon -R -v /
web AY YV REEITLET,

BININ a7 A NOHEIRKR
AR DFIE SELinux IV FF AMDBIMBLVHEIRICDOWTEREALTWET:

1.

Linux root Z—H—& LT /usr/sbin/semanage fcontext -a -t httpd sys content t /test O%
VRERITLEY, /test/ TALVNIDBEETIHELNHYEHA COIRYRAULTOIVTHF AN
/etc/selinux/targeted/contexts/files/file contexts. local IBIILET:

/test system u:object r:httpd sys content t:s0

OV TF ANEHIBRT BICIE, Linux root 1—4'—& LT /usr/shin/semanage fcontext -d file-
name|directory-name X R%EITLE T, T, file-nameldirectory-name &

file contexts. local ICHBEIDEDTY,LLTIE file contexts. local ICHBIAVTFAMDHIT
ER

/test system u:object r:httpd sys content t:s@

SHDERH /test ITHR>TUWBE, /shin/restorecon ZE{TL%. £ T7MILY AT LANESIN
DT EIN=1E. /test/ T4LZRY D httpd sys content t DSRILERMIFONBIEARRCICIE. O
VTXAR% file contexts. local HMSHIFRT B7=8IC, Linux root 1—HF—&ELTUATOOY Y RAEE
TLET:
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/usr/sbin/semanage fcontext -d /test

AVTFFAMRERBO—Z o THNIE, 72EZ0E /web (/. %) ? 251X, FRRIBORIZICBIBFEFEAL
E3

/usr/sbin/semanage fcontext -d ”/web(/.%)?”

/usr/sbin/semanage MFEHIE semanage(8) ¥=a7IILR—I SR TLIEIN,

N 2

SELinux 7% ANM% /usr/shin/semanage fcontext -a CER§BEX, I7MILVATLDEIN
JUik. F7lE /sbin/restorecon AV Y RDEITRIC, T7AIICE 212NV ERITONBIEAEEITS
OIS 771 TALIN) D2 R EFERLET,

9.4.8. file_ t LU default t DY

HRBMAYR—NT 277V AT LICT LT, T4 RZIZ SELinux AYTFFAMDBWI7LILICTIER
TBEESELinux R —ICLYERINAZEED AV TE AN BHEZHIDIIICEYIRDLONET, —iREA
R)O—TI.COBEDOIAVTFAME file t 94 THFRLET, TARAVICHBZIAVTHFRANDIRWT7A
DRSS —TRBUTE, —fEBICHIRINIRAA VT I ERATERWELD, ZNIEZDI1TDMIFER
INFET,SELiNnuXx ZRTLTWBVRTAILHZTRTDI7MILH SELinux AVTFAMNEFOREITH
Y. file t 94THT7MNEAVTFRMNDRE X ICBVWTHERAINTOWAVLDT, file t SATHELLS
NIV DHINZT7AIN AT LAICFEETARETEIHAYEE A

default t ¥4 7HD 774N ETAVTFRAMNDREICEVWT MDD ITRTD/INY—2E—BILAWT7AILICE
BAINFT . ZDLIRT7AINDTARAIICAVTFAMND W I 7 IILERX FITE, —fRIIICHIR I 7= K XA
INCT P ERATERWEIIICTD2OTT,/mydirectory/ DLIRFHLWNY T FALIMNIEERHTHIEX. 2D
FALIR)D default t 94 TDSRIVERFOENFET  H—EXDNZDLIBRTALINIICT IERT B0
EXRINIE. COMBICRTE 774 ETAVTHFRAMNDEREEFHLET , 771V TFARNDEREIC
AV TFFANEBINT I EICFET BEEMId#HH#####: semanage feontext#xSIRL T I W,

9.49. J7MIV AT LDII VN

ERBMAEY R—NT 2771V RTLEYIVNGDEX ET7MIICHTEEF2YT1 AV THFRMS
BETI7AILD security.selinux ILERBENSEEINE T ILRBEA Y R—MLARVWI 7ML R T AIC
HBIT7AINE. 77V AT LDTERICEDVWTC R —BRENSBE—DNDOEREDEF1)T4OVTHR
NaeRYS—DBEYLHTENET,

BEEDIRE M E LEXT 570, FRIFIRBMEZ T R—NLARWI 7ML AT LICRH T 2IZHEERRD
OAVTFHRARNEIEETDHIC mount —o context AV RAEFMEALET, 771V AT AN ELWEHAIR
HIDIEEEFTERITNE. CMIEERATY  LEAIE BROV AT LILBWTERAINS ) A—T )L
AT 47 TF, File Allocation Table (FAT) ¥ NFS 77/ )L AT LD LI HERBIE A R—NLARWT 7
A RTF AT LT mount -0 context AV RSNV IFTE Y R—NTB/DIERATEE T context
TEEINALOAVTFRAMITARAVICEESRAFNER A TTDIAVTFAMBREINE T, (F71ILV AT A
N ZEZHILRBHEF >TWNIE,) context 77V av AR LTI IV MNLAEEZICHERTEET,

30 /etc/selinux/targeted/contexts/files/ (LB BT, T7A I EFALIRN DHDOIAVFFANEEELE T, ZOF (LI N
BB IT7AIVD, T7AINET ALY N DIEHET Y TFANEETTT H7-0HIC restorecon LU setfiles ICLYUFKARAENET,
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7Y AT LDZR)ATIFIZE T Z5EMIE. James Morris @ "Filesystem Labeling in SELinux" 585 %
SHRLTLIEI W http://www.linuxjournal.com/article/7426,

9.4.9.1. AVFFADTUVK

BEOOAVTFAMEETNIE. Zha LEXLTCIBEINOAVTFAMNEFTE DI7MILV AT L%,
IOVNTBIDIL, FFREMA Y R—M LW I IV AT LIS LTS E R ZTV T RN
EEETDEOILELETDII7MIV AT LAY IV NTBEEIC, Linux root 2—H*—& LT mount -o
context=SELinux_user:role:type:level ARV RAFERALEST . AVTHFANDEBRLNT1RVICE
TAFENFBAISATVMANCEITD NFS YOV RHEETNFS 771V AT ALICTT BRI —ICLY
EEINZEEDIVTHFANTIRNILTIFEINE T, —RHAR) O —ICEWT, COZEDQIAV TF AR
nfs t 91 TAFRALET. BMDYIY "A T avh i nid, Apache HTTP Server D &S 7%, thadH—
ERIEHT NFS 771V AT LEHBTEIEEFANE T Apache HTTP Server IBHTHETESLD
ICB72OIT LT DAL NFS 774V AT L%ERIVMNLET:

# mount server:/export /local/mount/point -o¥
context="system u:object r:httpd sys content t:s@”

ZDI7AINY AT LI LLERIN 2771 ELVT1LIMI B, -0 context THEE I 7= SELinux
AVTFRANEFEET, LHOLAAS, AVTFAMNDEENINSDKRISH L TT 1 RIIZELNI RV D
T.context AL avAREIRTVMNEICFERAINIGE. FAEECIVTFRAMNEEINIZED
F.context 77V aVTIREINZIAVTFRAMBERINET,

AT I TA—AX Y MHY SELinux =45y MRS —ICBWTHERAINZ AV D/R—Iy o av I TY,
ZLDOEDITR LT SELinux I—H—&EO— LA EIEINE T, ZD7/=8. -0 context T SELinux v
FX¥ANE EEXIBEE,SELinux system u I—H—# LW object r O—J)LEFEREL. Y1 SICERLE
T MLS RYL—oTIILFATI)—tFa) T14&2FRALBRTNIEL sO LRIV EFRALET,

©

A

JFEC

TPV AT LD context £/ avEEEHICYIVRNINZEE (A——POERICLD) aAVTF
ANDEBEHIZIEINET &AL context AT avEEEHICTIVMNINTETFAILY AT AICHEW
T chcon 2247332 &IC&LY. Operation not supported TS—HFKELET,

9492 EBEIYVFTHAMNDLEHE

#file_t ### default t ##H##HHCERIAINTVWSEBY ILRBMA Y R—N T2 771 IV AT ALILBEWT, T4
212 SELinux Y TFFARDIBEWIT7AILICT IR TBEE, SELinux R O—ICLYEHRINELEDD
VTF AN EFOTWAIIIICEYR b E Y, — AR —ICEWT. COZEIVTHFAME file t 4
AT HFERALET  MOZEIVTFANEFERLZFNIE 771V AT L% defcontext AT avest
IOV RLET,

UTOENIHF LHERINI=T7AIV S RT L (/dev/sda2 £) 3 LIERR SN /test/ T4LURY IZT

IOVNLET, /test/ TALYZNIEIFOAVTHFRARNEEFRT D /etc/selinux/targeted/contexts/files/
=LV ERELET:

#f mount /dev/sda2 /test/ -o defcontext="system u:object r:samba share t:s0”

ZDHITIE:
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- defcontext 7> av . system u:object r:samba share t:s@ A% "SNJILDIFINTWRWITZAILIC
WIBEEDEF2)T(AVTFRAN THEIEEEHELET.

o ROVKNLIEEZ . T7AIWNY AT LDIV—bT 1LV N (/test/) ¥ defcontext ICKWIBEINAIVTF
ANESRIVDIFINTVEIHIDOLIICEYBEONET (COSRIVETARAVIREINERA) Il /
test/ D TFICHERLIEZ7AIICT T BRIV DIFICHENHYET: FTLWLWI 7LD sanba_share_t 4
A THEE L, CINSDIRIVIET A AVICREINE T,

o TPAIVI AT LD defcontext A2 av T IV RNINTWSEL /test/ D TFICHDT7MILHBENLDS
RIVERFLET,

9.49.3. NFS 774V AT LDTIV N

BET, 754TVMAICTIY I Tz NFS 774V AT LD NFS 774V AT ABITDR) —IC&
UERINAZEEDIAVTHFANTINILDIFINE T, — AR —ICEWT, ZOZEDIVTF R
M nfs t 91T AFERLET, R —REICKTEL T, Apache HTTP Server ® MySQL D &HHH—ER
MNonfs t YATDISRIVEF D T7MIV EFZHFAD T A CNICLY, ZDIYLTDIRIVEFEDT7A(ILI R
FLADIIVININ MDY —E RICLYFHHAAAFELIITIRAR—ININDIEEHEET,

NFS 774V AT LER IV LI MOV —EREZRAWTEDI7MIV Y AT LEGHAHTIZTY
ZR—hLTWNIE nfs t 94T AR EEETBLHIC.IIVNTBEEIC context AT VavaFRLE
FNFS 7714V X T % Apache HTTP Server #fHH THBETED LD . ENHET IV NTBHICLITD
context A7 avAaFRALET:

mount server:/export /local/mount/point -o¥
context="system u:object r:httpd sys content t:s0”

AVTFFANDEENINSDIRRICTH L TTARATICEDI N VDT, context A7 avh RO~y MNE
IEAINAEE. FAEELIYTFFRANIEEINIBEE DA context 77 aVTIEEINAIVTFH
AMDERBFINET,

context A7 avTIFPAINV AT LERIVNGTBREEL T H—EXDN nfs_t 1 TDIRIVERFDT7
AW ATLIT I ERTBIEEHATELDIC.T—IVT U EFAVNITEL T nfs t ¥4/ TDSNILERED
T7ANSV AT LTI CARTBIEAHFT TS, T T U RRETDIEDRBISHNFS ### CIFS #HittHH#H
#H#ESIRLTEEWN,

9.4.9.4. 581D NFS ¥k

B NFS TIVRR—IDOSEBDIIVNTEEEZ FTNTRDIYIVID SELinux AV TFANEERD
OAVTFFANTLEEZXLLDETRE BEED mount ATV RAKLET, LLTOHITIE NFS H—/X—2°
2 DY TF4LYUKR) web/ & database/ HFD.1 DDITHVRKR—b /export ZFLFF LUTFOITUR
.1 DD NFS TIVRKR—IHS 2 DDV MERITL. TR TROIVTFFRAMNE EEELLHELET:

#f mount server:/export/web /local/web —o¥
context="system u:object r:httpd sys content t:s0”

#f mount server:/export/database /local/database -o¥
context="system u:object r:mysqld db t:s0”

2 BIB® mount vV RHAKMUEL =, LLTAD /var/log/messages |ICERERINFET:

31 Morris, James. "Filesystem Labeling in SELinux". 200449 8 1 B$47. 200849 B 14A 7V RFESR: http.//
www.linuxjournal.com/article/7426.
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kernel: SELinux: mount invalid. Same superblock, different security settings for (dev 0:15, type nfs)

FNEFNREARZOAVTHFAMNEEAWT.1 DO NFS TV RAR—MSEBDT IV NETBICIE. -0
nosharecache, context A 7/ avAFERALEFT UTDHIE. ThEThEARZIVTFAMNEAWVWT (1 2D
H—EZANEFNTNICTIERTEIEALHFTLT.) 1 DD NFS TVRR—IOSERDTIV I ELET,

# mount server:/export/web /local/web -o¥
nosharecache, context="system u:object r:httpd sys content t:s@”

# mount server:/export/database /local/database -o¥
nosharecache, context="system u:object r:mysqld db t:s@”

ZDHITIL, server:/export/web A% /local/web/ [CO—HILICR IV RINF T, ITRTOI7AILD
httpd_sys content t ¥4 7DZR)L%¥FSE, Apache HTTP Server B 7V R %A XN E T, server:/
export/database A' /local/database ICO—HILICY DV RNINE T, ITRTDI7AILH mysqld db t 54
THEFEB MySQL A7V REFHFAIINE T, INSDIITIET 1 AVICEZAFhIFEE A,

N 82

nosharecache 77> aviliy  BERZOVFTFAMNEAWT. 1 DOV RR—MDELCHTF1LIKNY
EEBETIVNTEDLIICARYET (22K, /export/web HEHE IV RLET), 771D 2 D
DEXRZAVTFRAND T TT I ZARRETHD. ERYHOIIIVIBERINDZDT,. 1 DOIIR

R—=IDSRECHTTALIMN)IERLRZAVTFRARNTIY TV MLAWTLIEI,

9.4.9.5 OAVFFRMDTIV hDKERL

AVFHRANDY IV NEB YOV NCEREENRICEMICTB7=0HIC, /etc/fstab FizldA— b by
ICTFANVRTFLADIVN)—ABMLET T/ vV N ToaveE LTHF T2V TFANEFERALE
T LUTOFIE.NFS OAVFFRMNDY IV MDI=HIC /ete/fstab ICTV M) —&EMLET:

server:/export /local/mount/ nfs context="system u:object r:httpd sys content t:s0” 0 0

NFS 771 A7 LD MY 25#d Red Hat Enterprise Linux 5 Deployment Guide, ######
19.2. "NFS Client Configuration'? A&BL T XN,

9.4.10. SELinux ZNIVDAVTF VA

INSOEIYAVIE TFANPT ALY N &I — BB T—HAT$HEFIC SELinux AV FHF MR
ETBIEEMPALET. o, AE—BLVT—H(TTBEE AV TR EARETEHEICOVTEHIAL
Y,

9.410.1. Z7MILET4LYZNIDIE—

T7ANPTALIRN)DBROAE—INBEZ FHTLWI7MILPT AL NI EELRITHIE ERINE T, ZD
FLOWIZMILRTALIMN)DAVTFFANMEI (AT VarvA DAV TEF AN AR EINSOICERINT

32 http://www.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5.2/html/Deployment_Guide/s1-nfs-client-
config.html
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WK, TTD 7712 T ALY RN) DAV T HFRRNTII B ABED SRV DIFIL—IVICEDEET /=&
A A= —DE—LTFTALIMNIERIN=T7AILD user_home t 91T DSRILERIFONET:

$ touch filel
$ s -Z filel
-rw-rw-r-- userl groupl unconfined u:object r:user home t:s@ filel

ZFDEIRTZAILD Jete/ DLIBMDTALIRMIIOAE—INDE FHTLWITZAILD /ete/ T4LIRMIIC
W BEEDSRILDFIL—IVICEDWTERINE T, GBIIDAT>avRLT) 774/ 2JE—F52E
IC&Y, TTDAVTHFRAMNREIN QWA BEELN HYET:

$ Ls -Z filel

-rw-rw-r-— userl groupl unconfined u:object r:user home t:s@ filel
#f cp filel /etc/

$ Ls -Z /etc/filel

-rw-r-——r—— root root unconfined u:object r:etc t:s0 /etc/filel

filel A% /ete/ ICOAE—3INBEXE, /ete/filel BFEELARITNIE, /ete/filel BFILWIZMILELTIER
INFET, LOBITRINIEEY, /ete/filel BEEDSRILDIFIL—ILIZED W T etec t ¥1TDIR
LERITFENhET,

T7AIVDEBEEFEDT7AILICOAE—SNBEE, 21— —D' ——preserve=context DLIRTDI71ILD
AVTFANEIRETD cp DATVavaEIEELATNE. BEDOI7MILOAVTFAMNMREINE
9, SELinux R —IC&Y, AV FF AN AE—RICREINZEEBANET,

SELinux YT AMA{RELAZWVWIOE—
cp AV VRERWTCIZ7AILEOE—F2EE AT VarvMEEINTOWRITNIE. 917 9—5 Y NDEH T«
LK) D OIEERINET:

$ touch filel

$ Ls -Z filel

-rw-rw-r-— user1 groupl unconfined u:object r:user home t:s@ filel

$ s -dZ /var/www/html/

drwxr-xr-x root root system u:object r:httpd sys content t:s@ /var/www/html/

# cp filel /var/www/html/

$ Ls -Z /var/www/html/filel

—-rw-r-—r—— root root unconfined u:object r:httpd sys content t:s@ /var/www/html/filel

ZDHFITIE, filel A=Y —DHR—LT LI NITER I N, user_home_t 91T DZR)L%A{F(F
SnEd, /var/waw/html/ F4LZRYA, s -dZ /var/www/html/ ATV REFAWTREINELD
IC.httpd sys content t 4T DSRILEMIFSNTWET, filel A /var/www/html/ [ICOAE—3IN3E
X, ls -Z /var/www/html/filel ARV REAWVWTRRINDLIIC httpd sys content t ¥4 TA&#EEAL
7,

OE—f® SELinux AV TFFAMDIR#E
AF—32LE,  AVTHFRANERETDICIE. cp ——preserve=context IYVRAFAHLET:

$ touch filel

$ Ls -Z filel

-rw-rw-r-— user1 groupl unconfined u:object r:user home t:s@ filel
$ s -dZ /var/www/html/
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drwxr-xr-x root root system u:object r:httpd sys content t:s@ /var/www/html/
#f cp ——preserve=context filel /var/www/html/

$ ls -Z /var/www/html/filel

-rw-r-—r-— root root unconfined u:object r:user home t:s@ /var/www/html/filel

ZOBTIE, filel NI—HF—DHR—LFTALIRNIITER I, user_home t ¥4 TDSRILH
Flronxzd, /var/waw/html/ F4LIRM) B Is ~dZ /var/www/html/ AX VR TRINZ LD

I httpd_sys content t 4T DSRILEFIFSNET —-preserve=context A S aVaFRHTHI &I
&Y, SELinux AYFF AN AE—BERITREBINE T, s -Z /var/www/html/filel ZHEVWTRIND
£ TPAILD /var/waw/html/ (ICOAE—Shi=& X, filel D user _home t ¥4 THREINhFE LT,

AVFHXERAMNDIOAE—BLVLEE
JE—%KDAVTHFRAMNEZEERETSICE cp -Z AV REFERLET U TOHIE, 2—HF—DHR—LT1LIb
JIZBWTETINFELL:

$ touch filel

$ cp -Z system u:object r:samba share t:s@ filel file2

$ ls -Z filel file2

-rw-rw-r—— user1 groupl unconfined u:object r:user home t:s@ filel
-rw-rw-r—— userl groupl system u:object r:samba share t:s@ file2
$ rm filel file2

ZOPUE AVTFARM L AT VaVTEBRINTVWET L ATV avpRihid file2 A
unconfined u:object r:user home t AVFTHFAMDSNILE[HIFONET,

T7AIVDEFEI7AIADLEEXOE—
T7AIDBREDI7MIVIC EEZOE—INDZEEX (AT avh AV TF AN ERETZHDIFERIN T
RFNIE) BEO 7MLV TEFANMREINT T, B

# touch /etc/filel

#t ls -Z /etc/filel

-rw-r—-r—— root root unconfined u:object r:etc t:s@ /etc/filel

# touch /tmp/file2

# ls -Z /tmp/file2

-rw-r-—r-— root root unconfined u:object r:user tmp t:s@ /tmp/file2
#f cp /tmp/file2 /etc/filel

#t ls -Z /etc/filel

-rw-r—-r—— root root unconfined u:object r:etc t:s@ /etc/filel

ZOFITIE. 2 DDT7MILBERINET: etc_t 91T DIRILEFRED /etc/filel & user tmp t ¥4
DIRIIERED /tmp/file2 TG ,cp /tmp/file2 /etc/filel A RA filel & file2 TLEXLFT,
aE—1%. ls -Z /etc/filel AT VRICEY. filel Hetc t FATDSRIV AR DZENRINET . /etc/
filel A% /- /tmp/file2 D user tmp t 4T TlEHYEHF A,

N €= |

T74IV2T ALY N)EBENTZDTIFAK, AE—LF T, ZNnIcEY, ELLWL SELinux AV FTFRAMTS
RIVDFEINDBIEERIETHFERFICARYET, A@EUDA SELinux IV FTFAMILY, 7O ZD
EOBRTFAINRTALINICT I ERTBIEEINNBEA ML HYFT,
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9.4.10.2. 77MILETA4LURN) DFEE)

T7AIWRPTALIRN) D BEIINZEX I]WIED SELinux AV TFAMRFEINE T, Z<LDFE. INIE
BHEDOMEICH L THRENTE . LLTDOHIE, —HF—DHR—LT1LIM)H 5, Apache HTTP Server
ICEYERIND /var/www/html/ ICRRENT B EICDWTERBALE S, 77 1L BEINDD T IELW
SELinux AV TFAM&MEALEEA:

1. R—AFALIMNIIEFETBICE. BIEARLT cd ARV REETLET  HR—LTALIMNICBWT. 77
AIVEVERR T B7=IC, touch filel AV RERITLEYT . ZDT77M)IL user_home t ¥1TDSN)L
TSN TWETY:

$ Ls -Z filel
-rw-rw-r—— user1 groupl unconfined u:object r:user home t:s@ filel

2. /var/www/html/ T4LZK)® SELinux AYTFFRARNERRTDICIE s -dZ /var/www/html/ A< R
RITLETY:

$ ls -dZ /var/www/html/
drwxr-xr-x root root system u:object r:httpd sys content t:s@ /var/www/html/

/var/waw/html/ F4L O NYDIBEET httpd_sys_content_t 91 TDSRILE[FFSNFET, /var/
waww/html/ FALIMN) D TFICERINI=T7AINETALINIDNZDIA T HFEELEF T, T/, DFEYTD
HATHESRIDIFINET,

3. filel & /var/www/html/ 4L NI ENT DICIE, Linux root 2—H—&LTmv filel /var/www/
html/ AY Y REERTLET, COT7MILDRBEIINZD T, ZDIWIED user_home t Y1 THFERYET:

# mv filel /var/www/html/
# Ls -Z /var/www/html/filel
—rw-rw-r—— userl groupl unconfined u:object r:user home t:s@ /var/www/html/filel

Apache HTTP Server H'#Z# T, user_home_t 91 T DRIV EF D I7 (I EFHIHAIHTEEFEA VLT
R—UEEBRTDITRTDT7AILD user_home_t ¥4 T DRIV EFHFTIK, £7/I& Apache HTTP Server
D FHRAIADBRWNMED YA THFEFTIL, Firefox PTF ANz T TSOFREBTENLIITIEALLIELEE
E N—IyvavEREINET,

N €2 |

T7AIVET4LIMN) % mv AV RERAWTHKREIT S &EICLY, Apache HTTP Server $&£ U Samba,
DEHBRTACADNZDEIBRT7MIPTALINIICT IR TR EEHITRLS1 BEo 7
SELinux Y FFAMIRSAREMIHYET,

9.4.10.3. Z#® SELinux A>T F XA MDHEER

T7AIET ALY M) B IELV SELinux AV TFFANERFONEINEESR T BITIE. /usr/shin/
matchpathcon ¥ R%&EFHLZE 9., matchpathcon(8) ¥ =27 )L R—UH\5: "matchpathcon A A5
LRYS—ERWEDE, 770/ REBBEMIFSNAZHED SELinux AV FFRMNEEALET, ", U

33 matchpathcon(8) ¥=a7JLR—, Fedora IC$143 libselinux-utils /v —JICAEINE T, Daniel Walsh &, ZD/X\—Y3>
ICB I BIRELZEEIL Murray McAllister ICEYERTFINhELL,
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TOBIL, /var/www/html/ (IZHBT7AILDIELLGRILDIFINTWBIEAREER T D71, /usr/shin/
matchpathcon AV RA&FERHT2IEAFRBALTWET:

1. 320774 (filel, file2, 8L filed) ZVERKT BICIL, Linux root T—H—& LT touch /var/
www/html/file{1,2,3} AV RERITLET . INSDT7AILD /var/www/html/ F4LIRYHS
httpd sys content t ¥4 7 A&{EELFT:

#f touch /var/www/html/file{1,2,3}
#t ls -Z /var/www/html/

-rw-r--r—— root root unconfined u:object r:httpd sys content t:s@ filel
-rw-r——r-— root root unconfined u:object r:httpd sys content t:s@ file2
-rw-r--r-- root root unconfined u:object r:httpd sys content t:s@ file3

2. filel #47% samba_share t [CZEF BT, Linux root 1—H—& LT cheon -t
samba_share_t /var/www/html/filel ¥V RAEZE{TLET, E: Apache HTTP Server i
samba_share t 94 TDIRIVEFDT7AINELIET LI MN) 2ZHFADER A

3. /usr/shin/matchpathcon -V 47> 3> h% IRED SELinux AV FF A K% SELinux RYS—ICEI1FS
ELWMEEDOYTFHANELE T, /var/www/html/ FALIMNICHBDTRTOI7(IEFEERT S
IZiZ. /usr/sbhin/matchpathcon -V /var/www/html/* A<YVRAEETLET:

$ /usr/sbin/matchpathcon -V /var/www/html/*

/var/www/html/filel has context unconfined u:object r:samba share t:s@, should be
system u:object r:httpd sys content t:s0

/var/www/html/file2 verified.

/var/www/html/file3 verified.

LAT® /usr/sbin/matchpathcon A< RDH A, filel H¥ samba_share t ¥4 TDSNILAFED
M. httpd _sys content t 4T DRI AFORETHBIEARLTWET:

/var/www/html/filel has context unconfined u:object r:samba share t:s@, should be
system u:object r:httpd sys content t:s0

SANYVRIEEMRR L, Apache HTTP Server ' filel IC7VERTBZEAFFAT BICIE, Linux root 21—
H#—& LT /sbin/restorecon -v /var/www/html/filel YV RAEEFTLET:

#f /sbin/restorecon -v /var/www/html/filel
restorecon reset /var/www/html/filel context unconfined u:object r:samba share t:s0-
>system u:object r:httpd sys content t:s@

9.4.10.4. tar ZAW=I77MIVDT—HAT

tar (FIEETIEER 2 FRIFLEEASELinux BMERBEICREINZDOT. AVTF AN 771V ET —
NATT2EXICRbNET, AVTFANEREFELT—HATEERTDITIE tar —selinux Z#FALZE
Fotar PT—HATHERBH AR WIT7MIILEEDIE, FIXILRBM A AT LEEE—HIELITh
I£. /sbin/restorecon H™SF—HATHETLET:

$ tar -xvf archive.tar | /sbin/restorecon -f -

E: TALIRICEKIEL T, /shin/restorecon AV Y RAEETTB4HIC, Linux root T—H—IZRBZHEH
HBINMELNFEEA.

LLTFOFIE SELinux OV T X AN REFLIZFF tar PT—HA T 5 E KT BT & AERBALET:
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1. 320774 (filel, file2, 8L file3) Z/EM T BITIL, Linux root 21— —& LT touch /var/
www/html/file{1,2,3} ATV RERITLET . INSDT7AID /var/www/html/ F4LIR) DS
httpd sys content t ¥4 /&AL ET:

#f touch /var/www/html/file{1,2,3}
# Ls -Z /var/www/html/

-rw-r--r-— root root unconfined u:object r:httpd sys content t:s@ filel
-rw-r——r-— root root unconfined u:object r:httpd sys content t:s@ file2
-rw-r--r-- root root unconfined u:object r:httpd sys content t:s@ file3

2. /var/www/html/ F4LIN)DHRICEEFTZHICcd /var/www/html/ A REERITLE
Jotest. tar EWIRZBID tar 7—AATEVENK T BICIE. DT 1LY MIZHWT—E, Linux root
I—4—& LT tar ——selinux —-cf test.tar file{1,2,3} O¥VRAEEFTLET,

3. FLWFTALIMN)AEVER T BICIE, Linux root Z—H'—& LT mkdir /test v RAEEITLET,FL
T ITRTDLI—H—IC /test/ TALIRN)IDRET I AMEEFFA T 5/6HIC, chmod 777 /test/ <
VREETLET,

4. test.tar 77MI)%& /test/ T4LONNCOAE—TFBICIE cp /var/www/html/test. tar /test/ A<
REERTLET,

5. /test/ F4LIRN)DOHBICEEFETBICIE cd /test/ ATV REETLET. CDOTFTALIRICKEREHTS
Eotar P—HAT&5ERIT5ICIE tar —-xvf test.tar AY VY REETLET:

6. SELinux AYTFARERTTBEHIC Is -1Z /test/ ATV REEITLE T httpd sys content t &
ATHEINET,—-selinux ZFERALMRVEEZICHEIS default t ILEEBEINTULEEA,

$ ls -LZ /test/

-rw-r——r—— user1 groupl unconfined u:object r:httpd sys content t:s@ filel
—-rw-r——r-— user1 groupl unconfined u:object r:httpd sys content t:s@ file2
-rw-r-—r-- user1l groupl unconfined u:object r:httpd sys content t:s@ file3
-rw-r——r—— user1 groupl unconfined u:object r:default t:s@ test.tar

7. /test/ TALIRKNIDEIZPRETRITIIL. ZOTALINEZDHRICHDZI7MIVEHIRT B8
|2 Linux root I—H—&LT rm -ri /test/ AY Y REFEFTLET,

TRTCDILRBHAFRIE TS ——xattrs 773> DEDIC, tar (BT ZEEMIE tar(1) ¥ =T IILR—T%
SRLTEIW,

9.4.10.5. star =AW ET77MIDT7—hA4T

star (FIBETHRBMEZFRFLEE A SELinux D EREBHICREINSO T, AV TFAM 774
WET—NATI2EEEKDONET . AVTFANERFE LT — DM T AVEK T 5ICIE star —xattr -
H=exustar ZFRALE T star /N T —IISMBETI VAR —ILINTVWER A star EIV AR =)L TSI
I&. Linux root —H—& LT yum install star vV REETLET,

LT OB, SELinux I TF AN REFFLT Star P—HA T ZER T BT EICDWTEHBALE T,

1. 32D774)L (filel, file2, 8LV filel) ZEK T BITIL. Linux root 2—H—& LT touch /var/
www/html/file{1,2,3} AvVREERITLET . INLDT7AILA /var/www/html/ T4LIK) DS
httpd sys content t ¥4 TA#ALET:

#f touch /var/www/html/file{1,2,3}
# ls -Z /var/www/html/
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-rw-r--r-- root root unconfined u:object r:httpd sys content t:s@ filel
-rw-r--r—— root root unconfined u:object r:httpd sys content t:s@ file2
-rw-r——r-— root root unconfined u:object r:httpd sys content t:s@ file3

2. /var/www/html/ F4LIKN)DHRICEET B0 cd /var/www/html/ ATV REETLET . DT 4
LIRMJIZEWT, test. star EWIZREID Star 7—HA T H{EK T B7=8HI, Linux root 1—H—&L T
star -xattr -H=exustar -c¢ -f=test.star file{1,2,3} A~V REZEFTLZT:

it star —-xattr -H=exustar -c -f=test.star file{1,2,3}
star: 1 blocks + 0 bytes (total of 10240 bytes = 10.00k).

3. FILWFALIMN)AEERMTDICIE, Linux root T—H—& LT mkdir /test AvVREETLFT.ZL
T ITRTDI—H—IT /test/ TALIRN)IDZET I AMEEFFA T 5/HIC, chmod 777 /test/ %
VREERITLEY,

4. test.star J7AI)%& /test/ T4LZM)ICOAE—TF BITIE cp /var/www/html/test. star /test/ O<
VRERITLET,

5. /test/ TALYN)DHBICETETBICIE cd /test/ ATV REERFTLET . CDTALIRNIICKREITS
& Star P—HM 75 BRI T AICIE star -x —f=test.star AvVREEFTLET:

$ star -x -f=test.star
star: 1 blocks + 0 bytes (total of 10240 bytes = 10.00k).

6. SELinux AYFFAMERTRTBEHIC Is -7 /test/ AW REETFTLET  httpd sys content t 4
ATHEINET, —selinux ZFALRBLVWEZICERIS default t ICEBEINTVWERA.

$ ls -lZ /test/

-rw-r-—r-- user1l groupl unconfined u:object r:httpd sys content t:s@ filel
-rw-r—-r—— user1 groupl unconfined u:object r:httpd sys content t:s@ file2
-rw-r——r—— user1 groupl unconfined u:object r:httpd sys content t:s@ file3
-rw-r-—r-- userl groupl unconfined u:object r:default t:s@ test.star

7. /test/ TALIZRNI)DEIXPRETRITNIX,. ZDTALIMNIEZDRICHDZT7MILEHIRTB=5
I Linux root 1—H—&LT rm -ri /test/ AvVREEFLET,

8. star AEIEVPRETRITNIE, N\vr—I %R e 572010 Linux 21— —&LT yum remove star 3
IVURERITLET,

star ICBITZEEMIE star(1) Y27 R—IUHESRBLTEIW,

9.5. A—H—DHlRE

BZ < DFHIFRI N7z SELinux 11— —»1"' Fedora 19 ICEWTHIBARETT . & Linux 21— —»' SELinux
R —#EHT SELinux 2—H¥—ICHIMT SN FE T, Zhid Linux 1—H—24" SELinux 22— —ICEH
NIHIRES|IZMITE S EAEI—Y—ITKBELEZ T RDIEETEARCLEY: X Window System
BRITTB RYNI—V%5ERT S, (SELinux RYP—DFNEFFRAILTWTE) setuid 7SV r—ave
EIT95,.F7ld suB LY sudo AVVREEITT S HIRINI—H—ICBET 2355 1E]RIE#Confined
and Unconfined Users#aZ IR L TLEEL,
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9.5.1. Linux & SELinux ®a1—%—<vE>V Y
Linux 21— —& SELinux 2—Y—®O ST %R T 5ITIE, Linux root 2—H—& LT id -Z AR
HERITLET:

# /usr/sbin/semanage login -1

Login Name SELinux User MLS/MCS Range
_ default unconfined u s0-s0:c0.c1023
root unconfined u s0-s0:c0.c1023
system u system u s0-s0:c0.c1023

Fedora 19 Tl&, Linux —%—HEHE T SELinux _ default IS DFSNFET (ZHid RIS SELinux
unconfined u I—H—|IHIEDIFSNFET), Linux T—H—»H' useradd ATV RTHEHRINDEE, AT V3
UHHEEINTLWAWLE, SELinux unconfined u 2—H—(CHSfHISNET, L TIXEEDT DT AE
ELF9:

_ default unconfined u s0-s0:c0.c1023

9.5.2. IR IN/=##R Linux 21— —: useradd

Linux Z—4—|& unconfined t KXAIZHWTEITINS SELinux unconfined u A—H—IIWF D IF5
nFEd, 2hid unconfined u ICHIG DTSN Linux I—H—&LTAJ1VLTWBREIC, id -Z v VR
HERITTDHIEICLIYRRIINET:

$id -z
unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023

Linux 21— —5% unconfined t RASIZHEWTEITLTWAEE, SELinux R Y—)L—ILBERAINE
9, LD L.unconfined t KX IZEWTEITLTWS Linux 21— —MFEAETRTUIT IV ERATESE
W RS — L= LA EELE T, SR I TW AW —H—A SELinux RYP—EZH A unconfined t K
AU EBDFIRINIZRAANIBBTEEZT7 TV r—2avaERITLTWSE, HIRIN TULRWL Linux
A—HF—DFEEFRINTOWRVWRAIVOFIRDF/RICARYET, ZDEF2) T1DFI R, Linux 1—
F—DHIRINTRITLTVWBILEDI D DS T T —2aV B RIRINAFEFICREIETT  FTDE
O T TV —2avilBITREOBAER) S —ICLYFIRTEE T 5F: IhEI—Y—DSI AT LER
ELFBA.ZTORDY, - =P RFT LT TV r—2avIilBITBaRBICKYBIZRIINIBENSR
EIhEd,

useradd ZfFFA LT Linux I—H—%{EM T 5EE, WD F5N3 SELinux I—H—438E T 57HIC -Z
T avHEFERLET, LTOHIE, Linux 21— — useruuser Z/ER L. SELinux @ user u 1—H—%

W DFET,SELinux @ user u A—H—|C D iFbh/fa—H —(F user t RX(VTEITLET . ZD
K XA 2Tl Linux Z—%—5" SELinux R >—DEFA < setuid 74— 3> (passwd 742&) #3217

TEXFHAF/z su sudo DIYYREAWT Linux root 1—H—ICiB T E&RSCTZHIC. INSEET

TEXFEtHA.

1. SELinuxuser_u A—H—(IHIGDIFTONZHR Linux —4H— (useruuser) Z{ER 9 BITId. Linux
root 1—1—& LT /usr/sbin/useradd -Z user u useruuser Z#E£{TLET,

2. Linuxuseruuser 1—#—¢& user u OFEDOXMTIFEFRRT SITIE. Linux root 21— —& LT
semanage login -l A<V REEFTLET:

# /usr/sbin/semanage login -1l
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Login Name SELinux User MLS/MCS Range
~ default unconfined u s0-s0:c0.c1023
root unconfined u s0-s0:c0.c1023
system u system u s0-s0:c0.c1023
useruuser user_u s0

3. Linux useruuser 1—4%—|l/XRT—R&ERET BICI, Linux root 1—H'—& LT passwd useruuser
OV VR%EERITLEY:

#f passwd useruuser

Changing password for user useruuser.

New UNIX password: Enter a password

Retype new UNIX password: Enter the same password again
passwd: all authentication tokens updated successfully.

4, BEDEYyI3vE#OT TN, Linux useruuser I—H—=&LTOJM1 v LET . OF1 0 LIc&
&, pam_selinux A¥ Linux Z—%—¢& SELinux 1—%— (ZDFE . user_u) IS D fEREAD
SELinux AV FF XMty Py LET. ZL T Linux 2 —H—DY A TOIVTFHFANTREISh
9. Linux I—H—DAVTFAMERRTSICIE, id -Z ATV REETLET:

[useruuser@localhost ~]$ id -Z
user u:user r:user t:s0

5. Linux useruuser Oty arv=AJ 7oL BEVOT AUV NTHBTAY 1V LET, Linux
useruuser 1—H—AFWN/LKRIFNIE ZOR—LTFTALINIEZR LT, 22— —%HIRT57=0
. Linux root Z—H'—& LT /usr/sbin/userdel -r useruuser AV REETLET,

9.5.3. IR IN/=BE1FED Linux 21— —: semanage login

Linux —4'—2% SELinux unconfined u A—H%—IIH G D 5N (BEDE:E). I DF5N 3 SELinux
aA—H—%HZHE LN, semanage login ¥V REFERALEY ., LLTFDAIE newuser EWD ARTOFHTIR
Linux 2—H—%4ER L. Linux 2—4'—7% SELinux user_u 2—H'—(IHIGDIFET:

1. ¥138 Linux 2—%'— (newuser) Z{ER 3 %ICIE, Linux root T—H'—& LT /usr/sbin/useradd

newuser AX¥ Y RERITLET, COI—H—ISEED T IGTITAER T 578, /usr/sbin/semanage
login -l ODEAICKRRINFHA:

# /usr/sbin/semanage login -1

Login Name SELinux User MLS/MCS Range

_ default unconfined u s0-s0:c0.c1023
root unconfined u s0-s0:c0.c1023
system u system u s0-s0:c0.c1023

2. Linux newuser 1—%—% SELinux user u 1—4'—&xf iy 213511, Linux root 2—H—&LTEL
TOaOXVRERITLET:

/usr/sbin/semanage login -a -s user u newuser

—a AT avhFHRLI—REBMLET  F/z -s 723y Linux 2—H—IC D 1357201
SELinux A—H—%FELE T, ZEDBIE newuser [&. F8E L7z SELinux I—HF—IZ{ D iF=0L
Linux 1—Y%—T79,

191



#9Z SELinux

3. Linux newuser 1—1'—¢& user_u EDEDR ST T %EFK IR T BICIE, Linux root T—H—&LT
semanage login -l Z2TL X7

# /usr/sbin/semanage login -1l

Login Name SELinux User MLS/MCS Range
_ default unconfined u s0-s0:c0.c1023
newuser user_u s0

root unconfined u s0-s0:c0.c1023
system u system u s0-s0:c0.c1023

4. Linux newuser 1—H—|[I/XRAT—R%EZRE T BICIL, Linux root 21— —& LT passwd newuser O
VREERTLEY:

#f passwd newuser

Changing password for user newuser.

New UNIX password: Enter a password

Retype new UNIX password: Enter the same password again
passwd: all authentication tokens updated successfully

5. REDEYIavA#OJ 7KL, Linux newuser 1—H—&LTOY 1 LET . newuser D SELinux 3
VX ANERTTBICE, id -Z ATV REERTLET:

[newuser@r localhost ~]$ id -Z
user _u:user r:user t:s0

6. Linux newuser Dty av&OJ 77U, BEVDTHOYNTCHUOT 1Y LET, Linux newuser
A—H—ZEWLKRBIFNE ZDR—LT(LIMN)ZFEL T A—H—%ZHIFR T 57<®IC, Linux root
a—#H—&LTuserdel -r newuser ATV R%ZEFTLET, F/z, Linux newuser 1—H'—¢& user u d
XIS DV HIBRINE T

#f /usr/sbin/userdel -r newuser
# /usr/sbin/semanage login -1l

Login Name SELinux User MLS/MCS Range

default unconfined u s0-s0:c0.c1023
root unconfined u s0-s0:c0.c1023
system u system u s0-s0:c0.c1023

9.5.4. FEDWIGMITOERE

Fedora 19 Tl&, Linux —%—HEH T SELinux _ default (WD IS FE T (ZHid RIS SELinux
unconfined u I—H—|TRIEDIFSENFET) FHLL Linux 1—HF—%REEL, Linux T—H—hHM1EHETH
FREN % SELinux I—H—(CEITR/ B D IO TOWRITIIEL AZED RIS DT % semanage login AY VR
TEELEY,

TeEZIE BEDTYE YT % unconfined u D5 user u ICE B3I, Linux root I—H—&LTUT®D
OV REETLET:

/usr/sbin/semanage login -m -S targeted -s "user u” -r s@ default
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_default  OFAVH user u ICRIMTIFSENTWBIEAMERT HICIE, Linux root I—H—&LT
semanage login -l A<v Y REEFTLET:

# /usr/sbin/semanage login -1

Login Name SELinux User MLS/MCS Range
_ default user u s0

root unconfined u s0-s0:c0.c1023
system u system u s0-s0:c0.c1023

38 Linux 2—Y—dMERMR I, SELinux 22— —HEEINh Wit hiE, £AIEEBEEFED Linux 2—4—
MNOS 1> L.semanage login -l OHAICHBEEDEBRIC—HLATNIE, ZFO21—H—IF  default
O 4>& LT user u it iFSnEd,

TREDEIFICETICIE,.  default  MO4'1>% SELinux unconfined u 2—H—|I G IF57=8
IC.Linux root I—H—¢LTUTFDAT Y RERITLET:

/usr/sbin/semanage login -m -S targeted -s “unconfined u” -r¥
s0-s0:c0.c1023 default

9.5.5. xguest: ¥FFRVE—N

xguest I\ r —INFXARYA—HF =T ROV MNRBLET, ZOT7HV Y ME BIEEE. IR1T7. 225, 53R+
FRI. BLVT—E—2avTICVBADEIICTATEDNI ALDFEARA T2 X278 OLHIFERIN
FI.¥FARVA—HY—THOVMIFEBICHRINE T EANIC, 2—HF—DOT1V LT AVI—Ry I NE
BED7=HOIC Firefox AFRATEIEDADHFATINET, ZDTFHIVATCOATA Y LTWBRBICIT o272, 7714
IWOENRPEREDERREDERIFOT T INFICEIAYET,

FARIT ROV Nty NTvTTBICIE:

1. xguest I\ —S %AV ZAM—)LF BICIE, Linux root 1—H'—& LT yum install xguest ¥V K%
EITLET . RBIELTEREFETDEDNM VY AM—ILEINET,

2. FARITHOVIDEFIFRARICEIVFERTERLIIICT DD THIVID/IRRAT—RTIREX
NTVWERAZLTEDLIIC. THIY ME SELinux ATV 74— RAE—RTEITINTWBHEDH
RETEFT . DT HIVNTAT AT BRI, SELinux ATV 7A—RE—RTERITINTWSRILE
FESRT B7/=8IZ. getenforce AV REGFRHALET:

$ /usr/sbin/getenforce
Enforcing

CDESITR>TWRITNIE, TV 74— RAE—RIZER T B HEICDWTHSELinux ####ESIRLTE
XL\, SELinux DN/ 8N—Iv T E—RZLIFERIA>TWERE. ZOT7AYV A1V TEXT,

3. ZDOF7 A M GNOME Display Manager (GDM) #2H DA THY M1 TEE T xguest /\v—IH
AV ZAN—=ILEINBE, Guest TAHDV M GDM ILEBIIINE T, O7 10§ 5ICId, Guest PAVV MNED
Yy LET:
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Log in as xguest

. & Restart | | @ Shut Down |

9.5.6. A—Y¥—FTF7IVr—2avEli7-I7v

Linux 2—H—DKR—LFTALINIBE LY /tmp/ T(A—H—D/I—3Iv2avalEe3) 77 r—3
V(BELAHRT I EREERLFT) ERITITHIEERILETHIEILLY, EF 1 TAREIN FIE
BOHBTTVr—2avd 1—Y—DRBETE 771V ERIATEIEE[EE T, Fedora 19 TIHEHE
T.guest_t BLU xguest_t NASVDA—HF—H BHFDR—LTALIRN)R /tmp/ IZHBT T )r—3
VERITTEFEALO LA SIZET user_t BLY staff_t DI—HF—ZRTTEET,

T—UTP N CDEENETETEHDICHIFEATX, setsebool AV RTHREINZE T, setsebool AT RIZ
Linux root 1—H—& L TETTINEAHYF T, setsebool -P AVVRNIZEEAKELLET T BR2ENEZ
FEEAEEMCLIKBIFNIE. -P AToavaFERLAVWTEIL:

guest_t
guest t RXMVICWS Linux —H—BHR—LTFTALINIB L /tnp/ ICH DT ) —avaRiTHHE
T BICIE:

/usr/sbin/setsebool -P allow guest exec content on

xguest_t
xguest t RXAVICW3 Linux 2—H—HDHR—LFALIN)EBLT /tnp/ ICHBT T ITr—a v mR2iTH##1
#EI12F BT

/usr/sbin/setsebool -P allow xguest exec content on

user_t
user_t RXLUIZWS Linux —HY—HHR—LAFALIMNIB LV /tmp/ ICHBT TIVr—ar 5 R21THiH
#EDHICTBICIE:

/usr/shin/setsebool -P allow user exec content off

staff t
staff_t RXLUIZW3B Linux —H—DHR—LTFALIMNIELY /tmp/ (ICHBT TV r—a % RITHiH
#EII2TBITIE:

/usr/sbin/setsebool -P allow staff exec content off
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9.6. N\oTINa—Fa4vT

AR DE L, SELinux B 77 ERAZIBE LAEZICRAARBIZN. BEOER 3 DOEEA. ELWSAILICE
T3IEHRERDIFTSNEETS, SELinux DIEFD . 8L audit2al low ZHW/ERIR) >—EVa—
IWOERICDWTERBALE T,

9.6.1. 7V EANEEINEIIMMAEIDTLLOD
TOEADFAF/IFEBTDELH7%, SELinux DHIET A F vy aINFE T, IDF vy ald 7o AN 54—
F+wva (AVC: Access Vector Cache) ELTHIBNTWE Y, SELinux 772 R BB INEEX BT
Xy E—UDEHEINFTT, INHDEFIE "AVC EE" ELTHLN TWE T, ETINTVWET—EVICL
Y, B DIGAICEEERINET:

T—EY A7 OALE

auditd on /var/log/audit/audit. log

auditd off; rsyslogd on /var/log/messages

setroubleshootd, rsyslogd, and /var/log/audit/audit. log, AP T WERDIEEAvE—IUH /
auditd on var/log/messages ICEEEINET

X Window System %3247 L TUW T, setroubleshoot & £ U setroubleshoot-server /N\yr—I N1V A —
JLEN, hhD,setroubleshootd HLW auditd F—EVHETLTWSE, SELinux ICEYUIETIN =& &,
EEARIINET:

<7 o) gl [, WedNov1s, 8:12AM scott

A New SELinux security alert

AVC denial, click icon to view
Diismiss Show ‘

RN BT BIEITEY, B SELinux B 7R ZIBER LADH EMAD . BLUT IR &
THODERAREERTLET . EL X Window System #R{TLTWRIFHIL, 727 ZXH SELinux &Y
TOEAMBEEINEZ UL RYF T  LEAK VT A NFHELTWBI—F—DLUTD
IR AYE—VEZIFRBENMELNEHA:

Forbidden

You don’ t have permission to access file name on this server

INSDIRRITH LT, DAC IL—JL (BEEML Linux /S—3Iwiay) BT VR &R §5&, /var/log/
messages & /var/log/audit/audit. log ZFNFh "SELinux is preventing” & "denied” TS5—A% LN
MAEMZELET, I Linux root Z—H—ELTUTOIAT Y REERTTEIEICLYEITTEET:

grep "SELinux is preventing” /var/log/messages

grep "denied” /var/log/audit/audit. log

9.6.2. BIED 3 KIRH
LTI avidfBOEA 3 DOREICDOWTEHBALET, SNV DIFORE Y—ER@mIFnT—)7
VER—MDERTE. BL U SELinux L—ILDFEETT,
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9.6.2.1. NIV DIFDRERE

SELinux 2E2TLTWBY AT AILBWT. IRTOTOCRET7MILIEEF 1) TAREEDEREZ TSN
WEMIFONTWET, ZOERIE SELinux AV TFRAMNMEENF T, INODSRILAEE > TWNIE 7
JEADEEINE T, 7SV r—2a v A RBEYIISRILFIFINTWSE, 7OEANBR L-7OEH
ELWSRILEREZAVWHELNERA, ZNICLY, SELinux A7V EREIREINE T, F/-. 7OEAHHE
oSN ER D TI7MIVAERR TEET,

SRIFTEED— R RE L, FFEENLT LN DY —ERDOILFRAINDEETY /&L
X 9T ANDI=DIC /var/waw/html/ AFERETZRDOYIC, BIEEZAH /srv/myweb/ Z{ERLZWVWEET
9 .Fedora 19 Tld./srv/ TaLIRNID var_t S4TDSRIVHBMFIFONTWET, /srv/ IR SN =T77
AWETALIRNINEZ DI T A LE T Fo. FILHERIN /I (/myserver/ D&HR) My TFaLIK
)iZ default t 14T DSRILEMIFSNFET, SELinux ICLY, Apache HTTP Server (httpd) A2 5D
BATIT I CRTBIEEBINE T, PO RAEFFAI§5ITIE, SELinux A¥ /srv/myweb/ (CHZ 771 LD
httpd ICP V7 ERAARETCTHZIEEFSEZNELNHYET:

#t /usr/sbin/semanage fcontext -a -t httpd sys content t ¥
”/srv/myweb (/. %)?”

Z D semanage AX Y RH, /srv/myweb/ F4L IR (BLP. TNUTDIRTOI7/IET1LIRY)) DO
VFF M SELinux D 774ILETVTFHRRANDERE ABIMLE T, semanage ATV RIFIAVFHF AN
BLEFALHABEATSICIE Linux root 2—H—& LT restorecon A¥ VY RAEETLET:

#t /sbin/restorecon -R -v /srv/myweb

AVFFRAMIT7AIVEAVTHRANDREEEBINT 2 &I T 25 IS semanage fecontextit’

9.6.2.1.1. @ty FF AN A H?

matchpathcon AX Y RN T7MIL DAV THF AN &AL ZO/NRRUTTH L TIEEEDSRILELELET UTF
DFNE RBEERSRIVE[F TSN T7MILEEL T 1LY M)IC matchpathcon Z{FRAT 3 EICDWTER
BALZEY:

$ /usr/sbin/matchpathcon -V /var/www/html/*

/var/www/html/index. html has context unconfined u:object r:user home t:s@, should be
system u:object r:httpd sys content t:s0O

/var/www/html/pagel. html has context unconfined u:object r:user home t:s@, should be
system u:object r:httpd sys content t:s0

ZDEITIL, index. html & pagel. html 274 )L user _home t ¥4 T DRI E[FIFSANTWET . ZDY
A EI——DR—LFALINIIHZT7MIIVAFICERINE T, 771V ER—LT1LIN) HSF
HIBHICn ATV REFERTBIEICEY., T7MILIC user_home t ¥4 TDSNILAMIFONFET . D
BATIZHR—LTALIRN)DHICHDIRETIIHYEET A ZDLIRT7MIVICE Y1 THETTBICIE
restorecon AV RAFHALET:

# /sbin/restorecon -v /var/www/html/index.html

34 Jetc/selinux/targeted/contexts/files/ ICBHBIPAIDTFAINETALIN)DAVFEFRANEEEZLE T, ZOF(LINICHD
T7AIDR, T7AINETALINEZBEDAY T AMIETTT H7HIC, restorecon HL T setfiles ICLWUFHARAENET,
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restorecon reset /var/www/html/index.html context unconfined u:object r:user home t:s@-
>system u:object r:httpd sys content t:s@

FALINIDTICHDITRTDIZAIVDAVTHFANEETT BT -RATavaERALET:

#f /sbin/restorecon -R -v /var/www/html/

restorecon reset /var/www/html/pagel.html context unconfined u:object r:samba share t:s0-
>system u:object r:httpd sys content t:s@

restorecon reset /var/www/html/index.html context unconfined u:object r:samba share t:s0-
>system u:object r:httpd sys content t:s@

matchpathcon MEEMAAR G #### SELinux #ittH####E BB LTI,

9.6.2.2. EOIHICHIRIN = —EZADEET D H?

Y—E R XF I FER AR CEECEE T NG T DI H—EADNEDLIICENELTWBAD I A
SELinux ICHZZHELIHYET, CNIET =T UREHATERTEET, INICELY, SELinux RY > —ERK
D7 LT, SELinux R —ARTEFICER TEE Y, SELinux R >—DBEFHMAAE/IEHEI /A
WEGTBIEMRL Y—EZRD NFS 774V AT AT IR ZHF A INZRED. TENCNICKYEFTX
NFET. /. IELEDR—IESTH—EREERITTHI &L, semanage AV Y NIRHTRY S —REEXEFH
TELEIHYET,

7=&Z 1L Apache HTTP Server #* MySQL &@{ET5ZEAEFRI T 3IC
|Z.httpd can network connect db 77—\ 7 &EAVICLET:

#f /usr/sbin/setsebool -P httpd can network connect db on

BEDY—ERDT7IZANERINASIE. TV ERAEHFTTELHODITRTOT=YT7HAFBETREH,
EIDEMEERT B/, getsebool HLU grep AV REFERLE T LEAIL FTP EBEDT Y7V %R
FICI getsebool -a | grep ftp AV RAEMALET:

$ /usr/sbin/getsebool -a | grep ftp
allow ftpd anon write ——> off

allow ftpd full access --> off
allow ftpd use cifs —-> off
allow ftpd use nfs —--> off
ftp_home dir —-=> off

httpd enable ftp server --> off
tftp anon write —-> off

T—UT7BLCENNLT DA THD—EIL, /usr/sbin/getsebool -a AV REETFLET . T—YT7 .
ZFOHRPAB LAY DA THLD—E L., Linux root 1—H—& LT /usr/sbin/semanage boolean -l Z3E
TLET, 7T —NT7 Vv O—ERREREICEATH5FMIT oA SR LTI,

R—rES

R)—RBEIKEL T Y —ERIIFTEDOR—IBEBSDAHIBWVWTERITITHIENHFIINIMNELNEE
Ao RV —BEBEFTEIERR—INBEDERTEIEILY H—EADNRARTEALAREZMELNEEA,
f=&zIE http B EDR—NE—BERRT BITIE. root I—H—& LT semanage port -1 | grep -w http
RITLET:

#t /usr/sbin/semanage port -l | grep http
http cache port t tcp 3128, 8080, 8118
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http cache port t udp 3130
http port t tcp 80, 443, 488, 8008, 8009, 8443
pegasus http port t tcp 5988
pegasus https port t tcp 5989

http port t ;R—N41 7% Apache HTTP Server i)y RV TEBZR— e EELE T, ZDIHA.TCP
R—h 80, 443, 488, 8008, 8009, HLU* 8443 TY, BEEEH httpd IR—p 9876 2Uv RV T BLD
httpd. conf ZE&%E (Listen 9876) L7zhS. AR —HATNERM T Z/-DICEHFINTULVRLE, service
httpd start A RAKBLET:

# /sbin/service httpd start
Starting httpd: (13)Permission denied: make sock: could not bind to address [::]:9876
(13)Permission denied: make sock: could not bind to address 0.0.0.0:9876
no listening sockets available, shutting down
Unable to open logs
[FAILED]

AT D&% SELinux DIEE A /var/log/audit/audit. log ICERERINET:

type=AVC msg=audit(1225948455.061:294): avc: denied { name bind } for pid=4997 comm="httpd” src=9876
scontext=unconfined u:system r:httpd t:s@ tcontext=system u:object r:port t:s@ tclass=tcp socket

httpd A* http _port t R—KYAFIC—BEILINTVWARWR— )Y RV TRIEEHFATBICIE. R— s
RS —%7E 35 1B INT B7-0IC. semanage port ARV RERTLET:

#f /usr/sbin/semanage port -a -t http port t -p tcp 9876

—a ATV EFRLI-REBMLET -t 7T av o4 TEERLET Feop A7 2avATORT
WEERELTT ZEDBIHAEMTEIR—IESTY,

9.6.23. L—ILDOBEELVENT T )r—3y

SELinux IC7 7 2 RAERBINLIEDNRET. 7S r—2avhiEBhTnad st LvEt A, 7. SELinux
W=D INET - SELinux MEEDAETRITINTWE T S Yr—2avaREBLaunwhslhEtd
Fo T TV — a3V BRI L EBYICEMEL TWTE. 7V EAAIBE IND A s HYE T Fc & A H
LWAR—32 D PostgreSQL A —RAINTWBE IBEDRYS—AURIICESh A 2T ovavk

RITTBAEMEDIHYET, CNUITLY. I EADFAINTWTCE, 772aV M EEINEIEICRYET,

CNSDIRRICTH LT TV EADEERINAR. 7R EHFATREBNR) S —ET 21— ILEER T 57-5
ICaudit2allow ZEFHLE T audit2al low DFEWGICEA S ZEEM IS auditallow#aS IR L TL
230,

9.6.3. BIEDIEE

TR 2 avid. BBEN S TIN a—T4V T $FEMFITRYVET I RDIEEEDTWNEE T SELinux
JL—ILDBICHEERINS Linux /N—3v2av DR, SELinux B 77 ERAEIEST LT AvE—UD RSN
BRWCENRBIVEIREA SNIVET—NT7UDEREED . H—ERADIYZaT7INR—Y VAT LEAET
E HBTOCADNN—IV I TIIRTTEIEEHFATEIN—IV I TRRAMV BB AV -V RERS
SUORTRTDHEIETEDTTEHE.audit2al low ZFAWEERIR) S—ES 21— )L DIERK,

35 semanage port —a YV RKMIEE#% /etc/selinux/targeted/modules/active/ports. local 77 JLICEBILET . 3E: 2D T74
JUIFEBHET Linux root I—H'—DHICLYRRTEET,
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9.6.3.1. Linux /N\—3v> 3>

TOEIANMEEINEZ BEMNA Linux N—IvarvaRLE T #SELinux #H#ICEEEHIN TWS L
N EZLDARL—=F AV T RT LD T V2 R EFIET27DIERT 72 AH I (DAC) 2#FRALEY . Z
N - —DFETE 771 D/IR—2vavE B BAHIETEET, SELinux R —JL—)Lid DAC
IW—ILDBICHESEINE T, 9 DAC L—ILHT7IEREEETT5E, SELinux RY—IL—ILAMERIN
FtH A,

TOEABEBRIN, SELinux IEE A BHFEIN TORITHIK ZBHEMAL Linux /S—IviavaRRTE70
ICls -l OV Y RAEFRLET:

$ Ls =L /var/www/html/index. html
-rw-r————= 1 root root @ 2009-05-07 11:06 index.html

ZDHITIE, index. html A¥ root T—H—EJ I —FICLYRRBINTUWE T  root T—HF— D FAIAMEE
EXAHEEFDL (-rw).root TIL—T DAV N—HWHHIAMMEERFEET (-r-). TDMBDI—H—ZT7 /=
ZEERFBERA () TDEIBR/N—I v aVIFRET, httpd BZDT77M I EFHMAL I EEFFTIN
FHA.COMBEERRT DI FIBEEET IV —TA2EETZ/HIC chown AV REFRALEFT, 2OV
VRiZ Linux root A—H'—& L TEITTEIRELHYET:

#f chown apache:apache /var/www/html/index.html

INIIEEDREARELTWET, DF Y. httpd »' Linux apache 21— —&LTEELTWE T httpd
A& 1—H—TEFTLTWNIL, apache:apache Z#FD1—H—|IBXHI T,

9.6.3.2. BNRIETDRIYIBFER

BEOWRICBWT, SELinux B’ 772 AAHEEF LIEEICAVC IEEHNEBHEINABVNELHYFET . 77
T—=2a VAT LTAT SN EZEEFTDIRIERITTEHOITNBEERD U LDT I/ AEEFEL
FT. 7 VT —2avilEBEDRWVRAEBED/DIC.EEOS % AVC IEETIEHRLLTIERL B/IERE
HFTD72DIC. R —D dontaudit IL—ILEFERATEIEICEY, R—IvoarAEFR 52 &7< AVC
BEEERRLUACTEET ., INSD I —IVISEBERNRR) O—ICBWTHBETY . dontaudit D R<AWE
(&, SELinux B’ 77 AAEE LEICEN DI DS T IBEAYE—IDRBHEINT NS TV a—T1V T H 8
LLRBIETY,

TARTCDIESAERIFT DI &4 T 5. dontaudi t JL—ILAE—BFRYICESRD{E T 21CIE. Linux root 21— —
ELTUTOOYYRAEETLET:

/usr/sbin/semodule -DB

-D AT avht dontaudit IL—ILEBEMIELLET . -B AT av RS —EBEELE T, semodule -DB %
RITLAB A=y avBBIOEB L BEERITLUTH T SELinux BE — 7 U —>avilésTHE
PRED — NEBHFEINBZINEIIEETELET, WD dontaudi t L—ILIRBTERBLIVTUIEIND
RETCHDID T IEREHAITRENEINZHIMTTBITILEFRLTLEIV b LIThIK FLEEEFELT
WhiE, fedora-selinux-list?® &7 SELinux —EICH 5. D SELinux 1—H —PRRE ICEE A
THET,

RY—EB#EEL, dontaudit JL—ILEFRETBICIE, Linux root 2—H'—& LT TFOOIVY Y REET
LFET:

/usr/sbin/semodule -B

36 http://www.redhat.com/mailman/listinfo/fedora-selinux-list
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ZHICEY R —DTTDREEICETINE T dontaudi t IL—ILDRL AL —E|F, sesearch ——dontaudit
IR VREERITLET, -s domain 773> & grep ZFRAL T RBEEAB >TVWEZET, fI:

$ sesearch --dontaudit -s smbd t | grep squid

WARNING: This policy contained disabled aliases; they have been removed.
dontaudit smbd t squid port t : tcp socket name bind ;

dontaudit smbd t squid port t : udp socket name bind ;

EHBICDOWTONT DI EICET BT sttt B L #sealert #itti S BLTIE IV,

9.6.3.3. H—ERDY=aT7ILR—Y
P—ERDIZaTILR—IU DB EZONIKRIERTR2DDT7MNI1 T BLOCH—EZRDF DTS
TR (httpd AY NFS Z7MIV S RTALICT V2 RT24E) BRI B/2HDT—=YT7 VDL, HEDH
LIEREESHET, COBERIIEENLRTZ2ATILR—IILHBZIDLELNFE AL F/IE, selinux D FTHES
Wz Za7 I R—=JICHBIIELNEE A,

&2, httpd_selinux(8) ¥ Za7 I R—IUD, SA5NBERIGERTZI771W91T . BLTRI) TR
AR 7N ERETE A —DKR—LTALINIDRICTIERTEREDT )T UIETS
BHREFEET . H—ERAAIFD SELinux BRZ2L. MO ZaT I R=JIZROEDINHYET:

+ Samba: samba_selinux(8) ¥ =a7 I R—I B Samba BETIVAR—IMINZET7IILET 1
LYK H samba_share t 4 TDIRILERFFTENTWBIHRELHZEDEHBALTWET . F
7-.samba_share_t ¥4 TUNDSRILEFEDI7M)L% Samba BRHATIVRAR—NFBIEEHFA T
HDT—)TF I DWTEHRBALTWET,

« NFS: nfs_selinux(8) Y =a7IR—=I D, I7M I AT LDIEET NFS BEHTIVRAR—PTERWN
ZEHRBLTWEY /e 77MIL Y AT LAD I Y AR— N5 nfs_export_all ro ¥
nfs export all rw DEHRT VT UEAVICTBIRELHBIEICDWTEHIALTWET,

+ Berkeley Internet Name Domain (BIND): named(8) Y Za7 )L R—I M BEZLNTIRRD7=DICfE
BI2774IDIA4TICDWTERBALTWET (Red Hat SELinux BIND Security Profile £ av%
1), named_selinux(8) ¥ =a 7L R—I B named NBHETIYRY—Y =V I7MILIIEZIAHTERWNT
EFLT ZDLIRTIERAAEATE/0IC. named write master zones T7—FUAEFVICTEINE
DHBIEEFRPFLTVET,

I ZaTIR=IILHBIEHRD . SELinux D7V RAEEETEFMFICRE. ELWI7MILIATET—)T
VERTETDRICIIBET,

9.6.3.4. XN—3IYITRXALY

SELinux D’/ X=Xy T E—RTEMELTWBEE, SELinux B 77 RA%IEFLEFEA LI L. IV ITA—R

E—RTEITFLTVNIE B INAT I avIlG L TIREE XAy E—U D EHRINE T, LIRNX, BE— DR XA
VENR—IyITICTEFHATLE (R 7O RV THELE YD) HEDIRRICEWT, BREE b
ST a—RgBEDILVRTLEERENR—IyITIITHIEITRYET,

Fedora 19 [EN—3Iy O TRAMVAEHET, CNIX. BEEBED, VAT LALEEN—IvITIITBERDHY
IB—D7OtR (RAMY) #R—Iy Y TICEBMETEE T, SELinux NEL/NR—Iv I TRA(VDI=DIC
RITINZET, LHLADS, SELinux DA77 EREZEBRTHRRICT LT A—RINICLYUT I REFFAT X
N AVC HEBARHBINZET . /NA—IvITRALV A Fedora IcBWTCHIBERETT,

Red Hat Enterprise Linux 4 &5 T 77U —>av Y RIBRINZR XA UICBB T DA [F< T
®IC.domain_disable_trans 7—) 7Y A FIAREETT, ZD7®H. 7OERA initrc_t DLIRHIRI
NIEWRASVTEMELE T . ZDLIRT YTV EFVICTRIEICLY, TRBEENBISBIINE T &
ZIE. httpd disable trans T—UF A5 IE:
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+ httpd AFIRINANL initrc t RXMVTEIELE T, initrc t RXMYTEELTWSTORRICLYE
BINT7AILD httpd t RAMVTEMELTWABTOCRICLYERINAT77MILICERINEDE
BLCSRILFIFIL—ILEF A0 ELNEEA. CNICLY, TOERANBIENICE-SRIVER TSN
77 ANV EERINE T, CNIXRIFET7 I/ ABEAFIERILET,

« httpd_t RAMVEBEITHIEZFHTIND FIRINIZRAAUD initrc_t RAMVEBETEIEAZ
NICEY, I5RBTS5— %5 ERITARMENHYET,

REAHYFEHATLEN. domain disable trans 77— 7 Fedora hOHIRINFE L. /A —3Ivs T
RAMUD EDORBEARALET: BRI —ILHBERIN. 771D ELVWSIRILTERINE T,

N=IYITRAAVERDIDIERATEET:

o YRATLREENR—IVITILTBIEILY VAT AR EREBRICISTLVIZ. E—TOER (RXMV) %
=Y TIIRTTRIEIILIY BB ENS TV a—T1V T LET,

s LW TN r—oavEiTORY D —EERLET, CNETI &R/NRYD—EERTBIEHHEIN
TWELZLT IV =3Iy TE—RICLET . ZNICEY. 7Ny —2avaRTTEET
A, SELinux IEE DI F I audit2al low AR —DIERICERII TR AHIERETEET . chit
VAT LAREKREBIRICESLET A=V TRAMVERWSE, VAT ALALKRERBIRICISTZERL T
LWRYS—ICHBRAL Y DIRDIN—I VI TICTEET,

9.6.3.4.1. RAMvD/X—3vyI Tt

RAAVH/IR—Iy T BITId, semanage permissive -a domain A<V Y RAEETLE T domain IE
=IO TILIEWR XAV T FeEAE httpd t KAV (Apache HTTP Server "BIYETBRAA(Y) %
IN—3yITICT BT Linux root —H—ELTUATOOAY VY REEITLET:

/usr/sbin/semanage permissive -a httpd t

IN—=IYI TR O>TWBRAM Y D—EARRT BICIE. Linux root T—H—& LT semodule -1 | grep
permissive AV VY RAERITLET, Fz& A s

#t /usr/sbin/semodule -l | grep permissive
permissive httpd t 1.0

BIEPRAA VB /NR—=2y I TICL LR ITNIL, Linux root 21— —& LT semanage permissive -d
domain A<V R%u=ERITLET, HI:

/usr/sbhin/semanage permissive -d httpd t

9.6.3.4.2. IX—IY VTRV TBESR
SYSCALL Xytz—Id/R—2voTmFERRYET, LLTIE Apache HTTP Server hhoMD AVC 1EE (B4
U BEET BV RTLT—)L) OFITY:

type=AVC msg=audit(1226882736.442:86): avc: denied { getattr } for pid=2427 comm="httpd”
path="/var/www/html/filel” dev=dm-0 ino=284133 scontext=unconfined u:system r:httpd t:s0
tcontext=unconfined u:object r:samba share t:s@ tclass=file

type=SYSCALL msg=audit (1226882736.442:86): arch=40000003 syscall=196 success=no exit=—-13 a0=b9%ale198
al=bfc2921c a2=54dff4 a3=2008171 items=0 ppid=2425 pid=2427 auid=502 uid=48 gid=48 euid=48

suid=48 fsuid=48 egid=48 sgid=48 fsgid=48 tty=(none) ses=4 comm="httpd” exe="/usr/shin/httpd”
subj=unconfined u:system r:httpd t:s@ key=(null)
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httpd t RAXSVISIBET/NR—Iv T THYFEFA 773V BERINLEZERULDIT, SYSCALL Xy
+—IH success=no A EZH X T, LLTIL. semanage permissive —a httpd t A RA httpd t KX/
BIN—IYITICTBEHICETINDZELNT. ALLIDRRICHT TS AVC EEDHITT,

type=AVC msg=audit(1226882925.714:136): avc: denied { read } for pid=2512 comm="httpd” name="filel”
dev=dm-0 in0=284133 scontext=unconfined u:system r:httpd t:s@ tcontext=unconfined u:object r:samba share t:s0
tclass=file

type=SYSCALL msg=audit(1226882925.714:136): arch=40000003 syscall=5 success=yes exit=11 a0=b962ale8 a1=8000
a2=0 a3=8000 items=0 ppid=2511 pid=2512 auid=502 uid=48 gid=48 euid=48 suid=48 fsuid=48 egid=48 sgid=48
fsgid=48 tty=(none) ses=4 comm="httpd” exe="/usr/sbin/httpd” subj=unconfined u:system r:httpd t:s@ key=(null)

ZDIBE . AVC IEEBHEEFEINZT LA SYSCALL XyE—IC success=yes ERINBESY ., P ERANTE
EInFHATLE,

R—Iv T RAMVICE T 2EMIE Dan Walsh @ "Permissive Domains™' 704 T N)—&SB LT
T,

9.6.3.5. ERDREH LUK

ZMDtUavid, setroubleshoot, setroubleshoot-server, dbus &£ audit /N5 —I AV AR—)LE
N.auditd, rsyslogd, #&£ U setroubleshootd T—EVHRITHTHEIEERELTVWET , INSHDT—
TV %=FIAY B2 E DM HH## R S IR U TLE X W ausearch, aureport, LU sealert ML
2, %<DY—ILH SELinux BB ZRBESLVURTITSOICHATETY,

ausearch

audit /8w r—Ih ausearch ARt LZE 9, ausearch(8) ¥ =27 /L R—IUH5: "ausearch R BRRE
BB DV ARVMIH LT EETF—EVOO75BVAahbETESY—ILTY, "%, ausearch V— LA

/var/log/audit/audit. log IC7IEZALET, ZD&LIIC Linux root I—H—ELTRITTEIHREIHYE
EE

REBEXT R av VR

TRTDER /sbin/ausearch -m avc

ABDIES /sbin/ausearch -m avc -ts today
=it 10 D DIER /sbin/ausearch -m avc -ts recent

BEDH—ERIINT S SELinux IEE5MRFE T BIIE. -c comm-name /> avaFERALEY,
ZZT.comm-name " \3EITEATRE/NAFY DERTTY", /=& Z1E, Apache HTTP Server [EIFD
httpd, Samba [T D smbd TY:

/sbin/ausearch -m avc -c¢ httpd
/sbin/ausearch -m avc -c smbd

X574 ausearch 73 VIl § % ausearch(8) ¥Za7)LR—UASIBLTEIN,

37 http://danwalsh.livejournal.com/24537.html
38 qusearch(8) ¥ =27 L _R—IH 5, Fedora 19 T audit /3y —JE LCEBINTWET,
39 qusearch(8) ¥ =17 L _R—TH 5, Fedora 19 IC audit /8y —J & LCEBINET,
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BIEDEE

aureport

audit /Xv/r—h aureport ZIRMBELE T, aureport(8) ¥ =TI R—IUH5: "aureport IFEEE TV AT A
07 OBEL R— N EHT5Y—ILTT", aureport *Y—JLAS /var/log/audit/audit. log IC7ZtERL
9., FDLIIC, Linux root I—HF—ELTEITIIZBENHYEYSELinux IEED—ESLVENTID
FHEEMARTTDICIE, aureport —a AV RERITLET . UTIL 2 DOBEEAELHNTY:

#f /sbin/aureport -a

AVC Report

#f date time comm subj syscall class permission obj event

1. 05/01/2009 21:41:39 httpd unconfined u:system r:httpd t:s@ 195 file getattr

system u:object r:samba share t:s0@ denied 2

2. 05/03/2009 22:00:25 vsftpd unconfined u:system r:ftpd t:s0 5 file read unconfined u:object r:cifs t:s@
denied 4

A543 aureport A7 a VIl T % aureport(8) ¥ ZaTILR—IUAESIB LTIV,

sealert

setroubleshoot-server 1\ r— " sealert ZIHELFE 9, T T, setroubleshoot-server IZEUE I N
TS Ay E— AR T T IEEIL /var/log/messages TRONDLIIZID #2YYTSHET LT
I3 messages ICHBIEFZDHITY:

setroubleshoot: SELinux is preventing httpd (httpd t) "getattr” to /var/www/html/filel (samba share t). For
complete SELinux messages. run sealert -1 84e0b04d-d0ad-4347-8317-22e74f6cd020

ZDHFITIE IEE ID A° 84e0b04d-d0ad-4347-8317-22e7416cd020 T .-l AT avAB|EHELTID &
UFd,sealert -1 84e0b04d-d0ad-4347-8317-22e7416cd020 OAY > RAEITT BT &ITLY, SELinux ' 77
VAR E LFMLRIER, 8LUOT7 I ERZHTITHDICARMEDH BRI ENTINET,

X Window System %3247 L C\\ T, setroubleshoot & £ T setroubleshoot-server /N\w/r—h A > A h—
JLINTWT, setroubleshootd, dbus & auditd F—E VA ETHTHNIE, SELinux ICLYT o
ADEBINEZIEENRRINET,'RR (Show) 201y 35Z &1L, sealert GUI ZiEEf
L.HTML B HICESRZ2RRLET:

40 qureport(8) ¥ =27 L R—IUH, Fedora 19 T audit /Svr—JELCRABINET,
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i S R SEE

i _ﬁ?&SELInux has detected suspicious behavior on your system

Slee 4 ol d Eh:l'ﬁ' #ll...

| SELInLX s preventing fusr/sbin/httpd "getattr® access to wariwwahimidndex3.hitml,
foday on Wiod Mow 18, 200% ot 08:23:31 AM E5T
SELinLe denied access requested by hittod. svardvwaw/hitmindex3.homl may be a mislabalad. pear

wviwrhtmltinde? htel default SELinue type is httpd sys_content b, but its current type is
admin_home £ Changing this [ back 1o Dhe delanll By, may T yoor problemn.

File corexts can be assigred to & file in the following ways.

e et o Ty D R e e LR S B TR e o e e L e R L B R, L R T

This Aler ] bas accunrée] 12 times sivde Wed Mow 18, 2009 40 O8:11:58 M EST

[+ Sraw till error ovtplt

I lgres e Alert Cogry [ Cliphoara A Restore Context i

Palicy Uernkan; 5.6.32-41,Fc12 Close *I"It‘!'.l’il:l.l"i |

. sealert GUI #&F 9 5ICId sealert -b ATV REEIFTLET,
« IRTCDIETDFHFMARDTAERTTSBICIE sealert -1 ¥« ATV RERITLET,

. sealert GUI THRERINBLIICHTML /8— 3> ® sealert DTAEVER T BICIE. Linux root 11—
H—&LTsealert -a /var/log/audit/audit. log -H > audit.html A<v > REEFTLET,

sealert MEF#llldsealert(8) v =a 7 I R—IUASBLTLEIW,

9.6.3.6. FDEEAVE—Y

£ DEEAyE—UD /var/log/audit/audit. log IZEEEkINE T, LUFIL, Apache HTTP Server
(httpd_t RXAVTEITH) A (samba_share_t ¥4 TDZRJL%&FFD) /var/www/html/filel Z71ILICT
VERERATLUEZIICHE TS AVC R (BLP . BEETZIRTLI—IL) DHITT:

type=AVC msg=audit(1226874073.147:96): avc: denied { getattr } for pid=2465 comm="httpd”
path="/var/www/html/filel” dev=dm-0 ino=284133 scontext=unconfined u:system r:httpd t:s0
tcontext=unconfined u:object r:samba share t:s@ tclass=file

type=SYSCALL msg=audit(1226874073.147:96): arch=40000003 syscall=196 success=no exit=-13 a0=b98df198
al=bfec8bdc a2=54dff4 a3=2008171 items=0 ppid=2463 pid=2465 auid=502 uid=48 gid=48 euid=48

suid=48 fsuid=48 egid=48 sgid=48 fsgid=48 tty=(none) ses=6 comm="httpd” exe="/usr/sbin/httpd”
subj=unconfined u:system r:httpd t:s@ key=(null)

{ getattr }
FEMDOHRICHZIBEEIF IBEEIN/A—IvaVvaBHRLE T getattr (& TR I7IILDRT—FRIF
WEFHAAEIETEY—RTOEREEBEKRLET, CNIX 771V EHZHFADFNICRELF T BE LS
RNWEFEDIT7MIVICT IRALLED. ZOT7 I ar M BEEINE T, —BRIICEShZ/—3vyo 3y
IE.getattr, read, BL W write NSENFT,

comm="httpd"
TOEREEHNTEETARET7MIV T RITABE T 7MILDTE/RAD Y AT LT—)L (SYSCALL) X
E—ID exe= I aAVIIHYET, ZDIHE . exe="/usr/sbin/httpd” TY,
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path="/var/www/html/file1"
TOERADTIERAERITLEATVIN (9—4vh) D/IRRATT,

scontext="unconfined_u:system_r:httpd_t:so"
BEEINALTIYavERTLAETOERAD SELinux AV TFARNTT, ZDIHE httpd t KAV TR
73N TWB Apache HTTP Server @ SELinux IV FF XM T,

tcontext="unconfined_u:object_r:samba_share_t:s@"
TOEANT7IeRERTLEATVIN (9—4Yh) O SELinux AV TFAMTY . ZDHE. filel D
SELinux 3V 7FAKTY,5E: samba_share t #1713 httpd t KXSVTRITHOTOERIZTIER
TEEXtHA.

BEOWRRICBWT, tcontext A scontext E—HITBNELNF A 2EZE. TOEANEST
FO7OEZADEH (A—— ID ) #EFBI BV RATLY—ERERITLEIETEEETY &

7o, tcontext A% scontext E—EI B AREMAHYET, ik, TOEZANBEDHIRTHFTIN/LL
LI (AEVDEIR) VY—REFRALELIETEEEX ZOTOCRANINSDFIRABADIEAFFATI
NEMNEIDEHRTZHDICEXITA(FIvIINET,

Y RATLT—IL (SYSCALL) XytE—IHm 5.2 DDIEBICEBELET:

+ success=no: IEE (AVC) &I I EIDEERLE T, success=no (T RFTLO—)LHARRIILAR
Mol EEBBRLET (SELinux D7V RAAEIEE LE L), success=yes (& AT ALAO—ILAKII LD
EEKRLET - Zhid initrc_t P kernel t DEIRN—IVITRAMVICFHLTRELONET,

 exe="/usr/shin/httpd”: 7O A %EE L/ZRTAET7MILDZL/ARTY, ZDIHH. exe="/
usr/sbin/httpd” T9,

ELLBWI7AIVEA4TH SELinux B 7 VR BB T2 —BHWARETY N TIVYa—T10 0%
BIAT ICIE. V—ROVFTF A (scontext) EF—4whaVFF RN (tcontext) LB LE T, TOER
(scontext) BZDLIBAT I LI (tecontext) ICF I EZRTRETLLIN? 7z& A, Apache HTTP
Server (httpd t) (3. FREEZEINTWALEY, httpd sys content t, public content t Z2&M &>
7, httpd_selinux(8) ICBWTIREINTWBRIITDHA T I EZRATRETT,

9.6.3.7. sealert Xtz —:

BB /var/log/messages ICROHNS ID Y HTHNE T, LLFIE Apache HTTP Server (httpd_t K
AV TRITH) H' (samba_share t ¥4 T DS R)JLEFED) /var/www/html/filel Z71ILICT 72 R%HT
L7cEXICHKE T 5, (messages |CERERINB) AVC EEEDHITT:

hostname setroubleshoot: SELinux is preventing httpd (httpd t) "getattr” to /var/www/html/filel
(samba share t). For complete SELinux messages. run sealert -1 84e0b04d-d0ad-4347-8317-22e¢74f6cd020

WREINDLII. REBAYE—UBRRTSBICIE sealert -1 84e0b04d-d0ad-4347-8317-22e74F6cd020
OYVREERITLET . 2O VREO—AILTIUIBWTOHERELE T sealert GUI EA LSRN R
AENZFT:

$ sealert -1 84e0b04d-d0ad-4347-8317-22e7416cd020
Summary:

SELinux is preventing httpd (httpd t) "getattr” to /var/www/html/filel
(samba_share t).

Detailed Description:
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SELinux denied access to /var/www/html/filel requested by httpd
/var/www/html/filel has a context used for sharing by different program. If you
would like to share /var/www/html/filel from httpd also, you need to change its
file context to public content t. If you did not intend to this access, this
could signal a intrusion attempt.

Allowing Access:

You can alter the file context by executing chcon -t public content t
" /var/www/html/filel’

Fix Command:
chcon -t public content t ’/var/www/html/filel’

Additional Information:

Source Context unconfined u:system r:httpd t:s0
Target Context unconfined u:object r:samba share t:s0
Target Objects /var/www/html/filel [ file ]

Source httpd

Source Path /usr/shin/httpd

Port <Unknown)

Host hostname

Source RPM Packages httpd-2.2.10-2

Target RPM Packages

Policy RPM selinux-policy-3.5.13-11, fc12
Selinux Enabled True

Policy Type targeted

MLS Enabled True

Enforcing Mode Enforcing

Plugin Name public_content

Host Name hostname

Platform Linux hostname 2.6.27.4-68.fc12.1686 #1 SMP Thu Oct
30 00:49:42 EDT 2008 686 1686

Alert Count 4

First Seen Wed Nov 5 18:53:05 2008

Last Seen Wed Nov 5 01:22:58 2008

Local ID 84e0b04d-d0ad-4347-8317-22e7416cd020

Line Numbers
Raw Audit Messages

node=hostname type=AVC msg=audit(1225812178.788:101): avc: denied { getattr } for pid=2441
comm="httpd” path="/var/www/html/filel” dev=dm-0 ino=284916 scontext=unconfined u:system r:httpd t:s0
tcontext=unconfined u:object r:samba share t:s@ tclass=file

node=hostname type=SYSCALL msg=audit(1225812178.788:101): arch=40000003 syscall=196 success=no
exit=-13 a0=b8e97188 al=bf87aaac a2=54dff4 a3=2008171 items=0 ppid=2439 pid=2441 auid=502 uid=48 gid=48
euid=48 suid=48 fsuid=48 egid=48 sgid=48 fsgid=48 tty=(none) ses=3 comm="httpd” exe="/usr/sbin/httpd”
subj=unconfined u:system r:httpd t:s@ key=(null)

BE
EBEINETIaVOBETYT, ik /var/log/messages ICHBIEBEAvE—JEBUTY, ZOHIT
(&, httpd 7Ot R A% samba_share t 91 TDSRILHMFTNTWS, T7M)L (filel) ADT I ER%IE
BXInFELL,

EE3 AN
SYSHBAEEATY, CDOFITIE, filel A% samba_share t ¥4 TDSNILAFIFSONTWET
D471 Samba BEATIIZAR—MLIZWIFAILETALIN)DI=DILERINE T, ZDFREA
I&. Apache HTTP Server ¥ Samba (L& BTV ZRAEFETER5IE. TDEIRTIECRAETESYM
TN THERTHIEEHELTVET,
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T ADEFA
TORRAEHATEHEOHETY, INE 771ILOBIRNI G T=UT7r DAV, Fidn—hiL
RUS—FETa—ILDERDEZONE T, DIHBE. HERIE Apache HTTP Server & Samba O
IS RAARERIA T ET7AIVIHIFTBIETT,

C-ImieaaN
TORRAEHATLIBEEERT HHOIC HEINZOTVRTT, ZOHITIL Apache HTTP Server
& Samba ICFP VAT EE B, public content t I filel YA TALEETHIATU/RESZONFE
ED

EBINER
RV —Rwr—IDERTE/N—T3 Y (selinux-policy-3.5.13-11, fc12) DLI%, NTREICHWNT
BERABHRTY. LOLIESHPRELCEBREZFBRTZLHOOFHIFICRSAVHNELNEEA.

FDOEBEAYE—Y
IEEEEERITONT /var/log/audit/audit. log ASOEDEE Ay t—L T, AVC IEEFRICHBRIE
B 2 kst BB LTI,

9.6.3.8. 7Vt AMDEFH: audit2allow
ABBRIETCIOEI avIichHBHlEFRLATWVWTLIEIW audit2al low DFEWHICDWTERAT 30K
FICERLEY,

audit2allow(1) ¥=Za 7L R—IUD5: "audit2allow - IEEINIEEDOY DS SELinux R —DFFA
W—ILEER LTS #sealert ##iE LTIRBED W LK SNUVAZEIWARITWIE FidT—Y
BT OEREHFALAFNIE. O—HILR) Y —ES 21— LA ET576IC audit2al low ZFALET,
7t ZAH SELinux ICLYIERIN1%. audit2allon OV REERITTEIEICLY. BICIEERINAET I
AEHATEIMT IV IH— ARV ML=V TEET,

LTFoFIE. RI—FD1—ILaEWTB7=0IC audit2al low AFRTAHIEICDWTERBALET:

1. EESLVEETEVRTLO—ILH /var/log/audit/audit. log ICEEERINET:

type=AVC msg=audit(1226270358.848:238): avc: denied { write } for pid=13349
comm="certwatch” name="cache” dev=dm-0 ino=218171 scontext=system u:system r:certwatch t:s0
tcontext=system u:object r:var t:s@ tclass=dir

type=SYSCALL msg=audit(1226270358.848:238): arch=40000003 syscal =39 success=no exit=-13 a0=39a2bf
al=3ff a2=3a0354 a3=94703c8 items=0 ppid=13344 pid=13349 auid=4294967295 uid=0 gid=0 euid=0 suid=0
fsuid=0 egid=0 sgid=0 fsgid=0 tty=(none) ses=4294967295 comm="certwatch” exe="/usr/bin/certwatch”
subj=system u:system r:certwatch t:s@ key=(null)

ZDFITIE, certwatch (comm="certwatch”) #* var t 947

(tcontext=system u:object r:var_t:s0) DNV EFDOTALIMICEZAAZTIER ({ write })
HEEINE L, #sealert ###HHICH B EBY BB EDTLET . SNIUDPEREIN TV, T-Y7
VBT OEREHATHE. O—HILR) Y —FEVa—)LAEVERT 27 audit2allow ZFHRALET,

2. FIE1ICHF5 certwatch IFEED LI BHFINETEZHAVWCIEEINLERE ABDFTACT
WERBRAERN T B 7=8IC. audit2allow -w —-a AV Y REETLET . -a 7TV avickV,. TRTOESE
OJ%5HDEILET . -w AT >avitky), AL FZHEHAPTWERBEER LE T audit2al low Y —
JUHY /var/log/audit/audit. log IC7ZEZALET, 24 Linux root 2—H'—& L TERITTEIHEN
HYUFT:

41 audit2allow(1) ¥ =a7JL_R—IUH5, Fedora 19 IZ policycoreutils /$vr— S LCRBINET,
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# audit2allow -w -a
type=AVC msg=audit(1226270358.848:238): avc: denied { write } for pid=13349
comm="certwatch” name="cache” dev=dm-0 ino=218171 scontext=system u:system r:certwatch t:s0
tcontext=system u:object r:var t:s@ tclass=dir

Was caused by:

Missing type enforcement (TE) allow rule.

You can use audit2allow to generate a loadable module to allow this access.

RINFEBY AT IYIF—ZAAV ML=V DRFEILLY TV EADIEEIhEL,

3. BEEREINLTIEREHATEIMT IV IA—AAVMNIL—ILARRTSICIE audit2allow —-a A< VR
HRITLETY:

#f audit2allow -a

#============= certwatchit ==============
allow certwatch t var t:dir write;

N 82

HAT I TA—=AXY ML—IL DRV EDS, BE SELinux R —IZHBNTICLYB|EEE
IXNFET,Red Hat Bugzilla** | 3R &3 N E T, Fedora ICxf LT  Fedora R/ % E
B L.selinux-policy AVR—RX U MNBIRLE T, ZD/NJHREIC audit2allow -w -a &
audit2allow -a A ROHEHEEHZT,

4. audit2allow -a ICLYRRINDIL—IIVEFBAT I ABRIEY 12—V EER T 27=0IC Linux root
a—#—&LTaudit2allow -a -M mycertwatch AV RERTLET-M AT avIiliY IRED
EETALIMIC M TIRELLBRIER DVIT IV ITA—AXV N T7AIL (. te) ZERLET,

#f audit2allow -a -M mycertwatch

IMPORTANT
To make this policy package active, execute:

semodule -i mycertwatch. pp

#Ls

mycertwatch. pp mycertwatch, te

F/z.audit2allow BNIAT T TF—RAV ML=V %R —/v5— (Lpp) (2 /1)UL
FI,EV21—ILAEAV AN —ILTBITIE. Linux root Z—H—& LT /usr/sbin/semodule —i
mycertwatch.pp IXVRERITLET,

42 https://bugzilla.redhat.com/
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N 82

audit2allow THERINIED 21— IICEY BBETZLULDT I RENFATIND AT REMEN
HYFd.audit2allon EAVTERINRY S —E LE2—D7=0IC fedora-selinux-list™ M &
578 SELinux YAMIHTRT DI EAHEINE T, RYI—IINTDH2EMEDHNIL. Red Hat
Bugzilla* \C/NTHAERL LTI,

BEHOTOTSLDSERDIEZARETEA,. —DDTOERDAIT L TERR) S —EERKLI=ITh
£ audit2allow D AN%EIRD/=HIZ grep AV REFHRALET, AT DAHIIE, certwatch (CEAELAIET O
A% auditallow (T3ED7-DIT grep ZFEATRHIEAHRBALET:

#t grep certwatch /var/log/audit/audit. log | audit2allow -M mycertwatch?
IMPORTANT
To make this policy package active, execute:

#t /usr/sbin/semodule -i mycertwatch2. pp

R)Y—FVa—IVEEMRTS720IC audit2allow AFERATZIEICBET 2554 Dan Walsh @ "Using
audit2allow to build policy modules. Revisited."® &R LTI,

9.7. FFiliIE R

9.7.1. BEl#E

. Geert Warrink®® (BIER - 75 4'5E
« Domingo Becker"” (BiR - A_RA &

« Daniel Cabrera®® (BiER - A VEE)
9.7.2. b))V —X

TA)HERRZLRER (NSA: The National Security Agency)
NSA Contributors to SELinux*® _R—Ih:

NSA # National Information Assurance Research Laboratory (NIARL) ####H#HHHHLINUX HHHHHHTHHIHH T
HH B A R Flask B

43 http://www.redhat.com/mailman/listinfo/fedora-selinux-list
4 https://bugzilla.redhat.com/

45 http://danwalsh.livejournal.com/24750.html

“® http://fedoraproject.org/wiki/GeertWarrink

4" http://fedoraproject.org/wiki/User:Beckerde

48 http://fedoraproject.org/wiki/User:Logan

49 http://www.nsa.gov/research/selinux/contrib.shtml
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#9Z SELinux

HHHHHHHHHEHH T T NS A #HH# Linux 2.6 #H## LSM #### SELinux #
HHHHHHHHHFHNSA # X Window System (XACE/XSELinux) ### Xen (XSM/Flask) ####HHHHHHHHHHHHT

s XA ® SELinux 7741 b http://www.nsa.gov/research/selinux/index.shtml,
+ SELinux R3¥a X2k http://www.nsa.gov/research/selinux/docs.shtml,

« SELinux /X\w2 47> R: http://www.nsa.gov/research/selinux/background.shtml,
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10.17. Introduction

Security-Enhanced Linux (SELinux) refers to files, such as directories and devices, as objects.
Processes, such as a user running a command or the Mozilla® Firefox® application, are referred
to as subjects. Most operating systems use a Discretionary Access Control (DAC) system that
controls how subjects interact with objects, and how subjects interact with each other. On
operating systems using DAC, users control the permissions of files (objects) that they own. For
example, on Linux® operating systems, users could make their home directories world-readable,
inadvertently giving users and processes (subjects) access to potentially sensitive information.

DAC mechanisms are fundamentally inadequate for strong system security. DAC access decisions
are only based on user identity and ownership, ignoring other security-relevant information such
as the role of the user, the function and trustworthiness of the program, and the sensitivity and
integrity of the data. Each user has complete discretion over their files, making it impossible

to enforce a system-wide security policy. Furthermore, every program run by a user inherits

all of the permissions granted to the user and is free to change access to the user's files, so no
protection is provided against malicious software. Many system services and privileged programs
must run with coarse-grained privileges that far exceed their requirements, so that a flaw in any
one of these programs can be exploited to obtain complete system access.'

The following is an example of permissions used on Linux operating systems that do not run
Security-Enhanced Linux (SELinux). The permissions in these examples may differ from your
system. Use the ls -l command to view file permissions:

$ s -L filel
-rwxrw-r-— 1 user1 groupl 0 2010-02-28 07:12 filel

The first three permission bits, rwx, control the access the Linux user1 user (in this case, the
owner) has to filel. The next three permission bits, rw—, control the access the Linux group1
group has to filel. The last three permission bits, r--, control the access everyone else has to
filel, which includes all users and processes.

Security-Enhanced Linux (SELinux) adds Mandatory Access Control (MAC) to the Linux kernel,
and is enabled by default in Fedora. A general purpose MAC architecture needs the ability

to enforce an administratively-set security policy over all processes and files in the system,
basing decisions on labels containing a variety of security-relevant information. When properly
implemented, it enables a system to adequately defend itself and offers critical support for
application security by protecting against the tampering with, and bypassing of, secured
applications. MAC provides strong separation of applications that permits the safe execution of
untrustworthy applications. Its ability to limit the privileges associated with executing processes
limits the scope of potential damage that can result from the exploitation of vulnerabilities in
applications and system services. MAC enables information to be protected from legitimate

! "Integrating Flexible Support for Security Policies into the Linux Operating System", by Peter Loscocco and Stephen
Smalley. This paper was originally prepared for the National Security Agency and is, consequently, in the public domain.
Refer to the original paper [http://www.nsa.gov/research/_files/selinux/papers/freenix01/index.shtml] for details and the
document as it was first released. Any edits and changes were done by Murray McAllister.
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users with limited authorization as well as from authorized users who have unwittingly executed
malicious applications.2

The following is an example of the labels containing security-relevant information that are
used on processes, Linux users, and files, on Linux operating systems that run SELinux. This
information is called the SELinux context, and is viewed using the ls -Z command:

$ Ls -Z filel
—rwxrw-r-— userl groupl unconfined u:object r:user home t:s@ filel

In this example, SELinux provides a user (unconfined_u), a role (object_r), a type (user_home_t),
and a level (s0). This information is used to make access control decisions. This example also
displays the DAC rules, which are shown in the SELinux context via the ls -Z command. SELinux
policy rules are checked after DAC rules. SELinux policy rules are not used if DAC rules deny
access first.

10.2. Targeted policy

Targeted policy is the default SELinux policy used in Fedora. When using targeted policy,
processes that are targeted run in a confined domain, and processes that are not targeted run in
an unconfined domain. For example, by default, logged in users run in the unconfined_t domain,
and system processes started by init run in the initrc_t domain - both of these domains are
unconfined.

SELinux is based on the least level of access required for a service to run. Services can be run
in a variety of ways; therefore, you must tell SELinux how you are running services. This can

be achieved via Booleans that allow parts of SELinux policy to be changed at runtime, without
any knowledge of SELinux policy writing. This allows changes, such as allowing services access
to NFS file systems, without reloading or recompiling SELinux policy. Boolean configuration is
discussed later.

Other changes, such as using non-default directories to store files for services, and changing
services to run on non-default port numbers, require policy configuration to be updated via tools
such as semanage. This is discussed later using detailed configuration examples.

10.2.1. Type Enforcement

Type Enforcement is the main permission control used in SELinux targeted policy. All files and
processes are labeled with a type: types define a domain for processes and a type for files.
SELinux policy rules define how types access each other, whether it be a domain accessing a
type, or a domain accessing another domain. Access is only allowed if a specific SELinux policy
rule exists that allows it.

10.2.2. Confined processes

Almost every service that listens on a network is confined in Fedora. Also, most processes that

run as the root user and perform tasks for users, such as the passwd application, are confined.

When a process is confined, it runs in its own domain, such as the httpd process running in the

2 "Meeting Critical Security Objectives with Security-Enhanced Linux", by Peter Loscocco and Stephen Smalley. This
paper was originally prepared for the National Security Agency and is, consequently, in the public domain. Refer to the
original paper [http://www.nsa.gov/research/_files/selinux/papers/ottawa01/index.shtml] for details and the document
as it was first released. Any edits and changes were done by Murray McAllister.
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httpd_t domain. If a confined process is compromised by an attacker, depending on SELinux
policy configuration, an attacker's access to resources and the possible damage they can do is
limited.

The following example demonstrates how SELinux prevents the Apache HTTP Server (httpd) from
reading files that are not correctly labeled, such as files intended for use by Samba. This is an
example, and should not be used in production. It assumes that the httpd, wget, setroubleshoot-
server, and audit packages are installed, that the SELinux targeted policy is used, and that
SELinux is running in enforcing mode:

1. Run the sestatus command to confirm that SELinux is enabled, is running in enforcing mode,
and that targeted policy is being used:

$ /usr/sbin/sestatus

SELinux status: enabled
SELinuxfs mount: /selinux
Current mode: enforcing
Mode from config file: enforcing
Policy version: 24

Policy from config file: targeted

SELinux status: enabled is returned when SELinux is enabled. Current mode: enforcingis
returned when SELinux is running in enforcing mode. Policy from config file: targetedis
returned when the SELinux targeted policy is used.

2. Asthe root user, run the touch /var/www/html/testfile command to create a file.

3. Runthe ls -Z /var/www/html/testfile command to view the SELinux context:
-rw-r--r-— root root unconfined u:object r:httpd sys content t:s@ /var/www/html/testfile

The testfi le file is labeled with the SELinux unconfined u user because a Linux user that is
mapped to the unconfined_u SELinux user created the file. Role-Based Access Control (RBAC)
is used for processes, not files. Roles do not have a meaning for files - the object_r role is a
generic role used for files (on persistent storage and network file systems). Under the /proc/
directory, files related to processes may use the system_r role.® The httpd sys content t type
allows the httpd process to access this file.

4. Asthe root user, run the service httpd start command to start the httpd process. The
output is as follows if httpd starts successfully:

#f /sbin/service httpd start
Starting httpd: [ 0K 1]

5. Change into a directory where your Linux user has write access to, and run the wget http://
localhost/testfile command. Unless there are changes to the default configuration, this
command succeeds:

--2010-02-28 08:44:36-- http://localhost/testfile
Resolving localhost... 127.0.0.1

Connecting to localhost|127.0.0.1]:80... connected
HTTP request sent, awaiting response... 200 0K

3 When using other policies, such as MLS, other roles may be used, for example, secadm_r.
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Length: @ [text/plain]
Saving to: “testfile’

[ <= 10 --.-K/s in 0s
2010-02-28 08:44:36 (0.00 B/s) - “testfile’ saved [0/0]

6. The chcon command relabels files; however, such label changes do not survive when the
file system is relabeled. For permanent changes that survive a file system relabel, use the

semanage command, which is discussed later. As the root user, run the following command to

change the type to a type used by Samba:

chcon -t samba_share t /var/www/html/testfile

Run the ls -Z /var/www/html/testfile command to view the changes:
-rw-r--r—— root root unconfined u:object r:samba share t:s@ /var/www/html/testfile

7. Note: the current DAC permissions allow the httpd process access to testfile. Change into
a directory where your Linux user has write access to, and run the wget http://localhost/

testfile command. Unless there are changes to the default configuration, this command
fails:

--2010-02-28 08:45:07-- http://localhost/testfile
Resolving localhost... 127.0.0.1

Connecting to localhost|127.0.0.1|:80... connected
HTTP request sent, awaiting response... 403 Forbidden
2010-02-28 08:45:08 ERROR 403: Forbidden

8. As the root user, run the rm -i /var/www/html/testfile command to remove testfi le.

9. Ifyou do not require httpd to be running, as the root user, run the service httpd stop
command to stop httpd:

#t /sbin/service httpd stop
Stopping httpd: [ 0K ]

This example demonstrates the additional security added by SELinux. DAC rules allowed the
httpd process access to testfile in step 7, but because the file was labeled with a type that the
httpd process does not have access to, SELinux denied access. After step 7, an error similar to
the following is logged to /var/log/messages:

Apr 6 23:00:54 localhost setroubleshoot: SELinux is preventing httpd (httpd t) "getattr”
to /var/www/html/testfile (samba share t). For complete SELinux messages
run sealert -1 c05911d3-e680-4e42-8e36-fe2ab9f8e654

Previous log files may use a /var/log/messages. YYYYMMDD format. When running syslog-ng,
previous log files may use a /var/log/messages. X format. If the setroubleshootd and audi td
processes are running, errors similar to the following are logged to /var/log/audit/audit. log:

type=AVC msg=audit(1220706212.937:70): avc: denied { getattr } for pid=1904 comm="httpd”
path="/var/www/html/testfile” dev=sdab ino=247576 scontext=unconfined u:system r:httpd t:s0
tcontext=unconfined u:object r:samba share t:s@ tclass=file

type=SYSCALL msg=audit(1220706212.937:70): arch=40000003 syscall=196 success=no exit=-13 a0=b9%21da0
al=bf9581dc a2=555ff4 a3=2008171 items=0 ppid=1902 pid=1904 auid=500 uid=48 gid=48 euid=48
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suid=48 fsuid=48 egid=48 sgid=48 fsgid=48 tty=(none) ses=1 comm="httpd” exe="/usr/sbin/httpd”
subj=unconfined u:system r:httpd t:s@ key=(null)

Also, an error similar to the following is logged to /var/log/httpd/error_log:

[Sat Apr 06 23:00:54 2009] [error] [client 127.0.0.1] (13)Permission denied: access to /testfile denied

10.2.3. Unconfined processes

Unconfined processes run in unconfined domains. For example, init programs run in the
unconfined initrc_t domain, unconfined kernel processes run in the kernel_t domain, and
unconfined Linux users run in the unconfined_t domain. For unconfined processes, SELinux
policy rules are applied, but policy rules exist that allow processes running in unconfined

domains almost all access. Processes running in unconfined domains fall back to using DAC rules
exclusively. If an unconfined process is compromised, SELinux does not prevent an attacker from
gaining access to system resources and data, but of course, DAC rules are still used. SELinux is a

security enhancement on top of DAC rules - it does not replace them.

The following example demonstrates how the Apache HTTP Server (httpd) can access data
intended for use by Samba, when running unconfined. Note: in Fedora, the httpd process

runs in the confined httpd_t domain by default. This is an example, and should not be used
in production. It assumes that the httpd, wget, setroubleshoot-server, and audit packages are

installed, that the SELinux targeted policy is used, and that SELinux is running in enforcing mode:

1. Run the sestatus command to confirm that SELinux is enabled, is running in enforcing mode,

and that targeted policy is being used:

$ /usr/sbin/sestatus

SELinux status: enabled
SELinuxfs mount: /selinux
Current mode: enforcing
Mode from config file: enforcing
Policy version: 24
Policy from config file: targeted

SELinux status: enabled is returned when SELinux is enabled. Current mode: enforcingis

returned when SELinux is running in enforcing mode. Policy from config file: targetedis

returned when the SELinux targeted policy is used.
2. Asthe root user, run the touch /var/www/html/test2file command to create a file.

3. Runthe ls -Z /var/www/html/test2file command to view the SELinux context:

-rw-r--r-— root root unconfined u:object r:httpd sys content t:s@ /var/www/html/test2file

test2file is labeled with the SELinux unconfined u user because a Linux user that is mapped

to the unconfined_u SELinux user created the file. RBAC is used for processes, not files.

Roles do not have a meaning for files - the object_r role is a generic role used for files (on

persistent storage and network file systems). Under the /proc/ directory, files related to

processes may use the system_r role.* The httpd sys content t type allows the httpd process

to access this file.

4 When using other policies, such as MLS, other roles may also be used, for example, secadm_r.
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4. The chcon command relabels files; however, such label changes do not survive when the
file system is relabeled. For permanent changes that survive a file system relabel, use the
semanage command, which is discussed later. As the root user, run the following command to
change the type to a type used by Samba:

chcon -t samba share t /var/www/html/test2file

Run the ls -Z /var/www/html/test2file command to view the changes:
-rw-r-—r—— root root unconfined u:object r:samba share t:s@ /var/www/html/test2file

5. Runtheservice httpd status command to confirm that the httpd process is not running:

$ /sbin/service httpd status
httpd is stopped

If the output differs, run the service httpd stop command as the root user to stop the httpd
process:

#t /sbin/service httpd stop
Stopping httpd: [ 0K ]

6. To make the httpd process run unconfined, run the following command as the root user to
change the type of /usr/sbin/httpd, to a type that does not transition to a confined domain:

chcon -t unconfined exec_t /usr/sbin/httpd

7. Runthe ls -Z /usr/sbhin/httpd command to confirm that /usr/shin/httpd is labeled with the
unconfined_exec_t type:

—-rwxr-xr-x root root system u:object r:unconfined exec t /usr/sbin/httpd

8. Asthe root user, run the service httpd start command to start the httpd process. The
output is as follows if httpd starts successfully:

#t /sbin/service httpd start
Starting httpd: [ oK ]

9. Runtheps -eZ | grep httpd command to view the httpd processes running in the
unconfined t domain:

$ ps —eZ | grep httpd

unconfined u:system r:unconfined t 7721
unconfined u:system r:unconfined t 7723
unconfined u:system r:unconfined t 7724
unconfined u:system r:unconfined t 7725
unconfined u:system r:unconfined t 7726
unconfined u:system r:unconfined t 7727
unconfined u:system r:unconfined t 7728
unconfined u:system r:unconfined t 7729
unconfined u:system r:unconfined t 7730

00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
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10.

11.

12

13.

14.

Change into a directory where your Linux user has write access to, and run the wget http://
localhost/test2file command. Unless there are changes to the default configuration, this
command succeeds:

--2008-09-07 01:41:10—— http://localhost/test2file
Resolving localhost... 127.0.0.1

Connecting to localhost|127.0.0.1]:80... connected
HTTP request sent, awaiting response... 200 OK
Length: @ [text/plain]

Saving to: “test2file.1’

[ <=> J--.-K/s in 0s

2008-09-07 01:41:10 (0.00 B/s) - “test2file.1’ saved [0/0]

Although the httpd process does not have access to files labeled with the samba_share_t type,
httpd is running in the unconfined unconfined_t domain, and falls back to using DAC rules,
and as such, the wget command succeeds. Had httpd been running in the confined httpd_t
domain, the wget command would have failed.

The restorecon command restores the default SELinux context for files. As the root user, run
the restorecon -v /usr/sbhin/httpd command to restore the default SELinux context for /usr/
sbin/httpd:

# /sbin/restorecon -v /usr/sbin/httpd
restorecon reset /usr/sbin/httpd context system u:object r:unconfined notrans exec t:s0-
>system u:object r:httpd exec t:s@

Run the ls =Z /usr/sbin/httpd command to confirm that /usr/sbin/httpd is labeled with the
httpd_exec_t type:

$ Ls -Z /usr/sbin/httpd
—-rwxr-xr-x root root system u:object r:httpd exec t /usr/sbin/httpd

. As the root user, run the /sbhin/service httpd restart command to restart httpd. After

restarting, run the ps -eZ | grep httpd to confirm that httpd is running in the confined
httpd t domain:

#t /sbin/service httpd restart
Stopping httpd: [ 0K ]
Starting httpd: [ oK 1]
#f ps —eZ | grep httpd

unconfined u:system r:httpd t 8880
unconfined u:system r:httpd t 8882
unconfined u:system r:httpd t 8883
unconfined u:system r:httpd t 8884
unconfined u:system r:httpd t 8885
unconfined u:system r:httpd t 8886
unconfined u:system_r:httpd t 8887
unconfined u:system r:httpd t 8888
unconfined u:system r:httpd t 8889

00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd

As the root user, run the rm =i /var/www/html/test2file command to remove test2fi le.

If you do not require httpd to be running, as the root user, run the service httpd stop
command to stop httpd:
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#t /sbin/service httpd stop
Stopping httpd: [ 0K ]

The examples in these sections demonstrate how data can be protected from a compromised
confined process (protected by SELinux), as well as how data is more accessible to an attacker
from a compromised unconfined process (not protected by SELinux).

10.3. The Apache HTTP Server

From the Apache HTTP Server Projecl‘5 page:

"The Apache HTTP Server Project is an effort to develop and maintain an open-source HTTP
server for modern operating systems including UNIX and Windows NT. The goal of this project is
to provide a secure, efficient and extensible server that provides HTTP services in sync with the

current HTTP standards".®

In Fedora, the httpd package provides the Apache HTTP Server. Run rpm -q httpd to see if the
httpd package is installed. If it is not installed and you want to use the Apache HTTP Server, run
the following command as the root user to install it:

yum install httpd

10.3.1. The Apache HTTP Server and SELinux

When SELinux is enabled, the Apache HTTP Server (httpd) runs confined by default. Confined
processes run in their own domains, and are separated from other confined processes. If a
confined process is compromised by an attacker, depending on SELinux policy configuration,
an attacker's access to resources and the possible damage they can do is limited. The following
example demonstrates the httpd processes running in their own domain. This example assumes
the httpd package is installed:

1. Run getenforce to confirm SELinux is running in enforcing mode:

$ getenforce
Enforcing

The getenforce command returns Enforcing when SELinux is running in enforcing mode.

2. Runservice httpd start as the root user to start httpd:

#f service httpd start
Starting httpd: [ 0K ]

3. Runps -eZ | grep httpd to view the httpd processes:

5 http://httpd.apache.org/
% From the "The Number One HTTP Server On The Internet" section of the Apache HTTP Server Project page: http:/
httpd.apache.org/. Copyright © 2010 The Apache Software Foundation. Accessed 1 March 2010.

220


http://httpd.apache.org/
http://httpd.apache.org/
http://httpd.apache.org/
http://httpd.apache.org/

The Apache HTTP Server and SELinux

$ ps -eZ | grep httpd

unconfined u:system r:httpd t:s@ 2850
unconfined u:system r:httpd t:s0 2852
unconfined u:system r:httpd t:s0 2853
unconfined u:system r:httpd t:s0 2854
unconfined u:system r:httpd t:s0 2855
unconfined u:system r:httpd t:s@ 2856
unconfined u:system r:httpd t:s0 2857
unconfined u:system r:httpd t:s0 2858
unconfined u:system r:httpd t:s0 2859

00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd
00:00:00 httpd

The SELinux context associated with the httpd processes is
unconfined_u:system_r:httpd_t:s0. The second last part of the context, httpd_t, is the type. A
type defines a domain for processes and a type for files. In this case, the httpd processes are
running in the httpd_t domain.

SELinux policy defines how processes running in confined domains, such as httpd_t, interact
with files, other processes, and the system in general. Files must be labeled correctly to allow
httpd access to them. For example, httpd can read files labeled with the httpd_sys_content_t
type, but can not write to them, even if Linux permissions allow write access. Booleans must
be turned on to allow certain behavior, such as allowing scripts network access, allowing httpd
access to NFS and CIFS file systems, and httpd being allowed to execute Common Gateway
Interface (CGI) scripts.

When /etc/httpd/conf/httpd. conf is configured so httpd listens on a port other than TCP ports
80, 443, 488, 8008, 8009, or 8443, the semanage port command must be used to add the new
port number to SELinux policy configuration. The following example demonstrates configuring
httpd to listen on a port that is not defined in SELinux policy configuration for httpd, and, as a
consequence, httpd failing to start. This example also demonstrates how to then configure the
SELinux system to allow httpd to successfully listen on a non-standard port that is not already
defined in the policy. This example assumes the httpd package is installed. Run each command in
the example as the root user:

1. Runservice httpd status to confirm httpd is not running:

#f service httpd status
httpd is stopped

If the output differs, run service httpd stop to stop the process:

#f service httpd stop
Stopping httpd: [ oK ]

2. Run semanage port -L | grep -w http port t to view the ports SELinux allows httpd to listen

on:
#f semanage port -l | grep -w http port t
http port t tcp 80, 443, 488, 8008, 8009, 8443
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3. Edit /etc/httpd/conf/httpd. conf as the root user. Configure the Listen option so it lists a
port that is not configured in SELinux policy configuration for httpd. In this example, httpd is
configured to listen on port 12345:

# Change this to Listen on specific IP addresses as shown below to
#t prevent Apache from glomming onto all bound IP addresses (0.0.0.0)

i
fiListen 12.34.56.78:80
Listen 127.0.0.1:12345

4. Run service httpd start to start httpd:

#f service httpd start

Starting httpd: (13)Permission denied: make sock: could not bind to address 127.0.0.1:12345
no listening sockets available, shutting down

Unable to open logs [FAILED]

An SELinux denial similar to the following is logged to /var/log/messages:

setroubleshoot: SELinux is preventing the httpd (httpd t) from binding to port 12345. For complete SELinux
messages. run sealert -l f18bca99-db64-4c16-9719-1db89f0d8c77

5. For SELinux to allow httpd to listen on port 12345, as used in this example, the following
command is required:

# semanage port -a -t http port t -p tcp 12345

6. Runservice httpd start again to start httpd and have it listen on the new port:

#t service httpd start
Starting httpd: [ oK ]

7. Now that SELinux has been configured to allow httpd to listen on a non-standard port (TCP
12345 in this example), httpd starts successfully on this port.

8. To prove that httpd is listening and communicating on TCP port 12345, open a telnet
connection to the specified port and issue a HTTP GET command, as follows:

# telnet localhost 12345
Trying 127.0.0.1...
Connected to localhost.
Escape character is ' "1
GET / HTTP/1.0

HTTP/1.1 200 0K

Date: Tue, 31 Mar 2009 13:12:10 GMT
Server: Apache/2.2.11 (Fedora)
Accept-Ranges: bytes

Content-Length: 3918

Content-Type: text/html; charset=UTF-8
[...continues...]
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10.3.2. Types

Type Enforcement is the main permission control used in SELinux targeted policy. All files and
processes are labeled with a type: types define a domain for processes and a type for files.
SELinux policy rules define how types access each other, whether it be a domain accessing a
type, or a domain accessing another domain. Access is only allowed if a specific SELinux policy
rule exists that allows it.

The following example creates a new file in the /var/www/html/ directory, and shows the file
inheriting the httpd_sys_content_t type from its parent directory (/var/www/html/):

1. Run ls -dZ /var/www/html to view the SELinux context of /var/www/html/:

$ s —-dZ /var/www/html
drwxr-xr-x root root system u:object r:httpd sys content t:s@ /var/www/html

This shows /var/www/html/ is labeled with the httpd sys content t type.
2. Run touch /var/www/html/filel as the root user to create a new file.

3. Run ls -Z /var/www/html/filel to view the SELinux context:

$ Ls -Z /var/www/html/filel
-rw-r--r-— root root unconfined u:object r:httpd sys content t:s@ /var/www/html/filel

The ls -Z command shows filel labeled with the httpd_sys_content_t type. SELinux allows
httpd to read files labeled with this type, but not write to them, even if Linux permissions allow
write access. SELinux policy defines what types a process running in the httpd_t domain (where
httpd runs) can read and write to. This helps prevent processes from accessing files intended for
use by another process.

For example, httpd can access files labeled with the httpd_sys_content_t type (intended for the
Apache HTTP Server), but by default, can not access files labeled with the samba_share_t type
(intended for Samba). Also, files in user home directories are labeled with the user_home_t type:
by default, this prevents httpd from reading or writing to files in user home directories.

The following types are used with httpd. Different types allow you to configure flexible access:

httpd sys content t
Use this type for static web content, such as . html files used by a static website. Files labeled
with this type are accessible (read only) to httpd and scripts executed by httpd. By default,
files and directories labeled with this type can not be written to or modified by httpd or other
processes. Note: by default, files created in or copied into /var/www/html/ are labeled with
the httpd_sys_content_t type.

httpd sys script exec t
Use this type for scripts you want httpd to execute. This type is commonly used for
Common Gateway Interface (CGl) scripts in /var/www/cgi-bin/. By default, SELinux
policy prevents httpd from executing CGl scripts. To allow this, label the scripts with the
httpd_sys_script_exec_t type and turn the httpd_enable_cgi Boolean on. Scripts labeled with
httpd_sys_script_exec_t runin the httpd_sys_script_t domain when executed by httpd. The
httpd_sys_script_t domain has access to other system domains, such as postgresql_t and
mysqld t.
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httpd sys content rw t
Files labeled with this type can be written to by scripts labeled with the
httpd_sys_script_exec_t type, but can not be modified by scripts labeled with any other type.
You must use the httpd_sys_content_rw_t type to label files that will be read from and written
to by scripts labeled with the httpd_sys_script_exec_t type.

httpd sys content ra t
Files labeled with this type can be appended to by scripts labeled with the
httpd_sys_script_exec_t type, but can not be modified by scripts labeled with any other
type. You must use the httpd_sys_content_ra_t type to label files that will be read from and
appended to by scripts labeled with the httpd sys script_exec_t type.

httpd unconfined script exec t
Scripts labeled with this type run without SELinux protection. Only use this type for complex
scripts, after exhausting all other options. It is better to use this type instead of turning
SELinux protection off for httpd, or for the entire system.

Changing the SELinux Context

The type for files and directories can be changed with the chcon command. Changes made with
chcon do not survive a file system relabel or the restorecon command. SELinux policy controls
whether users are able to modify the SELinux context for any given file. The following example
demonstrates creating a new directory and an index. html file for use by httpd, and labeling that
file and directory to allow httpd access to them:

1. Runmkdir -p /my/website as the root user to create a top-level directory structure to store
files to be used by httpd.

2. Files and directories that do not match a pattern in file-context configuration may be labeled
with the default_t type. This type is inaccessible to confined services:

$ ls -dZ /my
drwxr-xr-x root root unconfined u:object r:default t:s@ /my

3. Runchcon -R -t httpd_sys content_t /my/ as the root user to change the type of the /
my/ directory and subdirectories, to a type accessible to httpd. Now, files created under /
my/website/ inherit the httpd_sys_content_t type, rather than the default_t type, and are
therefore accessible to httpd:

#f chcon -R -t httpd sys content t /my/

#f touch /my/website/index.html

# ls -Z /my/website/index. html

-rw-r——r—— root root unconfined u:object r:httpd sys content t:s@ /my/website/index.html

Use the semanage fcontext command to make label changes that survive a relabel and the
restorecon command. This command adds changes to file-context configuration. Then, run the
restorecon command, which reads file-context configuration, to apply the label change. The
following example demonstrates creating a new directory and an index. html file for use by httpd,
and persistently changing the label of that directory and file to allow httpd access to them:

1. Runmkdir -p /my/website as the root user to create a top-level directory structure to store
files to be used by httpd.

224



Booleans

2. Run the following command as the root user to add the label change to file-context
configuration:

semanage fcontext -a -t httpd sys content t ”/my(/.%)?”

The ”/my(/.*)?” expression means the label change applies to the /my/ directory and all files
and directories under it.

3. Run touch /my/website/index. html as the root user to create a new file.

4. Run restorecon -R -v /my/ as the root user to apply the label changes (restorecon reads file-
context configuration, which was modified by the semanage command in step 2):

#f restorecon -R -v /my/

restorecon reset /my context unconfined u:object r:default t:s@->system u:object r:httpd sys content t:s@
restorecon reset /my/website context unconfined u:object r:default t:s0-

>system u:object r:httpd sys content t:s@

restorecon reset /my/website/index.html context unconfined u:object r:default t:s0-

>system_ u:object r:httpd sys_content t:s@

10.3.3. Booleans

SELinux is based on the least level of access required for a service to run. Services can be run
in a variety of ways; therefore, you must tell SELinux how you are running services. This can be
achieved via Booleans that allow parts of SELinux policy to be changed at runtime, without any
knowledge of SELinux policy writing. This allows changes, such as allowing services access to
NFS file systems, without reloading or recompiling SELinux policy.

To modify the state of a Boolean, use the setsebool command. For example, to turn the
allow_httpd_anon_write Boolean on, run the following command as the root user:

#f setsebool -P allow httpd anon write on

To turn a Boolean off, using the same example, simply change on to off in the command, as
shown below:

#f setsebool -P allow httpd anon write off
(@
Do not use the -P option if you do not want setsebool changes to persist across reboots.

Below is a description of common Booleans available that cater for the way httpd is running:

allow _httpd anon write
When disabled, this Boolean allows httpd only read access to files labeled with the
public_content_rw_t type. Enabling this Boolean will allow httpd to write to files labeled with
the public_content_rw_t type, such as a public directory containing files for a public file
transfer service.
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allow httpd mod auth ntlm winbind

Enabling this Boolean allows access to NTLM and Winbind authentication mechanisms via
the mod_auth ntlm winbind module in httpd.

allow httpd mod auth pam

Enabling this Boolean allows access to PAM authentication mechanisms via the mod_auth_pam
module in httpd.

allow httpd sys script anon write
This Boolean defines whether or not HTTP scripts are allowed write access to files labeled
with the public_content_rw_t type, as used in a public file transfer service.

httpd builtin scripting
This Boolean defines access to httpd scripting. Having this Boolean enabled is often required
for PHP content.

httpd can network connect

When disabled, this Boolean prevents HTTP scripts and modules from initiating a connection
to a network or remote port. Turn this Boolean on to allow this access.

httpd can network connect db

When disabled, this Boolean prevents HTTP scripts and modules from initiating a connection
to database servers. Turn this Boolean on to allow this access.

httpd can network relay
Turn this Boolean on when httpd is being used as a forward or reverse proxy.

httpd can sendmai l

When disabled, this Boolean prevents HTTP modules from sending mail. This can prevent
spam attacks should a vulnerability be found in httpd. Turn this Boolean on to allow HTTP
modules to send mail.

httpd dbus_avahi
When off, this Boolean denies httpd access to the avahi service via D-Bus. Turn this Boolean
on to allow this access.

httpd enable cgi
When disabled, this Boolean prevents httpd from executing CGl scripts. Turn this

Boolean on to allow httpd to execute CGI scripts (CGlI scripts must be labeled with the
httpd_sys_script_exec_t type).

httpd enable ftp server
Turning this Boolean on will allow httpd to listen on the FTP port and act as an FTP server.

httpd enable homedirs

When disabled, this Boolean prevents httpd from accessing user home directories. Turn this
Boolean on to allow httpd access to user home directories; for example, content in /home/*/.

httpd_execmem
When enabled, this Boolean allows httpd to execute programs that require memory
addresses that are both executable and writeable. Enabling this Boolean is not
recommended from a security standpoint as it reduces protection against buffer overflows,
however certain modules and applications (such as Java and Mono applications) require this
privilege.
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httpd ssi_exec
This Boolean defines whether or not server side include (SSI) elements in a web page can be
executed.

httpd tmp exec
Enabling this Boolean allows httpd to execute files in temporary directories.

httpd tty comm
This Boolean defines whether or not httpd is allowed access to the controlling terminal.
Usually this access is not required, however in cases such as configuring an SSL certificate
file, terminal access is required to display and process a password prompt.

httpd unified
When enabled, this Boolean allows httpd_t complete access to all of the httpd types (i.e. to
execute, read, or write sys_content_t). When disabled, there is separation in place between
web content that is read-only, writeable or executable. Disabling this Boolean ensures an
extra level of security but adds the administrative overhead of having to individually label
scripts and other web content based on the file access that each should have.

httpd use cifs
Turn this Boolean on to allow httpd access to files on CIFS file systems that are labeled with
the cifs_t type, such as file systems mounted via Samba.

httpd use gpg
Enabling this Boolean allows httpd to make use of GPG encryption.

httpd use nfs
Turn this Boolean on to allow httpd access to files on NFS file systems that are labeled with
the nfs_t type, such as file systems mounted via NFS.

10.3.4. Configuration examples

The following examples provide real-world demonstrations of how SELinux complements the
Apache HTTP Server and how full function of the Apache HTTP Server can be maintained.

10.3.4.7. Running a static site

To create a static website, label the . html files for that website with the httpd sys content t
type. By default, the Apache HTTP Server can not write to files that are labeled with the
httpd_sys_content_t type. The following example creates a new directory to store files for a read-
only website:

1. Runmkdir /mywebsite as the root user to create a top-level directory.

2. As the root user, create a /mywebsite/index. html file. Copy and paste the following content
into /mywebsite/index. html:

<htm>
<h2>index. html from /mywebsite/</h2>
</html>

3. To allow the Apache HTTP Server read only access to /mywebsite/, as well as files and
subdirectories under it, label /mywebsite/ with the httpd_sys content_t type. Run the
following command as the root user to add the label change to file-context configuration:
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#t semanage fcontext -a -t httpd sys content t ”/mywebsite(/.*)?”

4. Run restorecon -R -v /mywebsite as the root user to make the label changes:

#f restorecon -R -v /mywebsite

restorecon reset /mywebsite context unconfined u:object r:default t:s0-

>system u:object r:httpd sys content t:s@

restorecon reset /mywebsite/index.html context unconfined u:object r:default t:s0-
>system u:object r:httpd sys content t:s@

5. For this example, edit /etc/httpd/conf/httpd. conf as the root user. Comment out the existing
DocumentRoot option. Add a DocumentRoot ”/mywebsite” option. After editing, these options
should look as follows:

#DocumentRoot ”/var/www/html”
DocumentRoot ”/mywebsite”

6. Runservice httpd status as the root user to see the status of the Apache HTTP Server.
If the server is stopped, run service httpd start as the root user to start it. If the server is
running, run service httpd restart as the root user to restart the service (this also applies
any changes made to httpd. conf).

7. Use a web browser to navigate to http://localhost/index. html. The following is displayed:

index. html from /mywebsite/

10.3.4.2. Sharing NFS and CIFS file systems

By default, NFS mounts on the client side are labeled with a default context defined by policy for
NFS file systems. In common policies, this default context uses the nfs_t type. Also, by default,
Samba shares mounted on the client side are labeled with a default context defined by policy. In
common policies, this default context uses the cifs_t type.

Depending on policy configuration, services may not be able to read files labeled with the nfs_t
or cifs_t types. This may prevent file systems labeled with these types from being mounted

and then read or exported by other services. Booleans can be turned on or off to control which
services are allowed to access the nfs_t and cifs_t types.

Turn the httpd_use _nfs Boolean on to allow httpd to access and share NFS file systems (labeled
with the nfs_t type. Run the setsebool command as the root user to turn the Boolean on:

setsebool -P httpd use nfs on

Turn the httpd_use_cifs Boolean on to allow httpd to access and share CIFS file systems (labeled
with the cifs_t type. Run the setsebool command as the root user to turn the Boolean on:

setsebool -P httpd use cifs on

228



Configuration examples

A

EEC

Do not use the -P option if you do not want setsebool changes to persist across reboots.

10.3.4.3. Sharing files between services

Type Enforcement helps prevent processes from accessing files intended for use by another
process. For example, by default, Samba can not read files labeled with the httpd_sys content t
type, which are intended for use by the Apache HTTP Server. Files can be shared between

the Apache HTTP Server, FTP, rsync, and Samba, if the desired files are labeled with the
public_content_t or public_content_rw_t type.

The following example creates a directory and files, and allows that directory and files to be
shared (read only) through the Apache HTTP Server, FTP, rsync, and Samba:

1.

Run mkdir /shares as the root user to create a new top-level directory to share files between
multiple services.

Files and directories that do not match a pattern in file-context configuration may be labeled
with the default_t type. This type is inaccessible to confined services:

$ s -dZ /shares
drwxr-xr-x root root unconfined u:object r:default t:s@ /shares

As the root user, create a /shares/index. html file. Copy and paste the following content into /
shares/index. html:

<html>
<body>
<p>He [ Lo</p>
</body>
</html>

Labeling /shares/ with the public_content_t type allows read-only access by the Apache
HTTP Server, FTP, rsync, and Samba. Run the following command as the root user to add the
label change to file-context configuration:

semanage fcontext -a -t public_content t ”/shares(/.%)?”

Run restorecon -R -v /shares/ as the root user to apply the label changes:

#f restorecon -R -v /shares/

restorecon reset /shares context unconfined u:object r:default t:s@->system u:object r:public content t:s@
restorecon reset /shares/index.html context unconfined u:object r:default t:s0-

>system u:object r:public_content t:s@

To share /shares/ through Samba:
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1.

Run rpm -q samba samba-common samba-client to confirm the samba, samba-common, and
samba-client packages are installed (version numbers may differ):

$ rpm -q samba samba-common samba-client
samba-3. 5. 2-59, fc13. 1386

samba-common-3, 5. 2-59, fc13. 1386
samba-client-3. 5. 2-59. fc13. 1386

If any of these packages are not installed, install them by running yum install package-
name as the root user.

Edit /etc/samba/smb, conf as the root user. Add the following entry to the bottom of this file to
share the /shares/ directory through Samba:

[shares]

comment = Documents for Apache HTTP Server, FTP, rsync, and Samba
path = /shares

public = yes

writeable = no

3. A Samba account is required to mount a Samba file system. Run smbpasswd -a username

as the root user to create a Samba account, where username is an existing Linux user. For
example, smbpasswd -a testuser creates a Samba account for the Linux testuser user:

# smbpasswd -a testuser

New SMB password: Enter a password

Retype new SMB password: Enter the same password again
Added user testuser.

Running smbpasswd -a username, where username is the username of a Linux account that
does not exist on the system, causes a Cannot locate Unix account for ’username’! error.

Run service smb start as the root user to start the Samba service:

service smb start
Starting SMB services: [ 0K ]

Run smbclient -U username -L localhost to list the available shares, where username is
the Samba account added in step 3. When prompted for a password, enter the password
assigned to the Samba account in step 3 (version numbers may differ):

$ smbclient -U username -L localhost
Enter username’s password:
Domain=[HOSTNAME] 0S=[Unix] Server=[Samba 3.5.2-59. fc13]

Sharename Type Comment

shares Disk Documents for Apache HTTP Server, FTP, rsync, and Samba
IPC$ IPC IPC Service (Samba Server Version 3.5.2-59)

username Disk Home Directories

Domain=[HOSTNAME] 0S=[Unix] Server=[Samba 3.5.2-59. fc13]
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Server Comment

6. Runmkdir /test/ as the root user to create a new directory. This directory will be used to
mount the shares Samba share.

7. Run the following command as the root user to mount the shares Samba share to /test/,
replacing username with the username from step 3:

mount //localhost/shares /test/ -o user=username

Enter the password for username, which was configured in step 3.

8. Runcat /test/index.html to view the file, which is being shared through Samba:

$ cat /test/index.html
<html>

<body>

<p>He L Lo</p>

</body>

</html>

To share /shares/ through the Apache HTTP Server:
1. Run rpm -q httpd to confirm the httpd package is installed (version number may differ):

$ rpm —-q httpd
httpd-2.2.11-6. 1386

If this package is not installed, run yum install httpd as the root user to install it.

2. Change into the /var/www/html/ directory. Run the following command as the root user to
create a link (named shares) to the /shares/ directory:

Ln -s /shares/ shares

3. Runservice httpd start as the root user to start the Apache HTTP Server:

service httpd start
Starting httpd: [ oK 1]

4. Use a web browser to navigate to http://localhost/shares. The /shares/index. html file is
displayed.

By default, the Apache HTTP Server reads an index. html file if it exists. If /shares/ did not
have index. html, and instead had fi lel, file2, and file3, a directory listing would occur when
accessing http://localhost/shares:
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1. Runrm -i /shares/index.html as the root user to remove the index. html file.

2. Run touch /shares/file{1, 2,3} as the root user to create three files in /shares/:

#t touch /shares/file{1,2,3}
# ls -Z /shares/

-rw-r-—r-— root root system u:object r:public content t:s@ filel
-rw-r—-r-— root root unconfined u:object r:public content t:s@ file2
-rw-r--r-— root root unconfined u:object r:public content t:s@ file3

3. Runservice httpd status as the root user to see the status of the Apache HTTP Server. If the
server is stopped, run service httpd start as the root user to start it.

4. Use a web browser to navigate to http://localhost/shares. A directory listing is displayed:

Index of /shares

Name Last modified Size Description

& Parent Directory

filel 25-Feb-2009 10:11
£ file: 25-Feb-2009 10:11
[ file3 25-Feb-2009 10:11

o o O

10.3.4.4. Changing port numbers

Depending on policy configuration, services may only be allowed to run on certain port numbers.
Attempting to change the port a service runs on without changing policy may result in the service
failing to start. Run semanage port -1l | grep -w "http port t” as the root user to list the ports
SELinux allows httpd to listen on:

#f semanage port -l | grep -w http port t
http port t tcp 80, 443, 488, 8008, 8009, 8443

By default, SELinux allows http to listen on TCP ports 80, 443, 488, 8008, 8009, or 8443.
If /etc/httpd/conf/httpd. conf is configured so that httpd listens on any port not listed for
http port t, httpd fails to start.

To configure httpd to run on a port other than TCP ports 80, 443, 488, 8008, 8009, or 8443:

1. Edit /etc/httpd/conf/httpd. conf as the root user so the Listen option lists a port that is not
configured in SELinux policy for httpd. The following example configures httpd to listen on
the 10.0.0.1 IP address, and on port 12345:

# Change this to Listen on specific IP addresses as shown below to
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#f prevent Apache from glomming onto all bound IP addresses (0.0.0.0)

i
filisten 12.34.56.78:80
Listen 10.0.0.1:12345

2. Run semanage port -a -t http_port_t -p tcp 12345 as the root user to add the port to
SELinux policy configuration.

3. Run semanage port -L | grep -w http port t as the root user to confirm the port is added:

#f semanage port -l | grep -w http port t
http port t tcp 12345, 80, 443, 488, 8008, 8009, 8443

If you no longer run httpd on port 12345, run semanage port -d -t http_port_t -p tcp 12345 as
the root user to remove the port from policy configuration.

10.4. Samba

From the Samba’ website:

"Samba is an Open Source®/Free Software® suite that has, since 1992'°, provided file and print
services to all manner of SMB/CIFS clients, including the numerous versions of Microsoft
Windows operating systems. Samba is freely available under the GNU General Public License''.".12

In Fedora, the samba package provides the Samba server. Run rpm -q samba to see if the samba
package is installed. If it is not installed and you want to use Samba, run the following command
as the root user to install it:

yum install samba

10.4.1. Samba and SELinux

When SELinux is enabled, the Samba server (smbd) runs confined by default. Confined services
run in their own domains, and are separated from other confined services. The following example
demonstrates the smbd process running in its own domain. This example assumes the samba
package is installed:

1. Run getenforce to confirm SELinux is running in enforcing mode:

$ getenforce
Enforcing

The getenforce command returns Enforcing when SELinux is running in enforcing mode.

2. Runservice smbd start as the root user to start smbd:

7 http://samba.org/

8 http://www.opensource.org/

9 http://www.gnu.org/philosophy/free-sw.html

10 http://us1.samba.org/samba/docs/10years.html

n http://us1.samba.org/samba/docs/GPL.html

'2 From the opening paragraph on the Samba website: http://samba.org. Accessed 20 January 2009.
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service smb start
Starting SMB services: [ 0K ]

3. Runps -eZ | grep smb to view the smbd processes:

$ ps -eZ | grep smb
unconfined u:system r:smbd t:s@ 16420 ? 00:00:00 smbd
unconfined u:system r:smbd t:s0 16422 ? 00:00:00 smbd

The SELinux context associated with the smbd processes is unconfined_u:system r:smbd_t:s0.
The second last part of the context, smbd_t, is the type. A type defines a domain for processes
and a type for files. In this case, the smbd processes are running in the smbd_t domain.

Files must be labeled correctly to allow smbd to access and share them. For example, smbd can
read and write to files labeled with the samba_share_t type, but by default, can not access files
labeled with the httpd_sys content_t type, which is intended for use by the Apache HTTP Server.
Booleans must be turned on to allow certain behavior, such as allowing home directories and
NFS file systems to be exported through Samba, as well as to allow Samba to act as a domain
controller.

10.4.2. Types

Label files with the samba_share_t type to allow Samba to share them. Only label files you have
created, and do not relabel system files with the samba_share_t type: Booleans can be turned
on to share such files and directories. SELinux allows Samba to write to files labeled with the
samba_share_t type, as long as /etc/samba/smb. conf and Linux permissions are set accordingly.

The samba_etc_t type is used on certain files in /etc/samba/, such as smb. conf. Do not manually
label files with the samba_etc_t type. If files in /etc/samba/ are not labeled correctly, run
restorecon -R -v /etc/samba as the root user to restore such files to their default contexts. If /
etc/samba/smb, conf is not labeled with the samba_etc_t type, the service smb start command
may fail and an SELinux denial may be logged. The following is an example denial logged to /var/
log/messages when /etc/samba/smb. conf was labeled with the httpd_sys content_t type:

setroubleshoot: SELinux is preventing smbd (smbd t) ”read” to ./smb.conf (httpd sys content t). For complete
SELinux messages. run sealert -1l deb33473-1069-482b-bb50-e4cd05ab18af

10.4.3. Booleans

SELinux is based on the least level of access required for a service to run. Services can be run in
a variety of ways; therefore, you must tell SELinux how you are running services. The following
Booleans allow you to tell SELinux how you are running Samba:

allow smbd anon write
Having this Boolean enables allows smbd to write to a public directory, such as an area
reserved for common files that otherwise has no special access restrictions.

samba create home dirs
Having this Boolean enabled allows Samba to create new home directories independently.
This is often done by mechanisms such as PAM.
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samba_domain _controller
When enabled, this Boolean allows Samba to act as a domain controller, as well as giving it
permission to execute related commands such as useradd, groupadd and passwd.

samba_enable home dirs
Enabling this Boolean allows Samba to share users' home directories.

samba export all ro
Export any file or directory, allowing read-only permissions. This allows files and directories
that are not labeled with the samba_share_t type to be shared through Samba. When the
samba export all ro Boolean is on, but the samba export all rw Boolean is off, write access
to Samba shares is denied, even if write access is configured in /etc/samba/smb. conf, as well
as Linux permissions allowing write access.

samba_export_all rw
Export any file or directory, allowing read and write permissions. This allows files and
directories that are not labeled with the samba_share_t type to be exported through Samba.
Permissions in /etc/samba/smb. conf and Linux permissions must be configured to allow write
access.

samba_run_unconfined
Having this Boolean enabled allows Samba to run unconfined scripts in the /var/lib/samba/
scripts directory.

samba_share fusefs
This Boolean must be enabled for Samba to share fusefs file systems.

samba share nfs
Disabling this Boolean prevents smbd from having full access to NFS shares via Samba.
Enabling this Boolean will allow Samba to share NFS file systems.

use_samba_home dirs
Enable this Boolean to use a remote server for Samba home directories.

virt use samba
Allow virt to manage CIFS files.

10.4.4. Configuration examples

The following examples provide real-world demonstrations of how SELinux complements the
Samba server and how full function of the Samba server can be maintained.

10.4.4.1. Sharing directories you create
The following example creates a new directory, and shares that directory through Samba:

1. Run rpm -q samba samba-common samba-client to confirm the samba, samba-common, and
samba-client packages are installed. If any of these packages are not installed, install them by
running yum install package-name as the root user.

2. Runmkdir /myshare as the root user to create a new top-level directory to share files through
Samba.

3. Run touch /myshare/filel as the root user to create an empty file. This file is used later to
verify the Samba share mounted correctly.
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4. SELinux allows Samba to read and write to files labeled with the samba_share_t type, as
long as /etc/samba/smb. conf and Linux permissions are set accordingly. Run the following
command as the root user to add the label change to file-context configuration:

semanage fcontext -a -t samba share t ”/myshare(/.%)?”

5. Run restorecon -R -v /myshare as the root user to apply the label changes:

#t restorecon -R -v /myshare

restorecon reset /myshare context unconfined u:object r:default t:s@->system u:object r:samba share t:s0
restorecon reset /myshare/filel context unconfined u:object r:default t:s0-

>system u:object r:samba share t:s0

6. Edit /etc/samba/smb. conf as the root user. Add the following to the bottom of this file to share
the /myshare/ directory through Samba:

[myshare]

comment = My share
path = /myshare
public = yes
writeable = no

7. A Samba account is required to mount a Samba file system. Run smbpasswd -a username
as the root user to create a Samba account, where username is an existing Linux user. For
example, smbpasswd -a testuser creates a Samba account for the Linux testuser user:

#f smbpasswd -a testuser

New SMB password: Enter a password

Retype new SMB password: Enter the same password again
Added user testuser.

Running smbpasswd -a username, where username is the username of a Linux account that
does not exist on the system, causes a Cannot locate Unix account for 'username’! error.

8. Runservice smb start as the root user to start the Samba service:

service smb start
Starting SMB services: [ oK ]

9. Runsmbclient -U username -L localhost to list the available shares, where username is
the Samba account added in step 7. When prompted for a password, enter the password
assigned to the Samba account in step 7 (version numbers may differ):

$ smbclient -U username -L localhost
Enter username’s password:
Domain=[HOSTNAME] 0S=[Unix] Server=[Samba 3.5.2-59. fc13]

Sharename Type Comment

myshare Disk My share
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IPC$ IPC IPC Service (Samba Server Version 3.5.2-59, fc13)
username Disk Home Directories
Domain=[HOSTNAME] 0S=[Unix] Server=[Samba 3.5.2-59. fc13]

Server Comment

10. Runmkdir /test/ as the root user to create a new directory. This directory will be used to
mount the myshare Samba share.

11. Run the following command as the root user to mount the myshare Samba share to /test/,
replacing username with the username from step 7:

mount //localhost/myshare /test/ -o user=username

Enter the password for username, which was configured in step 7.

12.Run ls /test/ to view the filel file created in step 3:

$ ls /test/
filel

10.4.4.2. Sharing a website

It may not be possible to label files with the samba_share_t type, for example, when wanting to
share a website in /var/www/html/. For these cases, use the samba export all ro Boolean to
share any file or directory (regardless of the current label), allowing read only permissions, or
the samba_export_all_rw Boolean to share any file or directory (regardless of the current label),
allowing read and write permissions.

The following example creates a file for a website in /var/www/html/, and then shares that file
through Samba, allowing read and write permissions. This example assumes the httpd, samba,
samba-common, samba-client, and wget packages are installed:

1. Asthe root user, create a /var/www/html/filel. html file. Copy and paste the following
content into /var/www/html/filel. html:

<html>
<h2>File being shared through the Apache HTTP Server and Samba.</h2>

</html>

2. Run ls -Z /var/www/html/filel.html to view the SELinux context of filel.html:

$ s -Z /var/www/html/filel.html
-rw-r-—r-—, root root unconfined u:object r:httpd sys content t:s@ /var/www/html/filel.html

filel. index.html is labeled with the httpd_sys_content_t. By default, the Apache HTTP
Server can access this type, but Samba can not.
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3.

4.

5. Edit /etc/samba/smb. conf as the root user. Add the following to the bottom of this file to share
the /var/www/html/ directory through Samba:

Run service httpd start as the root user to start the Apache HTTP Server:

service httpd start

Starting httpd: [ oK ]

Change into a directory your user has write access to, and run the wget http://localhost/
filel.html command. Unless there are changes to the default configuration, this command

succeeds:

$ wget http://localhost/filel. html

--2009-03-02 16:32:01-- http://localhost/filel. html
Resolving localhost... 127.0.0.1

Connecting to localhost|127.0.0.1|:80... connected
HTTP request sent, awaiting response... 200 0K
Length: 84 [text/html]

Saving to: “filel.html. 1’

100%[ >] 84 --.-K/s in 0s

2009-03-02 16:32:01 (563 KB/s) - “filel.html.1’ saved [84/84]

[website]

comment = Sharing a website
path = /var/www/html/
public = no

writeable = no

The /var/waw/html/ directory is labeled with the httpd sys content t type. By default, Samba
can not access files and directories labeled with the httpd_sys_content_t type, even if Linux
permissions allow it. To allow Samba access, run the following command as the root user to
turn the samba_export all ro Boolean on:

setsebool -P samba export all ro on

Do not use the -P option if you do not want the change to persist across reboots. Note:
turning the samba_export_all_ro Boolean on allows Samba to access any type.

Run service smb start as the root user to start smbd:

service smb start

Starting SMB services: [ 0K ]
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10.5. File Transfer Protocol
From the Red Hat Enterprise Linux 5 Deployment Guide'?:

File Transfer Protocol (FTP) is one of the oldest and most commonly used protocols found on
the Internet today. Its purpose is to reliably transfer files between computer hosts on a network
without requiring the user to log directly into the remote host or have knowledge of how to use
the remote system. It allows users to access files on remote systems using a standard set of
simple commands.'*

The Very Secure FTP Daemon (vsftpd) is designed from the ground up to be fast, stable, and,
most importantly, secure. Its ability to handle large numbers of connections efficiently and
securely is why vsftpd is the only stand-alone FTP distributed with Red Hat Enterprise Linux."®

In Fedora, the vsftpd package provides the Very Secure FTP daemon. Run rpm -q vsftpd to see if
vsftpd is installed:

$ rpm -q vsftpd

If you want an FTP server and the vsftpd package is not installed, run the following command as
the root user to install it:

yum install vsftpd

10.5.1. FTP and SELinux

When running SELinux, the FTP server, vsftpd, runs confined by default. SELinux policy defines
how vsftpd interacts with files, processes, and with the system in general. For example, when
an authenticated user logs in via FTP, they can not read from or write to files in their home
directories: SELinux prevents vsftpd from accessing user home directories by default. Also, by
default, vsftpd does not have access to NFS or CIFS file systems, and anonymous users do not
have write access, even if such write access is configured in /etc/vsftpd/vsftpd. conf. Booleans
can be turned on to allow the previously mentioned access.

The following example demonstrates an authenticated user logging in, and an SELinux denial
when trying to view files in their home directory:

1. Run rpm -q vsftpd to see if the vsfipd package is installed. If it is not, run yum install vsftpd
as the root user to install it.

2. In Fedora, vsftpd only allows anonymous users to log in by default. To allow authenticated
users to log in, edit /etc/vsftpd/vsftpd. conf as the root user. Uncomment the
local_enable=YES option:

# Uncomment this to allow local users to log in.

3 http://www.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Deployment_Guide/index.html

' The first paragraph of "Chapter 23. FTP" of the Red Hat Enterprise Linux 5 Deployment Guide: http://www.redhat.com/
docs/en-US/Red_Hat_Enterprise_Linux/5/html/Deployment_Guide/ch-ftp.html. Copyright © 2007 Red Hat, Inc.

15 The first paragraph of the "23.2.1. vsftpd" section of the Red Hat Enterprise Linux 5 Deployment Guide: http:/
www.redhat.com/docs/en-US/Red_Hat_Enterprise_Linux/5/html/Deployment_Guide/s1-ftp-servers.html#s2-ftp-servers-vsftpd.
Copyright © 2007 Red Hat, Inc.
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local _enable=YES

3. Runservice vsftpd start as the root user to start vsftpd. If the service was running before
editing vsftpd. conf, run service vsftpd restart as the root user to apply the configuration
changes:

service vsftpd start
Starting vsftpd for vsftpd: [ 0K 1]

4. Run ftp localhost as the user you are currently logged in with. When prompted for your
name, make sure your username is displayed. If the correct username is displayed, press
Enter, otherwise, enter the correct username:

$ ftp localhost

Connected to localhost (127.0.0.1)
220 (vsFTPd 2.1.0)

Name (localhost:username):

331 Please specify the password.
Password: Enter your password
230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp>

5. Run the ls command from the ftp prompt. With the ftp_home_dir Boolean off, SELinux
prevents vsftpd access to home directories, resulting in this command failing to return a
directory listing:

ftp> Ls

227 Entering Passive Mode (127,0,0,1,225,210).
150 Here comes the directory Llisting.

226 Transfer done (but failed to open directory).

An SELinux denial similar to the following is logged to /var/log/messages:

setroubleshoot: SELinux is preventing the ftp daemon from reading users home directories (username). For
complete SELinux messages. run sealert -l c366e889-2553-4c16-b73f-92F36a1730ce

6. Enable the ftp_home _dir Boolean by running the following command as the root user:

#f setsebool -P ftp home dir=1

Do not use the -P option if you do not want changes to persist across reboots.
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Run the ls command again from the ftp prompt. Now that SELinux is allowing home
directory browsing via the ftp_home_dir Boolean, the directory is displayed:

ftp> Ls
227 Entering Passive Mode (127,0,0,1,56,215).
150 Here comes the directory Llisting.

—rW-rw-r-— 1 501 501 0 Mar 30 09:22 filel
—rW-rw-r-- 1 501 501 0 Mar 30 09:22 file2
226 Directory Send 0K
ftp>

10.5.2. Types

By default, anonymous users have read access to files in /var/ftp/ when they log in via FTP.

This directory is labeled with the public_content_t type, allowing only read access, even if write
access is configured in /etc/vsftpd/vsftpd. conf. The public_content_t type is accessible to other
services, such as Apache HTTP Server, Samba, and NFS.

Use one of the following types to share files through FTP:

public _content t
Label files and directories you have created with the public_content_t type to share them
read-only through vsftpd. Other services, such as Apache HTTP Server, Samba, and NFS, also
have access to files labeled with this type. Files labeled with the public_content_t type can
not be written to, even if Linux permissions allow write access. If you require write access, use
the public_content_rw_t type.

public content rw t
Label files and directories you have created with the public_content_rw_t type to share them
with read and write permissions through vsftpd. Other services, such as Apache HTTP Server,
Samba, and NFS, also have access to files labeled with this type; however, Booleans for each
service must be turned on before such services can write to files labeled with this type.

10.5.3. Booleans

SELinux is based on the least level of access required for a service to run. Services can be run in
a variety of ways; therefore, you must tell SELinux how you are running services. The following
Booleans allow you to tell SELinux how you are running vsftpd:

allow ftpd anon write
When disabled, this Boolean prevents vsftpd from writing to files and directories labeled with
the public_content_rw_t type. Turn this Boolean on to allow users to upload files via FTP. The
directory where files are uploaded to must be labeled with the public_content_rw_t type and
Linux permissions set accordingly.

allow ftpd full access
When this Boolean is on, only Linux permissions are used to control access, and

authenticated users can read and write to files that are not labeled with the public content t
or public_content_rw_t types.

allow ftpd use cifs
Having this Boolean enabled allows vsftpd to access files and directories labeled with the
cifs_t type; therefore, having this Boolean enabled allows you to share file systems mounted
via Samba through vsftpd.
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allow ftpd use nfs
Having this Boolean enabled allows vsftpd to access files and directories labeled with the
nfs_t type; therefore, having this Boolean enabled allows you to share file systems mounted
via NFS through vsftpd.

ftp_home dir
Having this Boolean enabled allows authenticated users to read and write to files in their
home directories. When this Boolean is off, attempting to download a file from a home
directory results in an error such as 550 Failed to open file. An SELinux denial is logged to /
var/log/messages.

ftpd _connect db
Allow FTP daemons to initiate a connection to a database.

httpd enable ftp server
Allow httpd to listen on the FTP port and act as a FTP server.

tftp anon write
Having this Boolean enabled allows TFTP access to a public directory, such as an area
reserved for common files that otherwise has no special access restrictions.

10.5.4. Configuration Examples

10.5.4.1. Uploading to an FTP site

The following example creates an FTP site that allows a dedicated user to upload files. It creates
the directory structure and the required SELinux configuration changes:

1. Runmkdir -p /myftp/pub as the root user to create a new top-level directory.

2. Set Linux permissions on the /myftp/pub/ directory to allow a Linux user write access. This
example changes the owner and group from root to owner user1 and group root. Replace
user1 with the user you want to give write access to:

# chown userl:root /myftp/pub
#f chmod 775 /myftp/pub

The chown command changes the owner and group permissions. The chmod command
changes the mode, allowing the user1 user read, write, and execute permissions, and
members of the root group read, write, and execute permissions. Everyone else has read and
execute permissions: this is required to allow the Apache HTTP Server to read files from this
directory.

3. When running SELinux, files and directories must be labeled correctly to allow access.
Setting Linux permissions is not enough. Files labeled with the public_content_t type allow
them to be read by FTP, Apache HTTP Server, Samba, and rsync. Files labeled with the
public_content_rw_t type can be written to by FTP. Other services, such as Samba, require
Booleans to be set before they can write to files labeled with the public_content_rw_t type.
Label the top-level directory (/myftp/) with the public_content_t type, to prevent copied
or newly-created files under /myftp/ from being written to or modified by services. Run the
following command as the root user to add the label change to file-context configuration:
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semanage fcontext -a -t public content t /myftp

Run restorecon -R -v /myftp/ to apply the label change:

#f restorecon -R -v /myftp/
restorecon reset /myftp context unconfined u:object r:default t:s@-)>system u:object r:public content t:s@

Confirm /myftp is labeled with the public_content_t type, and /myftp/pub/ is labeled with the
default_t type:

$ ls -dZ /myftp/

drwxr-xr-x. root root system u:object r:public content t:s@ /myftp/

$ s -dZ /myftp/pub/

drwxrwxr-x. userl root unconfined u:object r:default t:s@ /myftp/pub/

FTP must be allowed to write to a directory before users can upload files via FTP. SELinux

allows FTP to write to directories labeled with the public_content_rw_t type. This example
uses /myftp/pub/ as the directory FTP can write to. Run the following command as the root
user to add the label change to file-context configuration:

semanage fcontext -a -t public content rw t ”/myftp/pub(/.%)?”

Run restorecon -R -v /myftp/pub as the root user to apply the label change:

#f restorecon -R -v /myftp/pub
restorecon reset /myftp/pub context system u:object r:default t:s@-
>system u:object r:public content rw t:s@

The allow ftpd anon write Boolean must be on to allow vsftpd to write to files that are
labeled with the public_content_rw_t type. Run the following command as the root user to
turn this Boolean on:

setsebool -P allow ftpd anon write on

Do not use the -P option if you do not want changes to persist across reboots.

The following example demonstrates logging in via FTP and uploading a file. This example uses
the user1 user from the previous example, where user1 is the dedicated owner of the /myftp/pub/
directory:

1.

Run cd 7/ to change into your home directory. Then, run mkdir myftp to create a directory to
store files to upload via FTP.

Run cd “/myftp to change into the “/myftp/ directory. In this directory, create an ftpupload
file. Copy the following contents into this file:

File upload via FTP from a home directory
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3. Rungetsebool allow ftpd anon write to confirm the allow ftpd anon write Boolean is on:

$ getsebool allow ftpd anon write
allow ftpd anon write -—> on

If this Boolean is off, run setsebool -P allow ftpd anon write on as the root user to turn it
on. Do not use the -P option if you do not want the change to persist across reboots.

4. Runservice vsftpd start as the root user to start vsftpd:

#f service vsftpd start
Starting vsftpd for vsftpd: [ 0K ]

5. Run ftp localhost. When prompted for a username, enter the the username of the user who
has write access, then, enter the correct password for that user:

$ ftp localhost

Connected to localhost (127.0.0.1).

220 (vsFTPd 2.1.0)

Name (localhost:username):

331 Please specify the password.

Password: Enter the correct password
230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp>

10.6. Network File System

From the Red Hat Linux Reference Guide'®:

NFS (Network File System) allows hosts to mount partitions on a remote system and use them as
though they are local file systems. This allows the system administrator to store resources in a
central location on the network, providing authorized users continuous access to them.

In Fedora, the nfs-utils package is required for full NFS support. Run rpm -q nfs-utils to see if
the nfs-utils is installed. If it is not installed and you want to use NFS, run the following command
as the root user to install it:

yum install nfs-utils

10.6.1. NFS and SELinux

When running SELinux, the NFS daemons are confined by default. SELinux policy does not allow
NFS to share files by default. If you want to share NFS partitions, this can be configured via

the nfs_export all roand nfs_export _all rw Booleans, as described below. These Booleans
are however not required when files to be shared are labeled with the public_content_t

16 http://www.redhat.com/docs/manuals/linux/RHL-9-Manual/ref-guide/ch-nfs.html
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orpublic_content_rw_t types. NFS can share files labeled with these types even if the
nfs _export_all ro and nfs _export _all rw Booleans are off.

10.6.2. Types

By default, mounted NFS file systems on the client side are labeled with a default context defined
by policy for NFS file systems. In common policies, this default context uses the nfs_t type.The
following types are used with NFS. Different types allow you to configure flexible access:

var Lib nfs t
This type is used for existing and new files copied to or created in the /var/lib/nfs directory.
This type should not need to be changed in normal operation. To restore changes to the
default settings, run the restorecon -R -v /var/lib/nfs command as the root user.

nfsd exec t
The /usr/sbin/rpc. nfsd file is labeled with the nfsd_exec_t, as are other system executables
and libraries related to NFS. Users should not label any files with this type. nfsd_exec_t will
transition to nfs_t.

10.6.3. Booleans

SELinux is based on the least level of access required for a service to run. Services can be run in
a variety of ways; therefore, you must tell SELinux how you are running services. The following
Booleans allow you to tell SELinux how you are running NFS:

allow ftpd use nfs
When enabled, this Boolean allows ftpd access to NFS mounts.

allow nfsd anon write
When enabled, this Boolean allows nfsd to write to a public directory anonymously; such as
to an area reserved for common files that otherwise has no special access restrictions.

httpd use nfs
When enabled, this Boolean will allow httpd to access files stored on a NFS filesystem.

nfs export all ro
Export any file or directory via NFS, allowing read-only permissions.

nfs export all rw
Export any file or directory via NFS, allowing read and write permissions.

gemu_use_nfs
Allow gemu to use NFS file systems.

samba_share nfs
When disabled, this Boolean prevents smbd from having full access to NFS shares via Samba.
Enabling this Boolean will allow Samba to share NFS file systems.

use nfs home dirs
Having this Boolean enabled adds support for NFS home directories.

virt use nfs
Allow virt to use NFS files.

xen_use nfs
Allow xen to manage NFS files.
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10.6.4. Configuration Examples

10.6.4.1. Sharing directories using NFS

The example in this section creates a directory and shares it using NFS and SELinux. Two

hosts are used in this example; a NFS server with a hostname of nfs-srv with an IP address of
192.168. 1.1, and a client with a hostname of nfs-client and an IP address of 192. 168. 1. 100. Both
hosts are on the same subnet (192.168.1.0/24). This is an example only and assumes that the
nfs-utils package is installed, that the SELinux targeted policy is used, and that SELinux is running
in enforced mode.

This example will show that while even with full network availability and Linux file permissions
granting access to all users via NFS, SELinux is still able to block mounting of NFS file systems
unless the proper permissions are given via SELinux Booleans.

10.6.4.1.1. Server setup
Steps 1-10 below should be performed on the NFS server, nfs-srv.

1. Run the setsebool command to disable read/write mounting of NFS file systems:

setsebool -P nfs export all rw off

Do not use the -P option if you do not want setsebool changes to persist across reboots.

2. Run rpm -g nfs-utils to confirm the nfs-utils package is installed. The nfs-utils package
provides support programs for using NFS and should be installed on a NFS server and on any
clients in use. If this package is not installed, install it by running yum install nfs-utils as
the root user.

3. Runmkdir /myshare as the root user to create a new top-level directory to share using NFS.

4. Run touch /myshare/filel as the root user to create a new empty file in the shared area. This
file will be accessed later by the client.

5. To show that SELinux is still able to block access even when Linux permissions are
completely open, give the /myshare directory full Linux access rights for all users:

# chmod -R 777 /myshare

(WJes
M|

This is an example only and these permissions should not be used in a production
system.

]
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6. Edit the /etc/exports file and add the following line to the top of the file:

/myshare 192.168.1.100(rw)

This entry shows the full path on the server to the shared folder /myshare, the host or network
range that nfs-srv will share to (in this case the IP address of a single host, nfs-client at
192.168. 1. 100), and finally the share permissions. Read and write permissions are given here,
as indicated by (rw).

7. The TCP and UDP ports used for NFS are assigned dynamically by rpcbind, which can
cause problems when creating firewall rules. To simplify the process of allowing NFS traffic
through the firewall in this example, edit the /etc/sysconfig/nfs file and uncomment the
MOUNTD_PORT,STATD_PORT,LOCKD_TCPPORT and LOCKD_UDPPORT variables. Changing the port
numbers in this file is not required for this example.

Ensure that incoming connections on TCP ports 111, 892 and 2049 are allowed through the
server's firewall. This can be done via the system-config-firewall tool in Fedora.

8. Runservice nfs start as the root user to start NFS and its related services:

#t service nfs start

Starting NFS services: [ 0K ]
Starting NFS quotas: [ 0K
Starting NFS daemon: [ OK 1]
Starting NFS mountd: [ OK 1]

—

9. To ensure that the NFS subsystem export table is updated, run exportfs -rv as the root user:

#t exportfs -rv
exporting 192,168.1.100:/myshare

10. Run showmount -e as the root user to show all exported file systems:

#f showmount -e
Export Llist for nfs-srv:
/myshare 192.168.1.100

At this point the server nfs-srv has been configured to allow NFS communications to nfs-client
at 192, 168. 1. 100, and full Linux file systems permissions are active. If SELinux were disabled,

the client would be able to mount this share and have full access over it. However, as the
nfs_export_all_rw Boolean is disabled, the client is currently not able to mount this file system,
as shown below. This step should be performed on the client, nfs-client:

[nfs-client]#f mkdir /myshare
[nfs-client]#f mount.nfs 192.168.1.1:/myshare /myshare
mount.nfs: access denied by server while mounting 192.168.1.1:/myshare/

Enable the SELinux Boolean that was disabled in Step 1 above, and the client will be able to
successfully mount the shared file system. This step should be performed on the NFS server, nfs-
Srv:
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[nfs-srv]#f setsebool -P nfs export all rw on

Now try to mount the NFS file system again. This step should be performed on the NFS client,
nfs-client:

[nfs-client]#f mount.nfs 192.168.1.1:/myshare /myshare
[nfs-client]#

[nfs-client]# ls /myshare

total 0

-rwxrwxrwx. 1 root root 0 2009-04-16 12:07 filel
[nfs-client]#t

The file system has been mounted successfully by the client. This example demonstrates how
SELinux adds another layer of protection and can still enforce SELinux permissions even when
Linux permissions are set to give full rights to all users.

10.7. Berkeley Internet Name Domain

BIND performs name resolution services via the named daemon. BIND lets users locate computer
resources and services by name instead of numerical addresses.

In Fedora, the bind package provides a DNS server. Run rpm -q bind to see if the bind package is
installed. If it is not installed and you want to use BIND, run the following command as the root
user to install it:

yum install bind

10.7.1. BIND and SELinux

The default permissions on the /var/named/slaves,/var/named/dynamic and /var/named/data
directories allow zone files to be updated via zone transfers and dynamic DNS updates. Files in /
var/named are labeled with the name_zone_t type, which is used for master zone files.

For a slave server, configure /etc/named. conf to place slave zones in /var/named/s laves. The
following is an example of a domain entry in /etc/named. conf for a slave DNS server that stores
the zone file for testdomain, com in /var/named/s laves:

zone "testdomain. com” {
type slave;
masters { IP-address; };
file ”/var/named/slaves/db. testdomain. com”;

b

If a zone file is labeled name zone t, the named write master zones Boolean must be enabled
to allow zone transfers and dynamic DNS to update the zone file. Also, the mode of the parent
directory has to be changed to allow the named user or group read, write and execue access.

If zone files in /var/named/ are labeled with name_cache_t type, a file system relabel or running
restorecon -R /var/ will change their type to named_zone_t.

10.7.2. Types

The following types are used with BIND. Different types allow you to configure flexible access:
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named zone t
Used for master zone files. Other services can not modify files of this type. named can only
modify files of this type if the named_write master_zones Boolean is turned on.

named cache t
By default, named can write to files labeled with this type, without additional Booleans being
set. Files copied or created in the /var/named/slaves,/var/named/dynamic and /var/named/data
directories are automatically labeled with the named_cache_t type.

10.7.3. Booleans

SELinux is based on the least level of access required for a service to run. Services can be run in
a variety of ways; therefore, you must tell SELinux how you are running services. The following
Booleans allow you to tell SELinux how you are running NFS:

named write master zones
When disabled, this Boolean prevents named from writing to zone files or directories labeled
with the named_zone_t type. named does not usually need to write to zone files; but in the case
that it needs to, or if a secondary server needs to write to zone files, enable this Boolean to
allow this action.

10.7.4. Configuration Examples

10.7.4.7. Dynamic DNS

BIND allows hosts to update their records in DNS and zone files dynamically. This is used
when a host computer's IP address changes frequently and the DNS record requires real-time
modification.

Use the /var/named/dynamic directory for zone files you want updated via dynamic DNS. Files
created in or copied into /var/named/dynamic inherit Linux permissions that allow named to write to
them. As such files are labeled with the named_cache_t type, SELinux allows named to write to them.

If a zone file in /var/named/dynamic is labeled with the named_zone_t type, dynamic DNS updates
may not be successful for a certain period of time as the update needs to be written to a journal
first before being merged. If the zone file is labeled with the named_zone_t type when the journal
attempts to be merged, an error such as the following is logged to /var/log/messages:

named[PID]: dumping master file: rename: /var/named/dynamic/zone-name: permission denied

Also, the following SELinux denial is logged to /var/log/messages:

setroubleshoot: SELinux is preventing named (named t) "unlink” to zone-name (named zone t)

To resolve this labeling issue, run the restorecon -R -v /var/named/dynamic command as the
Linux root user.

10.8. Concurrent Versioning System

The Concurrent Versioning System (CVS) is a free revision-control system. It is used to monitor
and keep track of modifications to a central set of files which are usually accessed by several
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different users. It is commonly used by programmers to manage a source code repository and is
widely used by open source programmers.

In Fedora, the cvs package provides CVS. Run rpm —-q cvs to see if the cvs package is installed. If
it is not installed and you want to use CVS, run the following command as the root user to install
it:

yum install cvs

10.8.1. CVS and SELinux

The cvs daemon runs as cvs_t. By default in Fedora, CVS is only allowed to read and write certain
directories. The label cvs_data_t defines which areas the cvs daemon has read and write access
to. When using CVS with SELinux, assigning the correct label is essential for clients to have full
access to the area reserved for CVS data.

10.8.2. Types

The following types are used with CVS. Different types allow you to configure flexible access:

cvs data t
This type is used for data in a CVS repository. CVS can only gain full access to data if it has
this type.

cvs_exec_t
This type is used for the /usr/bin/cvs binary.

10.8.3. Booleans

SELinux is based on the least level of access required for a service to run. Services can be run in
a variety of ways; therefore, you must tell SELinux how you are running services. The following
Boolean allows you to tell SELinux how you are running CVS:

allow cvs read shadow
This Boolean allows the cvs daemon to access the /etc/shadow file for user authentication.

10.8.4. Configuration Examples

10.8.4.1. Setting up CVS

This example describes a simple CVS setup and an SELinux configuration which allows remote
access. Two hosts are used in this example; a CVS server with a hostname of cvs-srv with an

IP address of 192, 168. 1. 1 and a client with a hostname of cvs—client and an IP address of
192.168. 1. 100. Both hosts are on the same subnet (192.168.1.0/24). This is an example only and
assumes that the cvs and xinetd packages are installed, that the SELinux targeted policy is used,
and that SELinux is running in enforced mode.

This example will show that even with full DAC permissions, SELinux can still enforce policy rules
based on file labels and only allow access to certain areas that have been specifically labeled for
access by CVS.
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10.8.4.2. Server setup
. —
Steps 1-9 should be performed on the CVS server, cvs-srv.

As the root user, install the cvs and xinetd packages. Run rpm -g cvs to see if the cvs package
is installed. If it is not installed, run yum install cvs as the root user to install it. Run rpm -q
xinetd to see if the xinetd package is installed. If it is not installed, run yum install xinetd as
the root user to install it.

Create a group named CVS. This can be done via the groupadd CVS command as the root user,
or by using the system-config-users tool.

Create a user with a username of cvsuser and make this user a member of the CVS group.
This can be done using the system-config-users tool.

Edit the /etc/services file and make sure that the CVS server has uncommented entries
looking similar to the following:

cvspserver 2401/tcp #f CVS client/server operations
cvspserver 2401/udp # CVS client/server operations

Create the CVS repository in the root area of the file system. When using SELinux, it is best to
have the repository in the root file system so that recursive labels can be given to it without
affecting any other subdirectories. For example, as the root user, create a /cvs directory to
house the repository:

[root@cvs-srv]# mkdir /cvs

Give full permissions to the /cvs directory to all users:

[root@cvs-srv]#t chmod -R 777 /cvs
OxT
=

This is an example only and these permissions should not be used in a production
system.

T

Edit the /etc/xinetd. d/cvs file and make sure that the CVS section is uncommented and
configured to use the /cvs directory. The file should look similar to:
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service cvspserver

{

disable = no

port = 2401

socket type = stream
protocol = tcp

wait = no

user = root

passenv = PATH

server = /usr/bin/cvs
env = HOME=/cvs
server args = -f ——allow-root=/cvs pserver

#f bind =127.0.0.1

8. Start the xinetd daemon by running service xinetd start as the root user.

9. Add a rule which allows inbound connections using TCP on port 2401 by using the system-
config-firewall tool.

10. As the cvsuser user, run the following command:

[cvsuser@cvs—client]$ cvs -d /cvs init

11. At this point, CVS has been configured but SELinux will still deny logins and file access. To
demonstrate this, set the SCYSROOT variable on cvs-client and try to log in remotely. The
following step should be performed on cvs-client:

[cvsuser@cvs-client]$ export CVSROOT=:pserver:cvsuser@192.168.1.1:/cvs

[cvsuser@cvs-client]$

[cvsuser@cvs-client]$ cvs login

Logging in to :pserver:cvsuser@192.168.1.1:2401/cvs

CVS password: sk

cvs [login aborted]: unrecognized auth response from 192,168.100.1: cvs pserver: cannot open /cvs/CVSROOT/
config: Permission denied

SELinux has blocked access. In order to get SELinux to allow this access, the following step
should be performed on cvs-srv:

12. Change the context of the /cvs directory as the root user in order to recursively label any
existing and new data in the /cvs directory, giving it the cvs_data_t type:

[root@cvs-srv]#f semanage fcontext -a -t cvs data t ’/cvs(/.%)?
[root@cvs-srv]i restorecon -R -v /cvs

13. The client, cvs—client should now be able to log in and access all CVS resources in this
repository:

[cvsuser@cvs-client]$ export CVSROOT=:pserver:cvsuser@192.168.1.1:/cvs
[cvsuser@cvs-client]$

[cvsuser@cvs-client]$ cvs login

Logging in to :pserver:cvsuser@192.168.1.1:2401/cvs

CVS password: skkskskkksk

[cvsuser@cvs-client]$
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10.9. Squid Caching Proxy

From the Squid Caching Proxy17 project page:

"Squid is a caching proxy for the Web supporting HTTP, HTTPS, FTP, and more. It reduces
bandwidth and improves response times by caching and reusing frequently-requested web
pages. Squid has extensive access controls and makes a great server accelerator."

In Fedora, the squid package provides the Squid Caching Proxy. Run rpm -q squid to see if
the squid package is installed. If it is not installed and you want to use squid, run the following
command as the root user to install it:

# yum install squid

10.9.1. Squid Caching Proxy and SELinux

When SELinux is enabled, squid runs confined by default. Confined processes run in their

own domains, and are separated from other confined processes. If a confined process is
compromised by an attacker, depending on SELinux policy configuration, an attacker's access to
resources and the possible damage they can do is limited. The following example demonstrates
the squid processes running in their own domain. This example assumes the squid package is
installed:

1. Run getenforce to confirm SELinux is running in enforcing mode:

$ getenforce
Enforcing

The getenforce command returns Enforcing when SELinux is running in enforcing mode.

2. Runservice squid start as the root user to start squid:

#t service squid start
Starting squid: [ 0K ]

3. Runps -eZ | grep squid to view the squid processes:

$ ps -eZ | grep squid

unconfined u:system r:squid t:s@ 2522
unconfined u:system r:squid t:s@ 2524
unconfined u:system r:squid t:s@ 2526
unconfined u:system r:squid t:s@ 2527
unconfined u:system r:squid t:s@ 2528
unconfined u:system r:squid t:s@ 2529
unconfined u:system r:squid t:s@ 2530
unconfined u:system r:squid t:s@ 2531

00:00:00 squid
00:00:00 squid
00:00:00 ncsa_auth
00:00:00 ncsa_auth
00:00:00 ncsa_auth
00:00:00 ncsa_auth
00:00:00 ncsa_auth
00:00:00 unlinkd

The SELinux context associated with the squid processes is
unconfined_u:system_r:squid_t:s@. The second last part of the context, squid_t, is the type. A

7 http://www.squid-cache.org/
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type defines a domain for processes and a type for files. In this case, the squid processes are
running in the squid_t domain.

SELinux policy defines how processes running in confined domains, such as squid_t, interact with
files, other processes, and the system in general. Files must be labeled correctly to allow squid
access to them.

When /etc/squid/squid. conf is configured so squid listens on a port other than the default TCP
ports 3128, 3401 or 4827, the semanage port command must be used to add the required port
number to the SELinux policy configuration. The following example demonstrates configuring
squid to listen on a port that is not initially defined in SELinux policy configuration for squid, and,
as a consequence, squid failing to start. This example also demonstrates how to then configure
the SELinux system to allow squid to successfully listen on a non-standard port that is not already
defined in the policy. This example assumes the squid package is installed. Run each command in
the example as the root user:

1. Runservice squid status to confirm squid is not running:

#t service squid status
squid is stopped

If the output differs, run service squid stop to stop the process:

#f service squid stop
Stopping squid: [ oK ]

2. Run semanage port -L | grep -w squid port t to view the ports SELinux allows squid to listen

on:
semanage port -l | grep -w —i squid port t
squid port t tcp 3128, 3401, 4827
squid port t udp 3401, 4827

3. Edit /etc/squid/squid. conf as the root user. Configure the http_port option so it lists a port
that is not configured in SELinux policy configuration for squid. In this example, squid is
configured to listen on port 10000:

# Squid normally listens to port 3128
http port 10000

4. Runservice squid start to start squid:

#t service squid start
Starting squid: ....ovvurinrinennnn. [FAILED]

An SELinux denial similar to the following is logged to /var/log/messages:
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localhost setroubleshoot: SELinux is preventing the squid (squid t) from binding to port 1000. For complete
SELinux messages. run sealert -l 97136444-4497-4fff-a7a7-c4d8442db982

5. For SELinux to allow squid to listen on port 10000, as used in this example, the following
command is required:

#f semanage port -a -t squid port t -p tcp 10000

6. Runservice squid start again to start squid and have it listen on the new port:

#f service squid start
Starting squid: [ oK ]

7. Now that SELinux has been configured to allow squid to listen on a non-standard port (TCP
10000 in this example), squid starts successfully on this port.

10.9.2. Types

Type Enforcement is the main permission control used in SELinux targeted policy. All files and
processes are labeled with a type: types define a domain for processes and a type for files.
SELinux policy rules define how types access each other, whether it be a domain accessing a
type, or a domain accessing another domain. Access is only allowed if a specific SELinux policy
rule exists that allows it.

The following types are used with squid. Different types allow you to configure flexible access:

httpd squid script exec t
This type is used for utilities such as cachemgr. cgi, which provides a variety of statistics about
squid and its configuration.

squid cache t
Use this type for data that is cached by squid, as defined by the cache dir directive in /
etc/squid/squid. conf. By default, files created in or copied into /var/cache/squid and /
var/spool/squid are labeled with the squid_cache_t type. Files for the squidGuard18 URL
redirector plugin for squid created in or copied to /var/squidGuard are also labeled with the
squid_cache_t type. Squid is only able to use files and directories that are labeled with this
type for its cached data.

squid conf t
This type is used for the directories and files that squid uses for its configuration. Existing
files, or those created in or copied to /etc/squid and /usr/share/squid are labeled with this
type, including error messages and icons.

squid exec t
This type is used for the squid binary, /usr/sbin/squid.

squid log t
This type is used for logs. Existing files, or those created in or copied to /var/log/squid or /
var/log/squidGuard must be labeled with this type.

'8 http://www.squidguard.org/
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squid initrc exec t
This type is used for the initialization file required to start squid which is located at /etc/
rc.d/init.d/squid.

squid _var_run_t
This type is used by files in /var/run, especially the process id (PID) named /var/run/
squid. pid which is created by squid when it runs.

10.9.3. Booleans

SELinux is based on the least level of access required for a service to run. Services can be run in
a variety of ways; therefore, you must tell SELinux how you are running services. The following
Boolean allows you to tell SELinux how you are running Squid:

squid_connect_any
When enabled, this Boolean permits squid to initiate a connection to a remote host on any
port.

squid use tproxy
When enabled, this Boolean allows Squid to run as a transparent proxy.

10.9.4. Configuration Examples

10.9.4.1. Squid Connecting to Non-Standard Ports

The following example provides a real-world demonstration of how SELinux complements
Squid by enforcing the above Boolean and by default only allowing access to certain ports. This
example will then demonstrate how to change the Boolean and show that access is then allowed.

Note that this is an example only and demonstrates how SELinux can affect a simple
configuration of Squid. Comprehensive documentation of Squid is beyond the scope of this
document. Refer to the official Squid documentation'® for further details. This example assumes
that the Squid host has two network interfaces, Internet access, and that any firewall has been
configured to allow access on the internal interface using the default TCP port on which Squid
listens (TCP 3128).

1. Asthe root user, install the squid package. Run rpm —-q squid to see if the squid package is
installed. If it is not installed, run yum install squid as the root user to install it.

2. Edit the main configuration file, /etc/squid/squid. conf and confirm that the cache dir
directive is uncommented and looks similar to the following:

cache dir ufs /var/spool/squid 100 16 256

This line specifies the default settings for the cache_dir directive to be used in this example;
it consists of the Squid storage format (ufs), the directory on the system where the cache
resides (/var/spool/squid), the amount of disk space in megabytes to be used for the cache
(100), and finally the number of first-level and second-level cache directories to be created
(16 and 256 respectively).

19 http://www.squid-cache.org/Doc/
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In the same configuration file, make sure the http_access allow localnet directive is
uncommented. This allows traffic from the localnet ACL which is automatically configured
in a default installation of Squid on Fedora 13. It will allow client machines on any existing
RFC1918 network to have access through the proxy, which is sufficient for this simple
example.

In the same configuration file, make sure the visible_hostname directive is uncommented and
is configured to the hostname of the machine. The value should be the fully qualified domain
name (FQDN) of the host:

visible hostname squid.example.com

As the root user, run service squid start to start squid. As this is the first time squid has
started, this command will initialise the cache directories as specified above in the cache_dir
directive and will then start the squid daemon. The output is as follows if squid starts
successfully:

#t /sbin/service squid start
init cache dir /var/spool/squid... Starting squid: . [ 0K 1]

Confirm that the squid process ID (PID) has started as a confined service, as seen here by the
squid_var_run_t value:

#t s -lZ /var/run/squid.pid
-rw-r--r--, root squid unconfined_ u:object_r:squid_var_run_t:s@ /var/run/squid.pid

At this point, a client machine connected to the localnet ACL configured earlier is
successfully able to use the internal interface of this host as its proxy. This can be configured
in the settings for all common web browsers, or system-wide. Squid is now listening on

the default port of the target machine (TCP 3128), but the target machine will only allow
outgoing connections to other services on the Internet via common ports. This is a policy
defined by SELinux itself. SELinux will deny access to non-standard ports, as shown in the
next step:

When a client makes a request using a non-standard port through the Squid proxy such as a
website listening on TCP port 10000, a denial similar to the following is logged:

SELinux is preventing the squid daemon from connecting to network port 10000

To allow this access, the squid_connect_any Boolean must be modified, as it is disabled by
default. To turn the squid_connect_any Boolean on, run the following command as the root
user:

#f setsebool -P squid connect_any on
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Do not use the -P option if you do not want setsebool changes to persist across reboots.

10. The client will now be able to access non-standard ports on the Internet as Squid is now
permitted to initiate connections to any port, on behalf of its clients.

10.10. MySQL

From the MySQL20 project page:

"The MySQL® database has become the world's most popular open source database because
of its consistent fast performance, high reliability and ease of use. It's used on every continent --
Yes, even Antarctica!l -- by individual Web developers as well as many of the world's largest and
fastest-growing organizations to save time and money powering their high-volume Web sites,
business-critical systems and packaged software -- including industry leaders such as Yahoo!,
Alcatel-Lucent, Google, Nokia, YouTube, and Zappos.com."

In Fedora, the mysql-server package provides MySQL. Run rpm -q mysql-server to see if the
mysql-server package is installed. If it is not installed, run the following command as the root user
to install it:

yum install mysql-server

10.10.7. MySQL and SELinux

When MySQL is enabled, it runs confined by default. Confined processes run in their

own domains, and are separated from other confined processes. If a confined process is
compromised by an attacker, depending on SELinux policy configuration, an attacker's access to
resources and the possible damage they can do is limited. The following example demonstrates
the MySQL processes running in their own domain. This example assumes the mysql package is
installed:

1. Run getenforce to confirm SELinux is running in enforcing mode:

$ getenforce
Enforcing

The getenforce command returns Enforcing when SELinux is running in enforcing mode.

2. Run service mysqld start as the root user to start mysqld:

20 http://www.mysql.com/why-mysql/
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# service mysqld start
Initializing MySQL database: Installing MySQL system tables... [ 0K 1]
Starting MySQL: [ 0K 1]

3. Runps -eZ | grep mysqld to view the mysqld processes:

$ ps -eZ | grep mysqld
unconfined u:system r:mysqld safe t:s@ 6035 pts/1 00:00:00 mysqld safe
unconfined u:system r:mysqld t:s@ 6123 pts/1  00:00:00 mysqld

The SELinux context associated with the mysqld processes is
unconfined_u:system_r:mysqld_t:s@. The second last part of the context, mysqld_t, is the type.
A type defines a domain for processes and a type for files. In this case, the mysqld processes
are running in the mysqld_t domain.

10.10.2. Types

Type Enforcement is the main permission control used in SELinux targeted policy. All files and
processes are labeled with a type: types define a domain for processes and a type for files.
SELinux policy rules define how types access each other, whether it be a domain accessing a
type, or a domain accessing another domain. Access is only allowed if a specific SELinux policy
rule exists that allows it.

The following types are used with mysql. Different types allow you to configure flexible access:

mysqld db t
This type is used for the location of the MySQL database. In Fedora 12, the default location
for the database is /var/Llib/mysql, however this can be changed. If the location for the
MySQL database is changed, the new location must be labeled with this type. Refer to the
following example for instructions on how to change the default database location and how
to label the new section appropriately.

mysqld etc t
This type is used for the MySQL main configuration file /etc/my. cnf and any other
configuration files in the /etc/mysql directory.

mysqld exec t
This type is used for the mysqld binary located at /usr/libexec/mysqld, which is the default
location for the MySQL binary on Fedora 12. Other systems may locate this binary at /usr/
shin/mysqld which should also be labeled with this type.

mysgld initrc_exec t
This type is used for the initialization file for MySQL, located at /etc/rc.d/init.d/mysqld by
default in Fedora 12.

mysqld log t
Logs for MySQL need to be labeled with this type for proper operation. All log files in /var/
log/ matching the mysql. * wildcard must be labeled with this type.

mysqld var run t
This type is used by files in /var/run/mysqld, specifically the process id (PID) named /var/
run/mysqld/mysqld. pid which is created by the mysqld daemon when it runs. This type is also
used for related socket files such as /var/Lib/mysql/mysql. sock. Files such as these must be
labeled correctly for proper operation as a confined service.
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10.10.3. Booleans

SELinux is based on the least level of access required for a service to run. Services can be run in
a variety of ways; therefore, you must tell SELinux how you are running services. The following
Boolean allows you to tell SELinux how you are running MySQL:

exim_can_connect db

When enabled, this Boolean allows the exim mailer to initiate connections to a database
server.

ftpd connect _db
When enabled, this Boolean allows ftp daemons to initiate connections to a database server.

httpd can_network connect db
Enabling this Boolean is required for a web server to communicate with a database server.

10.10.4. Configuration Examples

10.10.4.1. MySQL Changing Database Location

When using Fedora 12, the default location for MySQL to store its database is /var/Llib/
mysql. This is where SELinux expects it to be by default, and hence this area is already labeled
appropriately for you, using the mysqld_db_t type.

The area where the database is located can be changed depending on individual environment
requirements or preferences, however it is important that SELinux is aware of this new location
- that it is labeled accordingly. This example explains how to change the location of a MySQL
database and then how to label the new location so that SELinux can still provide its protection
mechanisms to the new area based on its contents.

Note that this is an example only and demonstrates how SELinux can affect MySQL.
Comprehensive documentation of MySQL is beyond the scope of this document. Refer to the
official MySQL documentation®' for further details. This example assumes that the mysql-server
package is installed and that there is a valid database in the default location of /var/Llib/mysql.

1. Run ls -lZ /var/lib/mysql to view the SELinux context of the default database location for
mysql:

#t Ls -LZ /var/lib/mysql
drwx—————- . mysql mysql unconfined_u:object_r:mysqld_db_t:s0 mysql

This shows mysqgld_db_t which is the default context element for the location of database
files. This context will have to be manually applied to the new database location that will be
used in this example in order for it to function properly.

2. Enter mysqlshow -u root -p and enter the mysqld root password to show the available
databases:

#f mysqlshow -u root —p
Enter password: sk

21 http://dev.mysgl.com/doc/
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Databases

| |
| information schema |
| mysql I
| test |
| wikidb |

Shut down the mysqgld daemon with service mysqld stop as the root user:

#f service mysqld stop
Stopping MySQL: [ oK ]

Create a new directory for the new location of the database(s). In this example, /opt/mysql is
used:

#t mkdir -p /opt/mysql

Copy the database files from the old location to the new location:

#f cp -R /var/Llib/mysql/* /opt/mysql/

Change the ownership of this location to allow access by the mysql user and group. This sets
the traditional Unix permissions which SELinux will still observe.

#f chown -R mysql:mysql /opt/mysql

Run ls -lZ /opt to see the initial context of the new directory:

#t s -lZ /opt
drwxr-xr-x, mysql mysql unconfined u:object r:usr_t:s@ mysql

The context usr_t of this newly created directory is not currently suitable to SELinux as a
location for MySQL database files. Once the context has been changed, MySQL will be able
to function properly in this area.

Open the main MySQL configuration file /etc/my. cnf with a text editor and modify the
datadir option so that it refers to the new location. In this example the value that should be
entered is /opt/mysql.

[mysqld]
datadir=/opt/mysql

Save this file and exit.

Run service mysqld start as the root user to start mysqld. At this point a denial will be logged
to /var/log/messages:

It service mysqld start
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Timeout error occurred trying to start MySQL Daemon
Starting MySQL: [FAILED]

#f tail -f /var/log/messages

localhost setroubleshoot: SELinux is preventing mysqld (mysqld t) "write” usr t. For complete SELinux
messages. run sealert -1 50d8e725-994b-499c-9caf-a676c50tb802

The reason for this denial is that /opt/mysql is not labeled correctly for MySQL data files.
SELinux is stopping MySQL from having access to the content labeled as usr_t. Perform the
following steps to resolve this problem:

10. Run the semanage command to add a context mapping for /opt/mysql:

semanage fcontext —a -t mysqld db t ”/opt/mysql(/.%)?”

11. This mapping is written to the /etc/selinux/targeted/contexts/files/file contexts. local
file:

#t grep —i mysql /etc/selinux/targeted/contexts/files/file contexts. local
Jopt/mysql(/.%)? system u:object r:mysqld db t:s@

12. Now use the restorecon command to apply this context mapping to the running system:

restorecon -R -v /opt/mysql

13. Now that the /opt/mysql location has been labeled with the correct context for MySQL, the
mysqld daemon starts:

# service mysqld start
Starting MySQL: [ oK ]

14. Confirm the context has changed for /opt/mysql:

ls -LZ /opt
drwxr-xr-x. mysql mysql system_u:object_r:mysqld_db_t:s@ mysql

15. The location has been changed and labeled, and the mysqld daemon has started successfully.
At this point all running services should be tested to confirm normal operation.

10.717. PostgreSQL

From the PostgreSQL22 project page:

22 http:/ /www.postgresql.org/about/
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"PostgreSQL is a powerful, open source object-relational database system. It has more than 15
years of active development and a proven architecture that has earned it a strong reputation for
reliability, data integrity, and correctness."

In Fedora, the postgresql-server package provides PostgreSQL. Run rpm -q postgresql-server to
see if the postgresql-server package is installed. If it is not installed, run the following command as
the root user to install it:

yum install postgresqgl-server

10.11.7. PostgreSQL and SELinux

When PostgreSQL is enabled, it runs confined by default. Confined processes run in their

own domains, and are separated from other confined processes. If a confined process is
compromised by an attacker, depending on SELinux policy configuration, an attacker's access to
resources and the possible damage they can do is limited. The following example demonstrates
the PostgreSQL processes running in their own domain. This example assumes the postgresql-
server package is installed:

1. Run getenforce to confirm SELinux is running in enforcing mode:

$ getenforce
Enforcing

The getenforce command returns Enforcing when SELinux is running in enforcing mode.

2. Run service postgresgl start as the root user to start postgresql:

service postgresql start
Starting postgresql service: [ 0K ]

3. Runps -eZ | grep postgres to view the postgresql processes:

ps -eZ | grep postgres

unconfined u:system r:postgresql t:s@ 395
unconfined u:system r:postgresql t:s@ 397
unconfined u:system r:postgresql t:s@ 399
unconfined u:system r:postgresql t:s0 400
unconfined u:system r:postgresql t:s@ 401
unconfined u:system r:postgresql t:s@ 402

00:00:00 postmaster
00:00:00 postmaster
00:00:00 postmaster
00:00:00 postmaster
00:00:00 postmaster
00:00:00 postmaster

The SELinux context associated with the postgresql processes is
unconfined_u:system_r:postgresql_t:s0. The second last part of the context, postgresql_t,
is the type. A type defines a domain for processes and a type for files. In this case, the
postgresql processes are running in the postgresql_t domain.

10.11.2. Types

Type Enforcement is the main permission control used in SELinux targeted policy. All files and
processes are labeled with a type: types define a domain for processes and a type for files.
SELinux policy rules define how types access each other, whether it be a domain accessing a
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type, or a domain accessing another domain. Access is only allowed if a specific SELinux policy
rule exists that allows it.

The following types are used with postgresql. Different types allow you to configure flexible
access:

postgresql db t
This type is used for several locations. The locations labeled with this type are used for data
files for PostgreSQL:
o /usr/lib/pgsql/test/regres

« /usr/share/jonas/pgsql
« /var/lib/pgsql/data
« /var/lib/postgres(ql)?

postgresql etc t
This type is used for configuration files in /etc/postgresql.

postgresql _exec_t
This type is used for several locations. The locations labeled with this type are used for
binaries for PostgreSQL:
» /usr/bin/initdb(. sepgsql)?

« /usr/bin/(se)?postgres
o /Jusr/lib(64)?/postgresql/bin/.*
« /Jusr/lib/phsql/test/regress/pg regress

postgresqgl initrc _exec t
This type is used for the PostgreSQL initialization file located at /etc/rc.d/init.d/postgresql.

postgresql_log_t
This type is used for several locations. The locations labeled with this type are used for log
files:
« /var/lib/pgsql/logfile

« /var/lib/pgsql/pgstartup. Llog

/var/lib/sepgsql/pgstartup. log

/var/log/postgresql

/var/log/postgres. log. *

/var/log/rhdb/rhdb

/var/log/sepostgresql. log. *

postgresql var run t
This type is used for run-time files for PostgreSQL, such as the process id (PID) in /var/run/
postgresql
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10.11.3. Booleans

SELinux is based on the least level of access required for a service to run. Services can be run in
a variety of ways; therefore, you must tell SELinux how you are running services. The following
Boolean allows you to tell SELinux how you are running PostgreSQL:

allow user postgresql connect
Having this Boolean enabled allows any user domain (as defined by PostgreSQL) to make
connections to the database server.

10.11.4. Configuration Examples

10.11.4.1. PostgreSQL Changing Database Location

When using Fedora 12, the default location for PostgreSQL to store its database is /var/Llib/
pgsql/data. This is where SELinux expects it to be by default, and hence this area is already
labeled appropriately for you, using the postgresql_db_t type.

The area where the database is located can be changed depending on individual environment
requirements or preferences, however it is important that SELinux is aware of this new location -
that it is labeled accordingly. This example explains how to change the location of a PostgreSQL
database and then how to label the new location so that SELinux can still provide its protection
mechanisms to the new area based on its contents.

Note that this is an example only and demonstrates how SELinux can affect PostgreSQL.
Comprehensive documentation of PostgreSQL is beyond the scope of this document. Refer
to the official PostgreSQL documentation®® for further details. This example assumes that the
postgresql-server package is installed.

1. Run ls -lZ /var/lib/pgsql to view the SELinux context of the default database location for
postgresql:

# ls -LZ /var/lib/pgsql
drwx-——-——- . postgres postgres system_u:object_r:postgresql db_t:s0 data

This shows postgresqgl_db_t which is the default context element for the location of database
files. This context will have to be manually applied to the new database location that will be
used in this example in order for it to function properly.

2. Create a new directory for the new location of the database(s). In this example, /opt/
postgresql/data is used. If you use a different location, replace the text in the following steps
with your location:

# mkdir -p /opt/postgresql/data

3. Perform a directory listing of the new location. Note that the initial context of the new
directory is usr_t. This context is not sufficient for SELinux to offer its protection mechanisms
to PostgreSQL. Once the context has been changed, it will be able to function properly in the
new area.

2 http://www.postgresql.org/docs/
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10.

11.

# ls -LZ /opt/postgresql/
drwxr-xr-x. root root unconfined u:object r:usr_t:s0 data

Change the ownership of the new location to allow access by the postgres user and group.
This sets the traditional Unix permissions which SELinux will still observe.

#f chown -R postgres:postgres /opt/postgresql

Open the PostgreSQL init file /etc/rc.d/init.d/postgresql with a text editor and modify all
PGDATA and PGLOG variables to point to the new location:

# vi /etc/rc.d/init.d/postgresql
PGDATA=/opt/postgresql/data
PGLOG=/opt/postgresql/data/pgstartup. Log

Save this file and exit the text editor.

Initialize the database in the new location.

»

su - postgres -c “initdb -D /opt/postgresql/data”

Run the semanage command to add a context mapping for /opt/postgresqgl and any other
directories/files within it:

semanage fcontext -a -t postgresql db t ”/opt/postgresql(/.*)?”

This mapping is written to the /etc/selinux/targeted/contexts/files/file_contexts. local
file:

#f grep -i postgresql /etc/selinux/targeted/contexts/files/file contexts. local
/opt/postgresql(/.*)? system u:object r:postgresgl db t:s@

Now use the restorecon command to apply this context mapping to the running system:

restorecon -R -v /opt/postgresql

Now that the /opt/postgresql location has been labeled with the correct context for
PostgreSQL, the mysqld service will start successfully:

#f service postgresql start
Starting postgreSQL service: [ oK ]

Confirm the context is correct for /opt/postgresql:
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ls -1LZ /opt
drwxr-xr-x. root root system_u:object_r:postgresql_db_t:s0 postgresql

12. Check with the ps command that the postgresql process displays the new location:

#f ps aux | grep -i postmaster

postgres 21564 0.3 0.3 42308 4032 ? S 10:13  0:00 /usr/bin/postmaster —p 5432 -D /opt/
postgresql/data

13. The location has been changed and labeled, and the postgresql daemon has started
successfully. At this point all running services should be tested to confirm normal operation.

10.12. rsync

From the Rsyn024 project page:
"rsync is an open source utility that provides fast incremental file transfer."

When using Fedora, the rsync package provides rsync. Run rpm -g rsync to see if the rsync
package is installed. If it is not installed, run the following command as the root user to install it:

yum install rsync

10.12.1. rsync and SELinux

From the Fedora 12 SELinux rsync_selinux(8) man page: "SELinux requires files to have an
extended attribute to define the file type. Policy governs the access daemons have to these
files. If you want to share files using the rsync daemon, you must label the files and directories
public_content t."

Like most services, correct labeling is required for SELinux to perform its protection mechanisms
over rsync.

10.12.2. Types

Type Enforcement is the main permission control used in SELinux targeted policy. All files and
processes are labeled with a type: types define a domain for processes and a type for files.
SELinux policy rules define how types access each other, whether it be a domain accessing a
type, or a domain accessing another domain. Access is only allowed if a specific SELinux policy
rule exists that allows it.

The following types are used with rsync. Different types all you to configure flexible access:

public content t
This is a generic type used for the location of files (and the actual files) to be shared via
rsync. If a special directory is created to house files to be shared with rsync, the directory and
its contents need to have this label applied to them.

24 http://www.samba.org/rsync/
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rsync_exec_t
This type is used for the /usr/bin/rsync system binary.

rsync_log t
This type is used for the rsync log file, located at /var/log/rsync. log by default. To change
the location of the file rsync logs to, use the ——log-fi le=FILE option to the rsync command at
run-time.

rsync_var_run_t
This type is used for the rsyncd lock file, located at /var/run/rsyncd. lock. This lock file is
used by the rsync server to manage connection limits.

10.12.3. Booleans

SELinux is based on the least level of access required for a service to run. Services can be run in
a variety of ways; therefore, you must tell SELinux how you are running services. The following
Boolean allows you to tell SELinux how you are running rsync:

allow_rsync_anon write
Having this Boolean enabled allows rsync in the rsync_t domain to manage files, links and
directories that have a type of public_content_rw_t. Often these are public files used for public
file transfer services. Files and directories must be labeled public_content_rw_t.

rsync client
Having this Boolean enabled aloows rsync to initiate connections to ports defined as
rsync_port _t, as well as allowing rsync to manage files, links and directories that have a
type of rsync_data_t. Note that the rsync daemon must be in the rsync_t domain in order
for SELinux to enact its control over rsync. The configuration example in this chapter
demonstrates rsync running in the rsync_t domain.

rsync_export all ro
Having this Boolean enabled allows rsync in the rsync_t domain to export NFS and CIFS file
systems with read-only access to clients.

10.12.4. Configuration Examples

10.12.4.1. Rsync as a daemon

When using Fedora, rsync can be used as a daemon so that multiple clients can directly
communicate with it as a central server, in order to house centralized files and keep them
synchronized. The following example will demonstrate running rsync as a daemon over a network
socket in the correct domain, and how SELinux expects this daemon to be running on a pre-
defined (in SELinux policy) TCP port. This example will then show how to modify SELinux policy
to allow the rsync daemon to run normally on a non-standard port.

This example will be performed on a single system to demonstrate SELinux policy and its control
over local daemons and processes. Note that this is an example only and demonstrates how
SELinux can affect rsync. Comprehensive documentation of rsync is beyond the scope of this
document. Refer to the official rsync documentation®® for further details. This example assumes
that the rsync, setroubleshoot-server and audit packages are installed, that the SELinux targeted
policy is used and that SELinux is running in enforcing mode.

25 http://www.samba.org/rsync/documentation.html
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Getting rsync to launch as rsync_t
1. Run getenforce to confirm SELinux is running in enforcing mode:

$ getenforce
Enforcing

The getenforce command returns Enforcing when SELinux is running in enforcing mode.

2. Run the which command to confirm that the rsync binary is in the system path:

$ which rsync
/usr/bin/rsync

3. When running rsync as a daemon, a configuration file should be used and saved as /etc/
rsyncd. conf. Note that the following configuration file used in this example is very simple
and is not indicative of all the possible options that are available, rather it is just enough to
demonstrate the rsync daemon:

log file = /var/log/rsyncd. log
pid file = /var/run/rsyncd.pid
lock file = /var/run/rsync. lock
[files]
path = /srv/files
comment = file area
read only = false
timeout = 300

4. Now that a simple configuration file exists for rsync to operate in daemon mode, this step
demonstrates that simply running rsync --daemon is not sufficient for SELinux to offer its
protection over rsync. Refer to the following output:

#f rsync --daemon

#f ps x | grep rsync
8231 ? Ss 0:00 rsync --daemon
8233 pts/3 S+ 0:00 grep rsync

#t ps -eZ | grep rsync
unconfined u:unconfined r:unconfined_t:s0-s0:c0.c1023 8231 ? 00:00:00 rsync

Note that in the output from the final ps command, the context shows the rsync daemon
running in the unconfined_t domain. This indicates that rsync has not transitioned to the
rsync_t domain as it was launched by the rsync --daemon command. At this point SELinux
can not enforce its rules and policy over this daemon. Refer to the following steps to see

how to fix this problem. In the following steps, rsync will transition to the rsync_t domain

by launching it from a properly-labeled init script. Only then can SELinux and its protection
mechanisms have an effect over rsync. This rsync process should be killed before proceeding
to the next step.

5. A custom init script for rsync is needed for this step. There is an example init script available
at http://www.fredshack.com/docs/rsync.html. Save it to /etc/rc.d/init.d/rsyncd. The following
steps show how to label this script as initrc_exec_t:
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6. Run the semanage command to add a context mapping for /etc/rc.d/init.d/rsyncd:

semanage fcontext -a -t initrc exec t ”"/etc/rc.d/init.d/rsyncd”

7. This mapping is written to the /etc/selinux/targeted/contexts/files/file contexts. local
file:

#f grep rsync /etc/selinux/targeted/contexts/files/file contexts. local

/etc/rc.d/init.d/rsyncd system u:object r:initrc exec t:s@

8. Now use the restorecon command to apply this context mapping to the running system:

restorecon -R -v /etc/rc.d/init.d/rsyncd

9. Run the Ls to confirm the script has been labeled appropriately. Note that in the following
output the script has been labeled as initrc_exec_t:

ls -LZ /etc/rc.d/init.d/rsyncd
—-rwxr-xr-x. root root system u:object r:initrc_exec_t:s0 /etc/rc.d/init.d/rsyncd

10. Launch rsyncd via the new script. Now that rsync has started from an init script that has been
appropriately labeled, the process will start as rsync_t:

# /etc/rc.d/init.d/rsync start
Starting rsyncd: [ oK ]

ps -eZ | grep rsync
unconfined u:system r:rsync_t:s@ 9794 ? 00:00:00 rsync

SELinux can now enforce its protection mechanisms over the rsync daemon as it is now
runing in the rsync_t domain.

This example demonstrated how to get rsyncd running in the rsync_t domain. The next example
shows how to get this daemon successfully running on a non-default port. TCP port 10000 is
used in the next example.

Running the rsync daemon on a non-default port

1. Modify the /etc/rsyncd. conf file and add the port = 10000 line at the top of the file in the
global configuration area (ie., before any file areas are defined). The new configuration file
will look like:

log file = /var/log/rsyncd. log
pid file = /var/run/rsyncd.pid
lock file = /var/run/rsync. lock
port = 10000
[files]
path = /srv/files
comment = file area
read only = false
timeout = 300
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2. After launching rsync from the init script with this new setting, a denial similar to the
following is logged by SELinux:

Jul 22 10:46:59 localhost setroubleshoot: SELinux is preventing the rsync (rsync t) from binding to port
10000. For complete SELinux messages. run sealert -l c371ab34-639e-45ae-9e42-18855b5¢c2de8

3. Run the semanage command to add TCP port 10000 to SELinux policy in rsync_port_t:

#f semanage port -a -t rsync port t -p tcp 10000

4. Now that TCP port 10000 has been added to SELinux policy for rsync_port_t, rsyncd will
start and operate normally on this port:

#t /etc/rc.d/init.d/rsync start
Starting rsyncd: [ 0K ]

#f netstat -lnp | grep 10000
tcp 0 00.0.0.0:10000 0.0.0.0:% LISTEN 9910/rsync

SELinux has had its policy modified and is now permitting rsyncd to operate on TCP port 10000.

10.13. Postfix

From the Postfix*® project page:

"What is Postfix? It is Wietse Venema's mailer that started life at IBM research as an alternative to
the widely-used Sendmail program. Postfix attempts to be fast, easy to administer, and secure.
The outside has a definite Sendmail-ish flavor, but the inside is completely different."

In Fedora, the postfix package provides postfix. Run rpm -q postfix to see if the postfix package is
installed. If it is not installed, run the following command as the root user to install it:

yum install postfix

10.13.1. Postfix and SELinux

When Postfix is enabled, it runs confined by default. Confined processes run in their

own domains, and are separated from other confined processes. If a confined process is
compromised by an attacker, depending on SELinux policy configuration, an attacker's access to
resources and the possible damage they can do is limited. The following example demonstrates
the Postfix and related processes running in their own domain. This example assumes the postfix
package is installed and that the Postfix service has been started:

1. Run getenforce to confirm SELinux is running in enforcing mode:

%8 http://www.postfix.org/
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$ getenforce
Enforcing

The getenforce command returns Enforcing when SELinux is running in enforcing mode.

2. Runservice postfix start as the root user to start postfix:

service postfix start
Starting postfix: [ 0K ]

3. Runps -eZ | grep postfixto view the postfix processes:

ps —eZ | grep postfix

system u:system r:postfix master t:s@ 1651 ? 00:00:00 master
system u:system r:postfix pickup t:s@ 1662 ? 00:00:00 pickup
system u:system r:postfix qmgr t:s@ 1663 ? 00:00:00 gmgr

For example, the SELinux context associated with the Postfix master process is
unconfined_u:system_r:postfix_master_t:s@. The second last part of the context,
postfix_master_t, is the type for this process. A type defines a domain for processes and a
type for files. In this case, the master process is running in the postfix_master_t domain.

10.13.2. Types

Type Enforcement is the main permission control used in SELinux targeted policy. All files and
processes are labeled with a type: types define a domain for processes and a type for files.
SELinux policy rules define how types access each other, whether it be a domain accessing a
type, or a domain accessing another domain. Access is only allowed if a specific SELinux policy
rule exists that allows it.

The following types are used with Postfix. Different types all you to configure flexible access:

postfix etc t
This type is used for configuration files for Postfix in /etc/postfix.

postfix data t
This type is used for Postfix data files in /var/lib/postfix.
(®)

A

JE&C

To see the full list of files and their types for Postfix, run the following command:

$ grep postfix /etc/selinux/targeted/contexts/files/file contexts

10.13.3. Booleans

SELinux is based on the least level of access required for a service to run. Services can be run in
a variety of ways; therefore, you must tell SELinux how you are running services. The following
Boolean allows you to tell SELinux how you are running Postfix:
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allow postfix local write mail spool

Having this Boolean enables Postfix to write to the local mail spool on the system. Postfix
requires this Boolean to be enabled for normal operation when local spools are used.

10.13.4. Configuration Examples

10.13.4.1. SpamAssassin and Postfix

From the SpamAssassin®’ project page:

"Open Source mail filter, written in Perl, to identify spam using a wide range of heuristic tests on
mail headers and body text. Free software."

When using Fedora, the spamassassin package provides SpamAssassin. Run rpm -g spamassassin
to see if the spamassassin package is installed. If it is not installed, run the following command as
the root user to install it:

yum install spamassassin

SpamAssassin operates in tandom with a mailer such as Postfix to provide spam-filtering
capabilities. In order for SpamAssassin to effectively intercept, analyze and filter mail, it must
listen on a network interface. The default port for SpamAssassin is TCP/783, however this

can be changed. The following example provides a real-world demonstration of how SELinux
complements SpamAssassin by only allowing it access to a certain port by default. This example
will then demonstrate how to change the port and have SpamAssassin operate on a non-default
port.

Note that this is an example only and demonstrates how SELinux can affect a simple
configuration of SpamAssassin. Comprehensive documentation of SpamAssassin is beyond the
scope of this document. Refer to the official SpamAssassin documentation®® for further details.
This example assumes the spamassassin is installed, that any firewall has been configured to
allow access on the ports in use, that the SELinux targeted policy is used, and that SELinux is
running in enforcing mode:

Running SpamAssassin on a non-default port
1. Run the semanage command to show the port that SELinux allows spamd to listen on by default:

1t semanage port -l | grep spamd
spamd port t tcp 783

This output shows that TCP/783 is defined in spamd_port_t as the port for SpamAssassin to
operate on.

2. Editthe /etc/sysconfig/spamassassin configuration file and modify it so that it will start
SpamAssassin on the example port TCP/10000:

#f Options to spamd

2 http://spamassassin.apache.org/
28 http://spamassassin.apache.org/doc.html
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SPAMDOPTIONS="-d -p 10000 -c m5 -H”
This line now specifies that SpamAssassin will operate on port T0000. The rest of this

example will show how to modify SELinux policy to allow this socket to be opened.

3. Start SpamAssassin and an error message similar to the following will appear:

/etc/init.d/spamassassin start

Starting spamd: [2203] warn: server socket setup failed, retry 1: spamd: could not create INET socket on
127.0.0.1:10000: Permission denied

[2203] warn: server socket setup failed, retry 2: spamd: could not create INET socket on 127.0.0.1:10000:
Permission denied

[2203] error: spamd: could not create INET socket on 127.0.0.1:10000: Permission denied
spamd: could not create INET socket on 127.0.0.1:10000: Permission denied
[FAILED]

This output means that SELinux has blocked access to this port.

4. Adenial similar to the following will be logged by SELinux:

SELinux is preventing the spamd (spamd t) from binding to port 10000

5. As the root user, run the semanage command to modify SELinux policy in order to allow
SpamAssassin to operate on the example port (TCP/10000):

semanage port —a -t spamd port t -p tcp 10000

6. Confirm that SpamAssassin will now start and is operating on TCP port 10000:

#t /etc/init.d/spamassassin start
Starting spamd: [ 0K ]

# netstat -lnp | grep 10000
tcp 0 0 127.0.0.1:10000 0.0.0.0:% LISTEN 2224/spamd. pid

7. At this point, spamd is properly operating on TCP port 10000 as it has been allowed access to
that port by SELinux policy.
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